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ÄÑËÝÅØÓÂ�
! m§��MĕġõÜ19J#" 

" �MĊĄćĞġøÞ��¶� 
"  IPsecÞ��Z�ąÿćÞÔäÜWIDEĐĝþòøćÜ(  
"  kame ĐĝþòøćØIPv6/IPsecÿĂĄøÞ¶�Ùd)�! 
"  IETF 43th ChicagoËè(  (413) 
" H8/Ï��¥o ISA100Ü×u�$�! 

!  2010Jĥg¾ýÿûýÿąĔĀ-.�¾�� 
"  IoT·±W¡ÞW¡ªn 
"  IEEE1888u�$�! 

! �ÜåĠĠĠ 
"  racoon: a KMP daemon. 

"  Wireshark: dissector of IKEv2, CoAP 
"  RFC 4430 (PS), RFC 6784 (PS), RFC 5868 (Inf.) 
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Data Center Cloud 
Application Hosting,  
Management, 
IoT Analytics 

Core Networking 
IP/MPLS, QoS, 
Multicast, Security 

Multi-Service Edge 
3G, 4G, LTE, WiMAX, WiFi 
Ethernet 

Embedded Systems 
and Sensors 
Low power & bandwidth, 
Machines Wired or Wireless 

Network Management Applications 

HERE !! 

kbÞD«óĚï M2M/IoTïġ÷ąøăė� 
Fog Computing, Cisco 
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IETFÜÊÏé 
IoT·±Þ!/�



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential Presentation_ID 5 

f®ß”Constrained Node”Ì��ËĦ 

āğüġ�ÜÊÏéIPW¡Þ�Û5ÖÞ©¼ 
! !�l�Þ'ÒÇ°�v2Þ@4 

" �º� 
" ���üñĀģ5mm�Ĥ 
" �CPUR�ģ8 or 16-bit, �øĝĄø 8~16MHzĤ 
" FÛÇĕĖĚģ~128 KBĤ 
" ÿĚġĐĖġĈ 
 

_ÒÇĚğøÜDP 
ÓéW¡Þu�$�

LLN/Ï{�ïĐĚ
úġýęğĐĝćûěÞ
u�$�

�¸CR��M 
ĐĝćûěÞu�$�

Challenge Areas�

ÐêèÞ�NìYÖĊĄćĞġøìIETFØß 
 ¿LLNÀ¾ģLow power and Lossy NetworkĤ 
 ��¬º�Ģ½ĎúĄć]>ĊĄćĞġø 

Ù1íØÇé�

LLN/Ïv2Þ 
B¢öñĈ�

ÐêèÞ�NìYÖv2ìIETFØß  ¿Smart ObjectÀ¾Ù1íØÇé�

LLN/Ïv2��Ġ
ā÷ĘĚąðW¡ 
Þu�$�

! °�l�Þ'ÒÇĊĄćĞġøÞ@4 
<^ÞċġĈģ�^&ċġĈĤ 
�°�I5ģ�250kbpsĤ 
½ĎúĄć]>R�

'ÒÇ!��9l� 
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3G 
Bluetooth 
DECT 
etc.�

IoT/M2MÜ·ÓéIETFÞ!/�

Z-Wave 
Zigbee IP�

Low Power WiFi 
PLC�LoWPAN�

Zigbee/HomePlug, 
Autumn 2008�

OpenSG/UCAlug, 
Summer 2009�

IEEE802.15.4-2003, 
Autumn 2003�

Zigbee & WiFi 
collaboration, 

Sprint 2010�

SmartGrid Bar-BoF, 
IETF77, Oct 2009�

EISA ACT, 2007�

IoT Bar-BoF, 
IETF79, Jul 2010�

Cross Layers 
Issues BoF 

IETF82, Nov 2011 
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3G 
Bluetooth 
DECT 
etc.�

IoT/M2MÜ·ÓéIETFÞ!/�

Z-Wave 
Zigbee IP�

Low Power WiFi 
PLC�LoWPAN�

lwig: Lightweight Impl. 
Guidance WG 

IETF80, Mar 2011�

roll: Low power and 
Lossy Networks WG 

IETF71, Mar 2008� core: Constrained RESTful  
Envinronments WG 

IETF76, Nov 2009�

solace: SO Lifecycle Architecture for 
Constrained Envinronments BoF 

IETF85, Mar 2012�

coman: Constrained Networks 
and Devices Managemnet BoF 

IETF85, Nov 2012�

LLN/Ï{�ïĐĚ
úġýęğĐĝćûěÞ
u�$�

�¸CR��M 
ĐĝćûěÞu�$�

LLN/Ïv2Þ 
B¢öñĈ�

LLN/Ïv2��Ġ
ā÷ĘĚąðW¡ 
Þu�$�

6lowpan: IPv6 over 
LoWPAN WG 

IETF61, Nov 2004�

_ÒÇĚğøÜDP 
ÓéW¡Þu�$�

Zigbee/HomePlug, 
Autumn 2008�

OpenSG/UCAlug, 
Summer 2009�

IEEE802.15.4-2003, 
Autumn 2003�

Zigbee & WiFi 
collaboration, 

Sprint 2010�

SmartGrid Bar-BoF, 
IETF77, Oct 2009�

EISA ACT, 2007�

IoT Bar-BoF, 
IETF79, Jul 2010�

6lo: IPv6 over Foo BoF 
IETF87, Jul 2013�

6tsch: IPv6 Time 
Synchronization and Channel 

Hopping BoF 
IETF87, Mar 2013�

Cross Layers 
Issues BoF 

IETF82, Nov 2011 

dice: DTLS In Constrained 
Environments BoF 

IETF87, Jul 2013�

Smart Objects Workshop 
IETF80, Mar 2011�

Smart Object Security Workshop 
IETF83, Mar 2012�
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What is “core” WG ?   

! Constrained RESTful Environment 
http://www.ietf.org/html.charters/core-charter.html 

!  Application Area 

!  Co-chairs 
"  Carsten  Borman (Bremen Univ) 
"  Andrew McGregor (Allied Telesis) 

! Mission 
" LLN/ÏïĐĚúġýęğÞďĜġĔĞġøÞ�A 

_ÒÇĚğøÜDP 
ÓéW¡Þu�$�

LLN/Ï{�ïĐĚ
úġýęğĐĝćûěÞ
u�$�

�¸CR��M 
ĐĝćûěÞu�$�

Challenge Areas�

LLN/Ïv2Þ 
B¢öñĈ�

LLN/Ïv2��Ġ
ā÷ĘĚąðW¡ 
Þu�$�
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core WG: Document Status 
!  RFC 6690: CoRE Link Format 

!  Constrained Application Protocol 
"  CoAP core specification 
"  draft-ietf-core-coap-18 
"  [MISSREF] in RFC Editor Queue 

#  AES-CCM-ECC [AD Eval], OOB-PUBKEY [tls WG] 

!  Blockwise transfers in CoAP 
"  Fragment/reassemble support 
"  draft-ietf-core-block-12 
"  WG draft in progress. 

!  Observing Resources in CoAP 
"  RESTful Pub/Sub support 
"  draft-ietf-core-observe-08 
"  WG draft in progress. 
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core WG: the meeting agenda 

! Authorization 

! Group communication 

! HTTP-CoAP mapping 

! Resource Discovery 

! Core Interfaces 

!  Links-JSON 

! Others 
" Core-Entities 
" Parameters 
" Group Authentication 

! External Updates 

!  Issues in Block/Observe 

! Conditional Observe 

! Alternative Transports 

! Others 
" Sleepy nodes update 

geb 2h 200	� 
ieb 2h 60	� 
ģ�350~60	�Ĥ 
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core WG: Authorization 
!  AAA for core ? 

"  Accounting is out of scope. 
"  Authentication by DTLS. 
"  Authorization ? 

!  CoAP for information transfer. 

!  Defines the data structure and usage. 

!  draft-selander-core-access-control-00  
"  Assertion transfer (XACML-SAML, 2 ways: CoAP or DTLS) 
"  Message protection, alternative way to communication security 

#  i.e. object security 

"  implementation (http://soda.swedish-ict.se/5523/) 

!  draft-gerdes-core-dcaf-authorize-00 
"  Delegated CoAP Authorization Framework Protocol 
"  Similar to Kerberos, but TLS$DTLS, ASN.1$JSON 

AS 
for C 

AS 
for RS 

C RS 

DTLS DTLS 

TLS or 
DTLS 

DTLS 
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core WG: HTTP-CoAP Mapping 
!  Best Practices for HTTP-CoAP Mapping Implementation 

"  for making implementations interoperable. 
"  draft-castellani-core-advanced-http-mapping-0702 
"  HTTP to CoAP URI mapping for reverse proxy. 
"  added requirements, proposals, comparison matrix. 

e.g. Solution #2 
 /.well-known/core-translate/{authority-encoded}/{path}?{query} 

 
http://proxy.example.com/.well-known/core-translate/server.coap.example.com:4567/foo/bar?a=3  
$ coap://server.coap.example.com:4567/foo/bar?a=3  
 
e.g. Solution #5 

 /.well-known/core-translate/{scheme}/{+host}/{port}/{+path}/{+query} 
  
http://proxy.example.com/.well-known/core-translate/coap/server.coap.example.com/4567/foo%2Fbar/a=3  
$ coap://server.coap.example.com:4567/foo/bar?a=3  
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core WG: RD & CoRE Interfaces 
! Resource directory 

" draft-shelbyietf-core-resource-directory-0500 
" Define an interface for registration, update, and de-registration. 
" OMA Lightweight M2M standard. 

#  In traffic monitoring systems. 
#  In street lighting systems. 
#  For vehicular asset tracking. 
#  By a major cellular M2M operator. 

! CoRE Interfaces 
" draft-shelbyietf-core-interfaces-0500 
" well-known REST I/F description for typical IoT applications. 

#  Read, Write, Monitoring, Actuation, Constrained web services 

End 
Point 

End 
Point 

Client 

Client 

Registration 

Lookup 

RD 

Interface Link Format Methods 

Link List if=core.ll GET 

Sensor if=core.s GET 

Actuator if=core.a GET,PUT,POST 

Function Root Interface 

Descriptions /d if=core.ll 

Sensors /s if=core.s 

Actuators /a if=core.a 

Function Set Example Interface Example 
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DTLS In Constrained Environments (dice) BoF 

!  Co-chairs 
"  Zach Shelby (ARM �Sensinode) 
"  Carsten Bormann (Bremen Univ.) 

!  Background 
"  CoAPÞā÷ĘĚąðĕõĉĀĔÙÒ× 

DTLS v1.2Ì´XÑê×ÇéÂ 

!  Problem 

Constrained DeviceÜDÒ×ĠĠĠ 
" ČğĈýòñøÞôġčġđĄĈÌ=ÍÇÂ 
"  ÿąġćēýğÌ£¹ØÆéÂ 
" ôĐýęğÁĖġĈÜÖÇ×ÁÚêì�ÉàĦ 
"  ēěă÷ėÿć°�ÜDPÒ×ÇÛÇÂ 

yeb 1h 150	� 

_ÒÇĚğøÜDP 
ÓéW¡Þu�$�

LLN/Ï{�ïĐĚ
úġýęğĐĝćûěÞ
u�$�

�¸CR��M 
ĐĝćûěÞu�$�

Challenge Areas�

LLN/Ïv2Þ 
B¢öñĈ�

LLN/Ïv2��Ġ
ā÷ĘĚąðW¡ 
Þu�$�
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dice: the mission and scope 

! Mission 
" CoAP/ÏDTLSĐĝďîñěÞ�A 
" TLSv1.3ÜDÓéCD/Ï¤z�»Þ�A 

!  scope 
" DTLSÞO¤%�ÛfEāĄćìA�ÓéÂ 
" TLS v1.3ÜDÒ×¤z�»ì[pÓéÂ 
" DTLS record layerÙùěġĐµì�ÕÔēěă÷ėÿć°�Þ`
}ìA�ÓéÂ 

!  out of scope 
" TLSÜ·Óé�w¾$ tls WG 
" ùěġĐµ�\¾$ msec WG 
" _ÒÇcipher suites $ tls WG or cfrg 
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IPv6 over networks 
of resource constrained nodes (6lo) BoF 
!  Co-chairs 

"  Ralph Droms (Cisco) 
"  Ulrich Herberg (Fujitsu Lab.) 

!  Background 
" tÃÛLLNØIPv6Ì�ëêçÈÙÒ×ÇéÂ 
"  6lowpan WGØ802.15.4ĒġÿĚğøÞ 
³-GìA�(RFC4944/6282)ÒÔÂ 

"  WGÌøĝġþğùĠďòñĀÜÛÕ×ÇéÂ 

!  Problem 
"  IPv6 over fooÞ[pÌ:É×ÇéÌ*Ï�ÌÛÇÂ 

#  e.g. BT, G.9959(subset of Z-Wave), DECT ULE, RS485 

"  SO��ÞMIB(e.g. 6lowpan MIB) ÌjA�Â 
"  6lowpan-HCßĐĝćûěxÜA�Ñê×ÇéÂ 
"  LLN boot-strappingÌjA�Â 

ieb 1.5h 200	� 

_ÒÇĚğøÜDP 
ÓéW¡Þu�$�

LLN/Ï{�ïĐĚ
úġýęğĐĝćûěÞ
u�$�

�¸CR��M 
ĐĝćûěÞu�$�

Challenge Areas�

LLN/Ïv2Þ 
B¢öñĈ�

LLN/Ïv2��Ġ
ā÷ĘĚąðW¡ 
Þu�$�
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6lo: proposals, but no home. 

!  MIB 
"  draft-schoenw-6lowpan-mib 

!  Header Compression 
"  Basis: RFC6282 (aka. 6LoWPAN-HC) 
"  draft-bormann-6lowpan-ghc (LZ77-based) 
"  draft-raza-6lowpan-ipsec-00 (IPcomp) 

!  Setting up LLNs 
"  Basis: RFC6775 (aka. 6LoWPAN-ND) 
"  draft-kelsey-intarea-mesh-link-establishment 

#  cover gaps b/w 802.15.4 MAC, 6LoWPAN-ND and RPL 

"  draft-thubert-6lowpan-backbone-router 
#  make multiple edge routers act as one 

"  draft-thubert-roll-forwarding-frags 
#  optimize fragment retransmission 
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6lo: the scope and out-of-scope 

!  scope 
"  INT AreaÜ·�Óé»� 
" +�ØÆêàa@ÞĐĝćûěì���ÓéÂ 

!  out of scope 
" no larger cross-layer efforts (e.g. 6tcsh work under discussion) 
" ��AĚğøÜDÓéā÷ĘĚąðæ��ßD«;ÙÓéÂ 
" ěġąðğùßD«;ÙÓéÂ($roll WG) 

ăėġĂġìc�ÜÓâÍ 
“IPv6 over foo” is unclear.  should clarify it. 
e.g. 6lowpan over new type of L2 and how nd and hc apply to 



© 2010 Cisco and/or its affiliates. All rights reserved. Cisco Confidential Presentation_ID 21 

IPv6 over 
the TSCH mode of IEEE 802.15.4e (6tsch) BoF 
!  Co-chairs 

"  Pascal Thubert (Cisco) 
"  Thomas Watteyne (Linear Technology) 

!  Background 
"  IEEE802.15.4e-2012: TSCH mode 

#  low-power operation by synchronizing nodes 

#  high reliability by channel hopping 

"  Allowing deterministic behavior. 
#  flow isolation 

#  traffic engineering 

#  predictable power consumption 

" �r�ĊĄćĞġø�¯ØhKÑê×ÇéÂ 
#   IEEE 802.1TSN, ISA100.20, IoT6 

_ÒÇĚğøÜDP 
ÓéW¡Þu�$�

LLN/Ï{�ïĐĚ
úġýęğĐĝćûěÞ
u�$�

�¸CR��M 
ĐĝćûěÞu�$�

Challenge Areas�

LLN/Ïv2Þ 
B¢öñĈ�

LLN/Ïv2��Ġ
ā÷ĘĚąðW¡ 
Þu�$�

�eb 1.5h 100	� 
(�330	�) 

Time Synchronized Channel Hopping 
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6tsch: the problem and work items 
!  Route and track computation, installation 

"  Time slot scheduling and bandwidth allocation by PCE. 

"  Flow label for RPL domain (6man WG) 

"  Centralized: PCEP over UDP/CoAP (pce WG) 

"  Distributed: RPL, RSVP 

!  Management and setup, discovery, pub/sub (CoAP/DTLS) 

!  Key distribution and Authentication for network access (PANA) 

!  Network formation 

"  Architecture definition 

"  Initial Configuration: Time sources, Join priority 

"  Data flow control: Queue length, Priority, Retransmission Control 

"  Efficient ND aka. WiND (6man WG) 

!  Backbone integration (6lo) 
"  6LoWPAN-ND 

"  Backbone router 

"  Fragment forwarding and recovery 
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ãÙä 

6lo BoF 
# tÃÛĂñĐÞLLN�ØIPv6ì�È
ÔäÞW¡ì�AÓéÂ 

# SèÎåÈ13BoFÌÆéÙQëêéÂ core WG 
# 6k
tßRFCóĆðĂ÷ĘġÜ
�ÕÔÌ¾[MISSREF]�UÂ 

# B²�ì�ÜÒÔ©¼¦|æÁā
÷ĘĚąðW¡Þ�AÜýďćÒÔÂ 

dice BoF 
# SO/CD, LLN/ÏDTLSĐĝďîñ
ěì�AÓéÂ 

# TLSv1.3ÜDÒ×¤z�»ì[�
ÓéÂ 

# WG$Þ-TßLèêÔÂ 

6tsch BoF 
# �r���ĚğøW¡ÙÒ×hKÑ
ê×ÇéIEEE802.15.4ÞĊĄć
ĞġøsVæ��W¡ì�AÓéÂ 

# WG$Þ-TßLèêÔÂ 

IoTW¡� �
# ,WG/BoFáÞ( 	^Ì:É×ÇéÂ 
# SO/CD�ÞtÃÛĚğøW¡ÜÊÏé

IPÞ³�ÜÖÇ×q¨Ì?ãÕÔÂ 
# LLNÞ²�Ġ��Ġā÷ĘĚąðW¡Þ
q¨Ì?ãÕÔÂ 
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