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BBN Report 8217, “An Architecture for BGP
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EDRENTES

— Path Validation
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! BGPSEC
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e BG PSECF%EE_:I draft-ietf-sidr Z & #&

An Overview of BGPSEC bgpsec-overview-03
(BGPSECOHE) 2013-07-15 (KELEEELL)
A Profile for BGPSEC Router Certificates, Certificate Revocation | bgpsec-pki-profiles-06
Lists, and Certification Requests 2013-09-17 (RS EELL)
(JL—5—GEBAE . CRL, BITERDT—42E)
BGPSEC Protocol Specification bgpsec-protocol-08
(BCPSECOZ B /L{EHR) 2013-11-05 (KELEEHLL)
Threat Model for BGP Path Security bgpsec-threats-08
(BGP/SRAD X1 TAIZHIFTHERETIL) 2013-11-22 (IESGLE 1)
Security Requirements for BGP Path Validation bgpsec-reqs-08
(BGP/NRIRFED =D EF 1) T4EK) 2013-10-09 (KZLEEHLL)

l BGP Algorithms, Key Formats, & Signature Formats bgpsec-algs-05

| (BO7IIUX L, ERX. BELER) 2013-09-17 (KELEEFLL)
BGPSEC router key rollover as an alternative to beaconing bgpsec-rollover-02

“ (BGPIL—ARIZH T HF—A— LA —/3—) 2013-04-15 (Expired)
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« BGPSECEH:E (#7LLM-D)

draft-ietf-sidr & 1%

BGPSec Considerations for AS Migration

as-migration-00

(ASESDEE) 2013-07-10
Template for a Certification Practice Statement (CPS) for the cps-isp-03
Resource PKI (RPKI) 2013-10-08

(RPKIDT=bDCPSTTL—Fh)

Policy Qualifiers in RPKI Certificates
(policyQualifierd AN 51=8b DRFC6487TMZEE)

policy-qualifiers-01
2013-10-02

A Publication Protocol for the Resource Public Key Infrastructure
(RPKI)

(XMLZEFE>T-RPKIDEH AR TOrIIL)

publication-04
2013-10-20

Router Keying for BGPsec
(RTRDT=Hb DA RK)

rtr-keying-03
2013-09-17

BGP Prefix Origin Validation State Extended Community
(BGPIL—RIZHFTHIRENDTa—FAR)

origin-validation-signaling-03
2013-08-29

Responsible Grandparenting in the RPKI
(IP7RFLRADEIVIRY STD B FEI GG ETEE DXIIE)

& A\ K< 7 kgrandparenting-03
2013-08-03

Ric

Copyright © 2013 Japan Network Information Center 11



SIDR WG — FFa AV MK

(T &Y Expired
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Local Trust Anchor Management for the Resource Public Key
Infrastructure
(A—=AIVNS AT h—)

[tamgmt-08
2013-04-05 (FHLLNARA)

Multiple Repository Publication Points support in the Resource
Public Key Infrastructure (RPKI)

(EHDOERARA b EEST=6ODURLEKED)

multiple-publication-points-00
2013-05-22 (

Securing RPSL Objects with RPKI Signatures

(WHOISYIRRTEHLN TSR E EERPSLIZE [T HRPKIE
£)

rpsl-sig-05.txt
2012-05-10 (FFILLVEE ?)
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oI LE E — WG documents

o An Out-Of-Band Setup Protocol For RPKI
Production Services, Rob Austein

— draft-austein-sidr-rpki-oob-setup-00

— RPKI CAEI®ORPKIATIBusiness PKI |O 8 H 2
SEJaka)L, ML RGBTSR

e A Publication Protocol for the Resource Public
Key Infrastructure (RPKI), Rob Austein

— draft-ietf-sidr-publication-04

- XMLZE>T-RPKIDEHR AT AL, EE
MEZ—DNDH, Standard(ST)Z B 69,
M‘“
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* Report on RPKI Interoperability testing, David
Mandelberg

- HEERZEER, TAM—320DE LS, CRL

IZFRBALEE SN A>TWAIEEDRIGHEE
TAARRYL I, fEiam - acceptd NE,
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o Suspenders: A Fail-safe Mechanism for the RPKI
— draft-kent-sidr-suspenders-00

— LTAMIZHKPHSHLOCKDIRE
o JY—RIBAEDRIEZET (2. ROAZ&EEET A AR . RPKI
CAyﬁ\/AEﬁquRLéﬁorLOCKJE% TLTHLELURLED
T—%4IINRD I THEESIN TLVSROAZ X BITES,
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 Validation changes

— draft-huston-rpki-validation-00
— IP7RLADBERENSHEETD)Y—REIFAZE D
ANEIZDNTDI-D, ESVSFIEIZIEDD A,

Z: =A,
— n¥nf

o BIEBFBZDLLEELFIDRIREENFIEZBLD HE
MY . BHEEROE-OICITEHBES,
o HEEm
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Topic TO7FIL(1/2)

e IOF7KRILEINMDIXPTHANAP.ECTRPKIZEA
I HARNUIDEHESNS (2013F7H.9A)

o IP7FLADEIYIRY SEHBOEIENEFT-T!)
V) —REEBAE EROAZH 1T

o JL—FH—/\IC &BHéOrlngalldatlonb\% Yy (!
HIEEY—ILERE

RPKI and Origin Validation Deployment in Ecuador, Nov 3 2013, Sofa Silva Berenguer,
P N http://www.iepg.org/2013-11-ietf88/RPKI-Ecuador-Experience-v2b-1.pdf KU
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Topic TH7KIL(2/2)

¢ 2013798 4H ~5HIZROAD FH 1T A B 1
e IPV4. IPVEIE(ZH/N—FENIWIFEIZ LR

Ecuador’s IPv4 space covered by ROAs Ecuador’s IPv6 space covered by ROAs

[l

r-—-—— =

HUBHIHHHHHHHHIHH TR
[acn“:? laDHIC?
RPKI and Origin Validation Deployment in Ecuador, Nov 3 2013, Sofa Silva Berenguer,

http://www.iepg.org/2013-11-ietf88/RPKI-Ecuador-Experience-v2b-1.pdf
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RPKI Dashboard CH T3

RPKI Dashboard

e Breakdown per RIR

corresponding charts

_',I 10 =| records per page Search
RPHKI
- Adoption
RIR Total Valid Invalid Unknown fccuracy Rate
| (12 0.37%)]

RIPE 131666 (100%)

RPKI Dashboard, http://rpki.surfnet.nl/
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O RIEiE
« BGPJL—4&
e RPKI cache H—/\

ORE
AV ENLLLNDEZTEWeb A FDIP7REL R A

BNEROAFIHANIZHHH
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 Cisco
— ASR1000, 7200, 7600 in
releases 15.2(1)S or XE 3.5
— 10S-XR 4.2.1L1F&

(% %Ef RPKI cachetr—/\MDIEE)
cisco-rpki-rtr#show running-config | begin bgp

router bgp 64500
bgp log-neighbor-changes
bgp rpki server tcp 10.1.1.6 port 8282 refresh 600

(&%)
http://www.ripe.net/lir-services/resource-management/certification/router-configuration
http://www.cisco.com/en/US/partner/docs/routers/asr9000/software/asrok_r4.2/general/release/notes/reln_a9k_421.html

Pa
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e JunOS

— Release 12.2L1[% (BREH RPKI cache—/\DIEE)
routing-options {
autonomous-system 64511;
validation {

group rpki-validator {
session 10.1.1.6 {
refresh-time 120;
| hold-time 180;
port 8282;
local-address 10.1.1.5;

ks
}
¥

(%)

http://www.ripe.net/lir-services/resource-management/certification/router-configuration
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RPKI cache H—/\

* RPKI Tools  RIPE NCC RPKI

https://rpki.net/ -
Validator
RPKI Validator Teust Anchai
# apt_get InStaI I rp kl _rp Configured Trust Anchors
Enablad | Tre amchir Prociss: | haims Excpiras in Lt ipehatedd " """" pdain m
= APTIC Farm AFRINIC. RPK [ ) N —= — .
rsync—program = /usr/bin/rsync . —
authenticated = /var/rcynic/data/authenticated -
unauthenticated = /var/rcynic/data/unauthentica " =
lockfile = /var/rcynic/data/lock " [ .
xml—-summary = /var/rcynic/data/rcynic.xml @ @ @ e e s e
jitter = 600

http://localcgrt.ripe.net:8088/trust—anchors

use—syslog = true
log—level = log usage_err

trust—anchor—locator.1 = /var/rcynic/etc/apnic—testbed.tal

Pa
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Top sites

10 x| records per page Search:
| Rank Website Validity -
2 facebook.com
137 booking.com
169 mozilla.org
198 allegro_pl
250 espncricinfo.com
266 gmx.net
281 free.fr
309 web._de
328 varzesh3.com
370 habrahabr.ru
Showing 1 to 10 of 500 entries —Previous ' 1 2 3 4 5

RPKI Dashboard, http://rpki.surfnet.nl/top500.php
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RPKI Adoption Rate

RPKI
- Adoption
RIR Total Valid Invalid Unknewn Accuracy Rate

AFRINI (40,05
AN (1.1 I 05+
ARIN .15 N 0.41%
LACNIC
RIPE

NCC

RPKI Dashboard, http://rpki.surfnet.nl/
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Nurnber of Certificates = WFamine  BFaenc BParn [Pacnic | Prieence

This graph showes the total number of resource cedificates created under the RIR Trust Anchor. One cerificate is generated per LIR, listing all eligible Internet number
resaurces
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Statistics, RIPE NCC, http://certification-stats.ripe.net/
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ENumber of ROAs j .F.ﬂ.friNIC .FAPNIC 'FARIN .FLACNIC 'FRIPE NCC

This graph shows the total numhber of valid Route Qrigin Authorisation (ROA) ohjects created by the holders of a certificate
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LACNICHuigi D IED

400

200

2011 20M 20M 2012 2012 2012 2012 2013 2013 2013 2013
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Statistics, RIPE NCC, http://certification-stats.ripe.net/
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Ameount of valids vs invalids
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Pa RPKI Dashboard, http://rpki.surfnet.nl/ &Y
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(2)BGPSECD 1L

OBGPSECE(E
» Origin Validation&Path Validation/ {141
1=-BGPDtF 1) Tl
 Path Validation& X EFE R DHEATZEE>TAS
INRZETERT HLE

OGROW(Global Routing Operations) WGIZ$& 1+5
FE1E
o draft-letf-grow-simple-leak-attack-bgpsec-no-
help
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BGPEAS/\N X

e ff
~_ TCPaR4Lay / TCPax4Lay /
BGP  BGP © BGP
IL—3—A JL—32—B JL—32—C
(AS001) (AS002) (AS003)
| |
| | | | AS/RR
10.0.1/24 10.0.2724 10.0.1/24, AS002, AS001

10.0.2/24, AS002
AS/\ R

10.0.1/24, AS001

BGPI&. BGPJL—A—HY, IP7RL AHAS/NR([Z DLV TPeer (F7=IENeighbor) EX LS B1=HD
JAk3a)L, BGPTIE, EARMIZEYLavFR-F-FFICL. RV T—IFRAD—IZEELH
AEUpdate Ay z—U LIS Ay E—DFEY H D,

7. A3 —2 Y MERFIED T 21) T2 5 &R - BGPSEC, IPA, 20114124,

http://www.ipa.go.jp/security/fy23/reports/techl-tg/b_07.html
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BGPSEC Path Signature

v

ASO001

NLRI:10.0.1/24
BGPSEC Path:
Secure_Path:
AS001(target),AS002(signer), pCount, Sig(AS001, AS002, pCount)

NLRI: Network Layer Reachability Information (v k7 —4 B2 Z 14 15ER)
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Route-Leaks & MITM Attacks Against BGPSEC
draft-1etf-grow-simple-leak-attack-bgpsec-no-help

peer
[ ISP1 }_[ ISP2 ]
\:ustomer/
1.1.1.0/24
NLRI:1.1.1.0/24

BGPSEC_Path:
AS-I1SP2, AS1(signer)

AS1

AS1AY, ISP2M 55 T -8B ERIEIRZISPLITHRL . ISP R (T ANSRIL—THHIHEE (
customerfX ig zpeerM b DR B LUBIEIL T DIHE) ISPIA51.1.1.024IZ[A T =R IR FAS1ZE
BAHZEIZHS>TLES, BGPSEC PathlZ& $HAASE S EFIR TSNV -OIZE L EN TS
SNTWLB,

Route-Leaks & MITM Attacks Against BGPSEC,

p draft-ietf-grow-simple-leak-attack-bgpsec-no-help-03 &V
A
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Bits-N-Bites

PA
NIC

Bits-N-Bites
hate: Thursday, November Tth
Time: 1900 - 2100

- Room: Regency D/E/F

Q"Fﬂtﬂ

CHISE TELECDR
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