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(A)

(B) interface Ethernet 0/0

Src_A:portA =— Dst_A:portA

Src_B:* je— Dst_B:portB
Src_C:portC «— Dst_C:*

Src_D:* —»  Dst D:*

ip access-group 110 in

ip access-group 111 out

!

access-list 110 deny udp any 224.0.0.0 31.255.255.255 eqg syslog
access-list 110 deny udp any host 10.238.101.17

access-list 110 permit udp any eq 500 any eq 500

!

access-list 111 deny 50 any any

access-list 111 permit udp any eqg 500 any eqg 500

0 30 Packet Filtering
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1.52:F Authentication  RADIUS

2.4 Authorization LoTP
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3.B5 1 defense IPsec
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5.1 RADIUS

RADIUSO Remote Access Dail-InUser Servicel D D 00000000 OdO
00000000000 0000o0o0o0D0o0ooooooooooon
O0OD0OO0ODRADIUS OO OO DOORFC2138 Standards Track 0 RADIUS
000000000000 O00D0000 RFC21390 000000000

RADIUSOORADIUSOOODO RADIUSOOOOODOOOOODOODOO
0000000000000 0NASO Network Access Serverd O RADIUS
O000o0oo0oooooooOo70oooOoog

RFC2138 RPC2199
[1812 port] RADIUS [181330rt]
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Authorization IP Network
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RFC2138 RFC2139

Authentication Authorization Accounting Accounting Accounting Accounting

Access-Request Access-Accept Start Response Stop Response

PPP T T T

LCP NCP LCP/NCP Phase LCP/NCP Phase
PAP/CHAP Address Assign

Connect! Disconnect!

PC

el EE1T A M >

0 8JRADIUS O OO OO20

O0O0OAccessRequest DO ORADIUS O OO DOODOODOOODODOODO
00000000000 RdiusOOOOODOODODORadiusOOO0O0O
Authentication Database 0 0 00000000000 OOOOOOOOO
000D0ODO0ODODODODOAccess Accept DOORADIUS O ODOODO
0000d000ooooooooOgNASOOOODOOoOo0ooooono
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Thu Feb 4 13:

Wed Sep 15 11:

Wed Sep 15 16:

Wed Oct 13 20

Tue Nov 9 15:

13:36 1999: Authenticate: Password check error for
ppp-joe: 10.238.101.162.1025, id=180

51:35 1999: Calc_digest: Wrong NAS Address:
10.238.101.162.1025, 1d=133

16:13 1999: Authenticate: Neither User Nor Default Name
for not@iri.co.jp: 10.238.101.17.1645, id=0

:48:21 1999: forward duplicate_ request: Backlog of 501

exceeds 500 requests
05:30 1999: Authenticate: Neither User Nor Default Name for
not@iri.co.jp: 10.238.101.17.1645, id=12

5.2 L2TP

0 100 RADIUSOODOOOO

g1000000ppp-joe0000O00O0OCOODOODOOOOO
Uoooood NASOOODOOO0O0O000000n RADIUS request O
goboboooobobooooboboobbooobOORrRADIUS DOODOO
gubpOOoonooobOogoubPObDbOOO0ODOOODOOODOOOOnO
goboobobmoobooboboobmoobobono RADIUSO O
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L2TPO Layer Two Tunneling Protocol0l D O 00000 OOOOOOOO
O0OL2TP O OO Standards Track 00 00O RFC2661 00000000 0O0
oooooooog
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« IPOOOOPPPOOOOOOODDOOOODOOODLOOOOLOOON
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O0000OLTP 0000000000 DODODOPPP Encryptiond Layer
2 Encryption[1J IPsec] Layer 3 Encryption)d Application Layer Encryption O
00000000000 00oooL2TPOOOODOOOOOPPPODODO
00000000000 0000000 RADIUSODOODOOOOOO
000o00OooIP00O0O0O0OO0ODODOOOOOODOOODOOOOOO
oooooooooo

L2TPO0O0ODO 11 0000000O0PPPOOOOOOOOOOODODOOO
O000o0ooooodubPOOOOLACO L2TP Access Concentratord O
dopPPO0OOOOOOOOOOOOOOOPPPOO LCP/NCPOODO
OO0OOOLNSOL2TP Network ServerlD D 0000 O0O0OOOOOO

a

Tunnel :)“ HOME Site
UDP/IP PPP

(

IEI

User LAC: L2TP Access Concentrator
LNS: L2TP Network Server

U 1ngrzrpogooogd

LACOCiscoD0 O O0ODOOD 12 OOLNSOAssend MaxOD O O DO OO O 13
gooooo

aaa
aaa
aaa
aaa
aaa

vpdn enanle0000000O0O0ODOOOOOOOOO veDNO O Od

vpdn domain-delimiter @ suffixO00O0O00O0O0 O00O0O0 eODDOOO

vpdn-group 1
request dialin 12tp ip 10.10.10.17 domain l1l2tp.netl @l2tp.net 0000
local name LACO0O gdoodn Lac
12tp tunnel password FoRL2TPPaSSwoRDUO O OO OUOOOOL2TP AuthU

new-model 0000000000 DOO0OOOODODOO0OOOOOOOOOO
authentication login default local

authentication ppp default local

authorization exec default local

authorization network default local

U 120LACOD0O0O
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Ethernet->Mod config ->L2 Tunneling options

[0 L2TP Mode=LNS iNsdoooag

UL2TP Auth Enabled=Yes L2TP Auth OO0

0 L2TP System Name=LNS00 0o0Db0O0 LNs
Ethernet->Names / Passwords natel2tp.net 0O O0O0OO0O

[0 Name=nat@l2tp.net
UActive=Yes
U Recv PW=12tpPaSSwoRD

Ethernet->Names / Passwords Orac-LNsOOOOOOOO
[J Name=LAC00 Lacood0doooa
0 Active=Yes ooad

[0 Recv PW=FoRL2TPPaSSwoRD

0 130LNSO DO DO

gobooon LACObObOoobooboooobooboboonLACch
obobobobOobobobOoooboOoboOoboOooOLNSOO L2TePD
gboboboboboLatPO0O0OD0DOO0ODOLACO L2TPODODOODO
gboboboboboobo LwLINSOoboooboLzTtpO0O0ODOODOD
pPpPODOOOOOOOOOOOOPPPOOODLOOODLOOODDOOO
gogboodgbbogob1uobooad

PPP

Client LAC LNS
PPP
Client

PPP EEEEEEEEEEEN PPP

Client sEEEEEEEEEES Server

PPP : :
Client

— L2TP |

Client

U 10L2tPognon

ugoobooboLrzTrO0b0oboboobooooo ppPOODOD
O00000000QoSD Diffserve 00000 O0O0D0O100 PPPODO
gboodb100 LLTPO0O00O0000O00OO

gobooooogoopPPOODOODnDD L2ZTPODODOOODOO
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OOORADIUSO L2TPOOODOODOOOOO

5.3 IPsec
IPsecO IP security protocolD OO IP OO O OO0DOOOODOOOOOOOIP
gbboooobbooooboopPbbbooubobbo0oobibUdPsec
00oodoo 1000000000 RRCOOOOOO

0 10 IPsec 0 RFC

RFC oo

RFC 1320 The MD4 Message-Digest Algorithm

RFC 1321 The MD5 Message-Digest Algorithm

RFC 1828 IP Authentication using Keyed MD5

RFC 1829 The ESP DES-CBC Transform

RFC 2040 The RC5, RC5-CBC, RC5-CBC-Pad, and RC5-CTS Algorithms

RFC 2085 HMAC-MD?5 IP Authentication with Replay Prevention

RFC 2104 HMAC: Keyed-Hashing for Message Authentication

RFC 2144 The CAST-128 Encryption Algorithm

RFC 2202 Test Cases for HMAC-MD5 and HMAC-SHA-1

RFC 2268 A Description of the RC2(r) Encryption Algorithm

RFC 2401 Security Architecture for the Internet Protocol

RFC 2402 IP Authentication Header

RFC 2403 The Use of HMAC-MD5-96 within ESP and AH

RFC 2404 The Use of HMAC-SHA-1-96 within ESP and AH

RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit IV

RFC 2406 IP Encapsulating Security Payload (ESP)

RFC 2407 The Internet IP Security Domain of Interpretation for ISAKMP

RFC 2408 Internet Security Association and Key Management Protocol

RFC 2409 The Internet Key Exchange (IKE)

RFC 2410 The NULL Encryption Algorithm and Its Use With IPsec

RFC 2411 IP Security Document Roadmap
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O 10 IPsec d RFCO OO O

RFC oo

RFC 2412 The OAKLEY Key Determination Protocol

RFC 2451 The ESP CBC-Mode Cipher Algorithms

RFC 2631 Diffie-Hellman Key Agreement Method

RFC 2521 ICMP Security Failures Messages

RFC 2522 (E) Photuris: Session-Key Management Protocol

RFC 2523 (E) Photuris: Extended Schemes and Attributes

RFC 2709 Security Model with Tunnel-mode IPsec for NAT Domains

IPsec0 000 3000000000000 OO0O0ODO0OOOOOOOO
O000PsecO000DD 150000000KEDODOODOOOODOO
O0000000000IPsecO0000000O0IPSecO0O0DDOOOO0O
000000 SAO Security Associationfd D OO0 OO O

e |IKEO Internet Key Exchangeld
* AHO Authentication Header(D D 000000000000 2000

» ESPO Encapsulating Security Payload (D O 00000000 OOO0O 2
ooo

COIREAH
SA(Security

IKE TR E
R

L 2
" Association)

EEEEEEEEEEEEEEEEEEN®

IPseciEfiZRRLA
Bil: ESP Tunnel mode

0 150 IPsec U O
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5.3.1 IKE

5.3.2 AH

IKED Internet Key ExchangeD OO IP OO OOOOOOOODOOODOOO
goobobobooooboboboooobuoooooobooooooo
gobooboboogubpscogobooooboOrooboooooon
UoboIIKEOODOOODODOOobOOoOooDboobosAODDbDOoobOooo

IKEOUOOooboobooobobodobooobooboobbo

e Encryption algorithrmd O 0 0 0O O O DES-CBC O O
e HashalgorithmO OO OO GOOOMDS0O0O

« Authentication methodd O O O O O pre-shared key
» Group Descriptiond MODPO ECPO EC2N O O

» Life Type[ seconds(] kilobytes[]

* PRFO Pseudo-Random Functions

AHO Authentication HeaderO O IPO D O00O0O0OOODOOOOOOOIPO

goobooboooobobobooooooboobooooooooooooon
goboog IpoboobobooobooboooobAHbOOO0ODOOOonOon

gogbooooo

AHOOOOOOOOoOooOooboooooboobooboo wrbooabbd
gbobobobobobo20b0b0obOobAHDODODODOD
le000oonoO

Original IPv4

Drig IP Hdr
AH Transport mode

orig 1P 1ar JXTMCe foaTa.

— iR ———>
AH Tunnel mode

¢ BRI HEE >

giebAHOODDOOO
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5.3.3 ESP

ESPO Encapsulating Security Payload OO DOAHO O OO IPOOOOOO0O
000000000 0Do00ooo0oooooooooon0 20000
00O0DOO0OODODAHOODOODOOEBSPODO IPOODOOODODOODO
ooooooooooon

ESPOOOOODOODOO1I7O00000O

ESP Transport mode

Orig 1P Hor ke . -

Hdr Trailer Auth

ESP Tunnel mode

e o i |8 [

Trailer Auth

U i1vOESPOOOODODO

54 IPsec U0

IPsec 0D 0D0O0OD0O0OO0OO0ODO 200000000000 IPsec VPNDO
gbobobobobobOobOobOoveNOODOODODOOD

- UOOOO0ODOOO0ODO

O1BoAD0dDODODOIPsecUODODOO IPsecOODODODO
gobodbOlipsec0 00D OoO0nOoononooonooonoOO

« DODOODODOOMMBMI

011000000 bDODOVPN DODODOODOODO IPsec SGW
O Security GateWay D D000 O00O0DOODOOO0OOOO
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IPsec Concentrater

IPsec client
IPsec client
IPsec client

HARESE 1 IPsec client

IPsec client

IPsec client
IPsec client

(B)0000D0D0D0O

IPsec SGW

IPsec SGW

IPsec SGW

0 180IPsecU 00O DO

gobOOlpsec OO0 DOO0ODOOODODOODDODOODOOODODOOOO
g

p@::!"-.-'F'r-J Glient Security Poli
File Edit Options Help

Ble|x =] #]¢ o
Metwork Security Palicy ¥
EI--@ All Connections ~IPSec Protocols

5 My identit
Eg S;our?tr; IP);Iicy ¥ Encapsulation Protocal (ESF)
=& Authentication (Phase 1) Encrypt fAlg DES =
[ Proposal 1 Hagh Ale SHA-1 -
A Froposal 2 Encapsulation  [Tunnel vl
E..%gyExchan (Phaze 2 Seconds KBytes
B Froposa 5 =
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g1go0o0o0o0ooooooooooobgbob bESOOODODOODO
U0 SHA-1ODOO ESPOOO0OO0OO0OOOODODODOODODOOD
goboboooobobboobobboobbg Ipsec dbbooonon
gobooooboooboaobonod

et

File  Edit

Optionz  Help

Connection |IPSBc:—usemame-passw0rd ﬂ
Access Description |Username and paszword for [Psec

Client

Dial-up |(None)

Uszer Mame |ipsec-nat

1
Pazzword |

I & Passimtd

Destination  [192168.109.163

Connect I Cloze | Save

0 200 IPsec U 00O 0O 20

g2 000000b0obobooooooboboboboboobn
gobodobogobboobooboban

# RT100i Rev.3.01.13 (Thu Mar 25 11:35:41 1999)
ipsec auto refresh on

ipsec ike host 10.13.10.26

ipsec pre-shared-key 10.13.10.26 text himitsu

ipsec sa policy 101 10.13.10.26 esp des-cbc md5-hmac
tunnel select 1

ip tunnel route add net 192.168.101.0/24 2

ipsec tunnel 101

tunnel enable 1

O 210 IPsec 0 0O 0O 0O 30

0210000000000000000 IPsecSGWOOOOOOO
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O000oO0O0O0wsecd 00000000000 O000ODOO0ODOOOOOO
00000000000 0000000000dIPsecOdDOOOOO
0000000 0O00MoO0000IPsecd DO OO O The Ethernet
Network Analyzer 00 22000000

V= The Ethereal Hetwork Analyzer
File Edit cCapture| Display Tools Help
ND.ITime Start... C“*KJ Destination |Pr0tocul Jlnfo !
o w ST U a0 TOT TOS PRTOT.TIOCE . TT T TH C3F C3F T a3F I7TATOOLT
779 2.227502 pkiotl.note.iri.co.jp 202.232.109.163 ESP ESP (SPI=0x000e
780 2.227956 secO0.note.iri.co.jp o TCP 000 » 4355 [PS
781 2.257918 pkiml.note.iri.co.dp 202.238.109.163 ESP ESP (SPI=0x000e =
782 2.257940 secO0.note.iri.co.jp o RADIUS Access Request(
783 2.258687 1o sec00.hote.iri.co.jp TCP 4355 » G000 [AC
784 2.258737 o secOd.note.iri.co.jp TCP 4352 > 000 [AC
785 2.25924  202.238.109.163 pkilt.note.iri.co.jp  ESP ESP (SPI=0x0024
2 202.238.109.163 pkill.note.iri. i ESP (SPI=0x0024
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« BUGTRAQ

BUGTRAQ-JP@SECURITYFOCUS.COM
BUGTRAQ@SECURITYFOCUS.COM

* Firewall Defenders

http://www.firewall.gr.jp/

* RADIUS-JP MLO RADIUS Discussion List in Japan

http://www.certworks.net/radius/

« VPN Operators Homepage

http://www.vpnops.org/
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* PKI-Talk/JP MLO PKI Talk List in Japan(d

ppserv@certworks.net
http://www.certworks.net/pki/

« IDSO Intrusion Detection SystemsO0 OO0 00000000

ids-jp@certworks.net
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