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1980
NFS NIS

1990

UNIX
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Unix

Copyright 1999 Tomoharu
SATO/Internet Research Institue

1999.12.15 Inc.

1418, December 1999 PRCHiS T

C10:

Copyright 1999 Tomoharu
SATO/Internet Research Institue
1999.12.15 Inc.




14-18, Detember 1999 PATke Tokohan

9

C10:

ISP

Small Office,Home Office(SOHO)
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SOHO

64 128Kbps
DHCP PPP
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100BASE-TX/FX,ATM,GigabitEther,FDDI

OSPF
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BGP
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In Band Out Band
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(2)
(3)
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CPU
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vmstat, 1ostat, sar, netstat, ps
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Configuration Management

Fault Management

Security Management

Performance Management

Accounting Management 1999 Tomoharu
ATO/Internet Research Institue

1999.12.15 Inc.

14:18, Decembar 1999 EP:;::E-:& Tokohome 26
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MIB
MIB_ROM1,2 sz, ILMI
SNMP Agent SNMP Agent B'a_ NTP
Syslog A=
=== MIB
I— SNMP Agent
| Syslog
Get, GetNext, Set, GetBulk E/ NTP
E > | —
Response, SNMP Traps MIB
SNMP Agent
SNMP <
Manager | Syslog Message | Syslog
Neighbor
IP SNMP - Network .
Traps/RMON Syslog Time Protocol Dlsltl:_(lnvlvlery
Copyright 1999 Tomoharu
SATO/Internet Research Institue
1999.12.15 Inc..

11



14-18, December 1999 Poaiie Tcie Internet Week Q0
C10:

IP

LoopbackO
SNMP IP
SNMP community
public ReadOnly
prlv8 ReadWrite (“private”

Logging (Syslog Message
NTP (Network Time Protocol)

Copyright 1999 Tomoharu
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(

Enable Telnet access

(“line vty 0 4” and enable passwords)
Hostname, SNMP contact, location, chassis-id
User login authorization local TACACS(+)

SNMP access lists
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SSH

Cisco 10S12.*S,Juniper JUNOS

Expect ** over SSH
IPsec
SNMP3

PDU

CA
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SNMP
Syslog
SNMP
tcpdump
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(+ mode
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LAN
NMS
PC PC-UNIX
Web
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C10:

X Web
Perl
Tcl/Tk
Web
MRTG
Expect,Scotty

NMS
VLAN
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Ping tcpdump(snoop)
traceroute route

nslookup telnet port
ifconfig SNMP tools

arp

netstat

Copyright 1999 Tomoharu
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Shell(awk,sed ) cron

Perl
tcl/itk

Expect
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BigBrothe *
AngelNetwork *
Mon *

spon

MRTG *
gxsnmp

Internet HEEIW

Scotty
RRD
NOCOL
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Internet HEEHW

http.//expectnistgov/

telnet, ftp, passwd, fsck, rlogin, tip, etc ..

Tcl

Exploring Expect : A Tcl-Based Toolkit for Automating
Interactive Programs (Nutshell Handbook) - by Don Libes,
(December 1994) O'Reilly & Associates; ISBN: 1565920902

Perl

Copyright 1999 Tomoharu

SATO/Internet Research Institue

1999.12.15

Inc.,

Expect
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http://wwwhome.cs.utwente.nl/~schoenw/scotty/
Tcl(Tool Command Language)

Tnm
Tkined

Building Network Management Tools with Tcl/Tk --
Dave Zeltserman, Gerard Puoplo:(April 15, 1998) (April 15, 1998)

Prentice Hall; ISBN: 0130807273

1999.12.15

Copyright 1999 Tomoharu
SATO/Internet Research Institue

Inc.,
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Scotty

1418, Detember 1999 Pach

C10:

nocol

ICMP ping

RPC portmapper

OSI ping
Ethernet load
TCP ports
Nameserve
Radius server

Syslog messages

1999.12.15

Copyright 1999 Tomoharu
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nocol

Mailq

NTP

UPS (APC) battery
Unix host perf
BGP peers

SNMP variables
Data throughput
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IDS

Network Fright Recorder NFR
Network Fright Recorder, Inc. http://www.nfr.net/

BSD/0OS HP-UX Linux

Java Web
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ping

RTT(Round Trip Time)
NTP(Network Time Protcol)
FAQ

SLA (PC)

DoS
LongPacket-->
ShortPacket-->
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. SNMP

(Simple Network Management Protocol)

UDP 161
PDU(Protocol Data Units)
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SNMP
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SNMP

mie—[2F ¢85
MIB
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C10:

SNMP

PDU ;
GetRequest

GetNextRequest
GetResponse
SetRequest
Trap
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SNMP

UDP

SNMP
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trap direct polling

trap
Poling SNMP
SNMP UDP 162
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C10:

MIB (Management Information Base )

ccitt(0) iso(1) joint-iso-ccitt(2)
org(3)
| (OID)
dod(6)
| ASN.1
internet(1)
mglmt(z)
milb(l)

I
system(l) interfaces(2) address translation(3) ip(4)

Copyright 1999 Tomoharu
SATO/Internet Research Institue
1999.12.15 Inc.
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C10:

MIB

RFC2063,2064,2123

MeterMIB
NeTraMet
NeMac
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Client Base

Server Base
Server-Client Base
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- Client Base
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1 - Server Base
polling

ICMP, dns, smtp, pop3, http, ...
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2 - Server-Client base

probe
program server probe

SNMP

probe

Windows9X/NT, NetWare, MacOS,...
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- Polling 1

ICMP Polling
ICMP echo

TCP Port Polling
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- Polling 2

SNMP Polling

SNMP daemon

HP OpenView
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- Event Trap

Local Event Trap

(CPU,disk,process)
Process
Log file
Remote Event Trap
syslog
SNMP trap

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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Pager Call !
i-Mode e-mail

ISP AP ISP
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PC
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PC
- Web Browser
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WEB
E-mail Pager Call !

WEB
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17

- Polling Base
Big Brother, NOCOL, SPONG, mon, Angel, NetSaint,
Scotty,...
- Trap Base
Syslog + Swatch
Snmptrapd(UCD, CMU),...

—

MRTG, PyNG,
RRDTools+(Remstat,Cricket,ORCA,NRG), ...

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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Polling base

Big Brother
SPONG
Angel
NOCOL
mon
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- Big Brother

http://maclawren.ca/bb-dnid/
WEB Base
Server-Client

ICMP/TCP

ping, smtp, http, pop3,dns,ftp.telnet, ssh,...
CPU, disk, processes, logs, ....
NT/NetWare

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt

it ellligent Telecamibng.
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1
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- Big Brother
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Internet Wesa
C10 : Hetscape: yeliow | B Brother - Status & Wed Now 3 09:05:50 EST 1993
&1 ity A e cer otk ceors bk B B | @

22

& Swsrem OK
® Aprention
Trowutde
Mo repart

Updated
o 09:05

i i W B gt t

tntetligent Teles amin.

]
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11



1418, Decemnbsr 1999 Pacifico Tokohame Internet Hn-qnw s

Natscapa: yallow : Big Brathar - Status @ Wed dov 3 13:16:43 EST 1999 |
v

o M [bitp 7 e i rhomeh comdts Jih 2 m] | &l et -
1] b

&St countryconnect.com
SV countryconnect.com
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Mesteapes gresn - Big Brother - conn status for bbs countryconnect.oom & Wed Mow 3 12:01:17 1994 | ‘
BT M [himp v et i 8 90 {3 TS ol 5 o w0 birid | {:'lug-n
; 3
Legand
¥ Swsceam OF
§ Arrention
Trgushie
5 Mo repart
bbs.countryconnect.com - conn
green Wed Nov 3 12:01:17 EST 1999 Connection 0K
=il e i GO i lt
1999.12.15 COPYIgIL L1999 Hitelgerit Tefecort iic., S —

tntettligent Teles amio.
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311 559000 1998
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bbs.countryconnect.com - conn

i Hrs Suim sy
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99 | 0% | 1% 0% D
* Total sy not e 100w
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Internet Htlehw

] man-
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26
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Metscape: green - Big Brosher - Stats © don Dec 13 21:50:50 E5T 1990 | b 1

S Blvp ey nalaecn ek | Mg

last update
Mon Dec 13 29:50:59 EST 16948

Macl awran
Servers

Iranco

Current Weather
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Big Brother - bb-hosts

$ cat bb-hosts

#

# THE BI G BROTHER HOSTS FI LE

#

192. 168. 0. 10 kansi 1. foo.co. jp # BBPAGER BBNET BBDI SPLAY http://kansi 1/

group-conpress <H3><|>foo.co.jp Servers</|></H3>

192.168.0.2 nsl.foo.co.jp # dns ssh

192.168.0.3 nmail.foo.co.jp # dns sntp pop3 ssh

192.168.0.5 wwn foo.co.jp # telnet ssh ftp http://ww. foo. co. jp/

# router interface entry

group-conpress <H3><I>Router |nterface</|></H3>
192.168.0.1 gwl. foo.co.jp

192. 168. 0. 50 gw2. foo.co.jp

192.168. 1.2 tok-yok-ma30. wan.foo.co.jp
192.168.1.6 tok-osa-dri15.wan.foo.co.jp

$

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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Big Brother - bbwarnrule

cat bbwarnrul es.cfg
bbwar nrul es. cfg

Rules are witten in the follow ng format:
host s; exhost s; servi ces; exservi ces; day; ti ne;recipients
hosts: match on these hosts (* is a wildcard for all hosts)
exhosts: exclude these hosts
services: match on these services (* is wildcard for all hosts)
exservices: exclude these services
day: 0-6 (sunday-saturday)
ti me: 0000- 2359
recipients: emai|l address, nuneric pager, sms nunber
nsl.* mail.*;;*;;*;*; server-adm n@ oo0. co. jp
wWw ¥ http;; ¥ *; server-adm n@oo. co. jp @oo0.co.jp
*:5 %55 %%, adm n@oo. co.jp
unmat ched- *; ; *;; *; *; root @ocal host
$

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”Mt
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- SPONG

http://www.edsgarage.com/projects/spong/
WEB Base

Server-Client
Big Brother

ICMP/TCP
smtp, http, ping, pop,dns,ftp.telnet, ...
CPU, disk, processes, logs, ....

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-/I/Et

tntettligent Teles amio.
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C10 :

1999.12.15 Copyright 1999 Intelligent Telecom Inc.,
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- SPONG

T Vet

Inteiligent Telecamin,

or 1999 Pociie Tl oy “w

c10 .

| MeucapesSooofPong- syven s (02 oz on) ||
{7 oo Bl rees s e gy e s i T warr |
| Son of Pong ~ "'&em -

: T | | Host [oma [oun ik oo iz a3 s o

S hl Gn (e[e[e S [-[®[0

lava. waeg. giowa .ol alalo sl - o la

mamﬁmsm lava ICIEAER faf--ala

Eptchiz W fre-m = (3 | Ep e

| ‘mogn [@f- - ==

Uptated st 10:42, 00 D3/20/97 | ) [@Ta|a mEEwE

iz [@a|a [ ===

) [@la (e el - e=

| T L) O N I

st aa|a|- & [< [ ar]=

ok CICEE Ol i I E

| Moo MR ICIEEECED

siieon A @ |- CRES

Hue [@Tafa(a- [afa[- [a e |a

green [@fefalal-T-Tal- [@[a [

=] [@foialel-[-Tal- [afe]

Hack [@aa|al- |- [a]- (oo |-
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Fatscape: Son of Poreg - Host Information (1044 on 03720971 | .
T My e e sy s dpr et rprg fasca e M Bl | G |
13 e e
Sﬂl'l ﬂf Po“g bilse_wie e miowa. cdu |_
Herne | stney || el EEREE I S e e o SRR,
pepd | @ 10:40, 03021797 mpad-: 1 s pogporsn tima
@ lav i, west,uiawa. ety ﬂ_t' 3 =1|:|+D,MIREIJ' k- D.z."?‘?dmhm
probiem: fn o | @ | 10:38, 0320087 uuugut
Contoct:gaia (S |® | 10:38,03/71/87 procescos ok
i @ 1040 03201597 imapobi- 1 second reapanse time
Uotodat 1044 on Q32197 | (S [@ 11039, 03/21/57 lup 51 days, kerd= 0.5, 2 sers, 363 prca
L") & | 10:40. 0320497 -fmut aﬁoﬂdmmm [
sk @ 10:38 0302187 largest fikesystem Suse 81 36%
[Ang @ | 1040 08/21/07 |grg o '

i
£

Somes infarnition that you soply about the host would b inchalad here, Spong
Just rmerts an HTML document that youwrlbe ingo this space.

History
Wecknesday, 11371 3/57

B 1337 e Gpu w49 days, foad = 2,06 2 users, 463 procs
1526 bhe Cpu A4S chays, o - ﬂl:lH..ZmerxiB!plu:l
|l [6 i@ W &P 0l u?-..
o . . — rrwverl
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_ Meascape: Son of Pong - Servce information (1045, on0321/87) | n
| ' Wit i T e g pra e  grorg feicaregie fa el kil | |
i i |

Sonof Pong | 2Memtpsome, o _ B

Hame | oy || Halg 185, 82157 up 51 dows. Tond = &,55, T esers, %N gprocs |

Cosan |
S T

Fenriotcirpe. Lockd

SasrTacel/abk nsiibkd

taerw CElack]) waeFinmg. uioed.sdu I
peel Lt aiona ede

T partal-1.meeg. uioae sy

taers CHlock]) sl it aiow. ol

@ lava. i e de

: Hp
time: CE:00, 03/1297
comact: Ed Hil

Lipdated at 10c4%, on O3/Z1/87

janainl
]

\Wednacday, 031997

@ 1317 blue fe=t] up 49 dos, boad = 2008, 2 users, 443 procs.
1326 blua o up 49 days, bad = 4.0, 2 usars, 493 procs
S ¥2:06 blue il A s o d = 1,59, 2 users, 434 procs.
12:06 biue U up A9 days, boad = 4,02, 2 users, 414 procs.

Tesday, 031897

@ ¥A32 blue up 48 s, bnd = 1 6E, 2 usars, 397 procy

Fot]
& W22 blus el up 48 deys, koad = 5046, 2 users, 397 procs
@ 1600 bive wa

up 48 darys, boad = 2,59, 2 usars, 456 procs il

T
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Pistscape: Soryof Pong - History (10045, on 03721 A7) | R Y
T g [t s esgurage A mpar s e ey R | et b

Fraday, 0342797

Son of Pong H

B Q5ciE e smip  smipok- D =econd respores tUme
oz || Hisvore § Halg B 0536 liva g png ok
0826l hitp  htip waming - 404 File Mot Found
B 0X50 Flood Mg neip ok - O secord responsa tima
B LA, e, i, o @ 0230 fiood g e
problem: i B e cpu up 7 days, load = 0.30, 2 users, 45 procs
wrnwe: 0E:D0, 0319/57 Q111 firs cpu owp Tdays load = 200, 2 usirs, 7O procs
contact Ed Wil S 000 e ep w7 days load = 160, F user, 85 procs
G40 lime Cpi i T days load = 282, £ users 6% procs
Uptedat 10:45, on 03/29/67  Thursday, 03720007
220013 phit png gk
@ 1543 plo ping  png failed
0 I55E phae ping  pingoh
B 15:58 moon smp  amepok - O sscond reporse time
& 1530 moon SMEp  SmR cown
B 1443 phoo [ng ping failed
B 1237 umimes smip  smipok- O =scond resporse ime
B 1E1T ulsivhs aMbp  Emdown
& 105 b cpr upBodays load = 1.04, 5 users S0 poocs
a cpu up 6 days, load = 5.34, 4 users, 86 procs
L cpu upd days lged = 3,20, 3 users, GE procs
L] ooy procerses ok
L logs @l logs ok
@ 102 sikGon chak  lrgest flesystam Oocel 8052
B &2 scon cpu up 3 days load = 3,59, 4 users, §4 procs

irs= T N

35
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SPONG - spong.hosts

YHUMANS = (

‘admn' => { nane => 'Engineer', enmmil => 'admi n@ o0o.co.jp" },
‘tompharuv => { name =>‘'TOMOHARU , enmil => ‘tonpharu@oo.co.jp’ },
' yahagi' => { name =>'YAHAG ', emai| => 'yahagi @oo0.co.jp" },
)

YHOSTS = (

" kanshi . foo.co.jp' =>{ services => 'pop sntp',
contact => 'admin', group => 'unix' },

ns. foo.co.jp' => { services => 'pop telnet',
contact => 'admin', group => 'unix' },

regist.foo.co.jp' =>{ services => "'dns telnet',
contact => 'admin', group => 'unix,

down => [ '*:04:00-05:00" ] },

" www. f 00. co.jp' => { services =>"ftp telnet http',
contact => 'tonpharu', group => 'unix' },
‘mail. foo.co.jp' => { services => 'pop sntp telnet',

contact => 'admin', group => "unix' },
'gwl.foo.co.jp' => { services =>"",

contact => 'yahagi', group => 'router’' },
‘gw2.foo.co.jp' =>{ services =>"",

contact => 'yahagi', group => 'router' },

):

36
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SPONG - Sspong.group

s",

IT Vet

YEROUPS = (
“all” => { nane => “All Systens”,
summary => “all hosts nonitored by spong" },
“uni x” => { nane = "Unix - AIl",
summary => "All Unix Systens and Server
menbers => [ “kanshi.foo.co.jp",
“ns. foo.co.jp",
“regist.foo.co.jp",
“ww. f 0o. co.jp”,
“mail . foo.co.jp" ] },
“router” => { nane => “ROUTER’,
summary => “router group”,
menbers => [ “gwl.foo.co.jp”,
“gw2.foo.co.jp” ] }
)
1999.12.15 Copyright 1999 Intelligent Telecom Inc.,
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1418, December 1999 PREAice Tokoha e

38

- Angel

http://www.ism.com.br/~paganini/angel

WEB Base

Server

ICMP/TCP
smtp, http, ping, pop,nntp,dns, ...
CPU, disk, ...

Perl

Check_tcp, Check_ping, Check_load, Check_disk
http URL

1999.12.15 Copyright 1999 Intelligent Telecom Inc.,
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Angel - hosts.conf

$ cat hosts. conf

#

# Check server

#

ns:Check_pi ng: ns. foo.co.jp!100! 200! 5! 15: PING al ertred!al ertyel | ow al ertbl ack

mai | : Check_ping: mail. foo.co.jp!100!200!5!15: PING al ertred!al ertyel |l ow!al ertbl ack
mai | : Check_tcp:nail.foo.co.jp!80:sntp:alertred alertyellow alertblack

www. Check_pi ng: www. f 0o. co. j p! 100! 200! 5! 15: PING al ertred!al ertyel | ow!al ert bl ack
wwv. Check_t cp: www. f0o. co.j p! 80: ftp: alertred!al ertyel | ow!al ertbl ack
www: Check_t cp: ww. foo. co.j p! 80: Http: alertred! al ertyell ow al ertbl ack

#

# Check the gateway routers

#

gwl: Check_ping: 192. 168. 0. 1! 100! 200! 5! 15: PING: al ertred!al ertyel | owl al ert bl ack
gw2: Check_pi ng: 192. 168. 0. 100! 100! 200! 5! 15: PING al ertred!al ertyel | ow! al ert bl ack

$

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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- NOCOL

http://www.netplex-tech.com/software/nocol
WEB Base

ICMP/TCP SNMP

CMU-SNMP Package
UPS

telnet login

expect auto-pilot

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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- NOCOL

Ping, Ethernet load, radius, ntp, bgp peer, rpc portmapper, tcp
ports, syslog mesg, ups battery, snmp variables, OSI ping, dns,
mailg, unix host perf, data throughput, ....

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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apcnon-confg

ar mon- conf g
bgpnmon- confg
bpnon-confg

et her| oad-confg
host non- conf g

i ppi ngnon-confg
nodenmon- conf g
nocl ogd- conf g
notifier-confg
novel | non-conf g
nsnon-confg

1999.12.15 Copyright 1999 Intelligent Telecom Inc.,

Internet Week 0 W

NOCOL

nt pnon-conf g
pnBdmmon- conf g

pnBt 1elnon-confg
port mon-conf g

radi usnon- conf g

r pcpi ngnon-confg
snmpnon-client-confg
snnpnon- conf g

sysl ognon-confg

t pnron-confg

T Vet

it ellligent Telecamibng.
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mon

http://www.kernel.org/software/mon
WEB Base

ICMP/TCP SNMP
(UCD-SNMP Package Base)

Ping, SMIP, telnet, ftp, nntp, http, pop3minap,
tcp ports, disk space, snnp variables, I|dap,
dns, nodens

Big Brother/SPONG

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt

it ellligent Telecamibng.
R T I
14-18, Decembar 1999 Pacifico Tokohamea E I“hlw 46
C10 : Metsapes. Van Qpmratil S T 49 0
AT | T oA o P o T If,i—h'l
4 : ol AL
TS e wal v 0 8 rovnaTes
Cumverl oper il S0 s For v, nurrng on ket o of Gar dge 28 00041 42 1953 !
e v o o bl w1, eTviCe, or fEnis
e men o el e Aol 8 el svie
Member Basts Sersice  Lsst check Mext chock Statun
__-__—
1183
i e op -h-l‘ S s -md-!‘ d
L] g wadifried [ s b
iy o frp usdeluied ek st beeded
e CROnAT5T hpdoe e il mEn unsefined [Let Lol ]
il bent et fpisg  usdsfined 11:11 s conded
LELiCH inap  sdelvied (03] S el
el Fest BTN unsrtined 151 LT
i bt inlest  uséfined 151 s tachel
TRy 580 Fan Freaasact  usdeined | s T
e g unsefined [ ] Eladl ]
Ry a7 ) e e ey apsndn. pisg usnefned Az acTeeded
sarvarstad] Sra-yp Foal bar Heg usdefined 1048 sicconhel
seiveriad | wlser  usdefined (031 S iecded
| sEnvershd? gl o2 baed ola 1 ey usdelingd (L5 aucteede] -
|F== i T v YA W
- - ' verl
1999.12.15 Copyright 1999 Intelligent Telecom Inc., -""
it ellligent Telecamibng.

23



a7

g
=
3
E
g
¢
(=]
o
-

mon - mon.cf

#

alertdir = /usr/lib/mon/alert.d
nondi r = fusr/lib/mon/mon.d
maxpr ocs = 20

hi stlength = 100

randstart = 60s

#

# define groups of hosts to nonitor
#

host group servers | ocal host

host group nmail nail host

wat ch servers
service ping
interval 5m
noni tor fping. nonitor
period wd {Mon-Fri} hr {7am 10pn}
alert mail.alert root @ocal host
alertevery 1h
period wd {Sat- Sun}
alert mail.alert root @ocal host
service tel net
interval 10m
nmoni tor telnet.nonitor
period wd {Mon-Fri} hr {7am 10pn}
alertevery 1lh
alertafter 2 30m
alert mail.alert root @ocal host

it eiligent Teleoaming.
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Trap base

Syslog+SWATCH
Swatch: the simple WATCH dog
snmptrapd
UCD-SNMP Package
CMU-SNMP Package

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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SWATCH

http://mwww.engr.ucsb.edu/~eta/swatch/

syslog loghost

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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SWATCH config

$ cat ~/swatchrc

# Swatch configuration file for constant nonitoring
# Bad login attenpts
wat chfor = /LOG N FAI LURES/
echo
bel | =3
exec="finger $10 | mail -s ¥"LOG N FAI LURE: $10¥” adnmi n@ oo. co. jp”

# System crashes and halts and reboots
wat chf or = /panic|halt/
echo
bel |
# mei | =adm n@ o0o. co.j p: yahagi @ oo.co. jp
exec="echo $0 | mail -s SYSTEM HALT pager @00.co.j p”

$
$ swatch --config-file=~/swatchrc --tail-file=/var/log/ nessages

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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UCD-SNMP Package

http://ucd-snmp.ucdavis.edu/

Unix SNMP
Package

snmpd, snmptrapd, snmpbulkwalk, snmpget, snmpset, snmptest,
snmpusm, snmpcheck, snmpgetnext, snmpstatus, snmptranslate,
snmpwalk, snmpdelta, snmpnetstat, snmptable, snmptrap

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt

it ellligent Telecamibng.

26



1414, December 1999 Pacike Tobaba T Internet Week OO -

UCD-SNMP snmptrapd

SNMP trap event daemon
trap event
Trap
Trap
event
Trap

Snmptrapd.conf
traphandl e <O D> <action> <paraneters...>
traphandl e default <action> <paranmeters...>

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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snmptrapd.conf

# SNWP Trap : Cold Start

traphandle .1.3.6.1.6.3.1.1.5.1 /usr/bin/mil -s "coldStart Trap"
adm n@oo0. co.jp

# SNWP Trap : Warm Start

traphandle .1.3.6.1.6.3.1.1.5.2 /usr/bin/nmail -s "warnBtart Trap"
adm n@o0. co.jp

# SNWP Trap : Link Down

traphandle .1.3.6.1.6.3.1.1.5.3 /usr/bin/mail -s "linkDown Trap"
adm n@oo0.co.jp

# SNWP Trap : Link Up

traphandle .1.3.6.1.6.3.1.1.5.4 /usr/bin/mail -s "linkUp Trap"
adm n@o0. co.jp

# SNWP Trap : Authentication Failure

traphandle .1.3.6.1.6.3.1.1.5.5 /usr/bin/mail -s "authFail Trap"
adm n@oo0. co.jp

# SNWP Trap : O her

traphandl e default /usr/bin/mil -s "Other Traps" yahagi @ oo. co. jp

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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access-|i st

snnp- server
snnp- server
snnp- server
snnp- server
snnp- server

1999.12.15

Copyright 1999 Intelligent Telecom Inc.,

lmmw
snmptrapd -

cisco snmp config

30 permit 192.168.100.1

contact adm n@ oo.co.jp

| ocati on YOKCHAMA- | V9

community himtsu RO 30

enabl e traps config

host 192.168.100.1 NAISHOtty config envnon snnp

55

IT Vet

it ellligent Telecamibng.

192.168. 244. 21

pTraps. | i nkDown

1999.12.15

Copyright 1999 Intelligent Telecom Inc.,

lwmuw

snmptrapd -

From |og-adm n <root @ og. foo.co.jp>

To: admin@oo.co.jp

Date: Mon, 1 Nov 1999 22:01:49 +0900 (JST)
Subj ect: |inkDown Trap

nspi xp2-gw. foo. co.jp

system sysUpTi ne 24:10:03:09. 12
.iso.org. dod. internet.snmpV2. snnpMdul es. snnpM B. snnmpM BObj ect s. snnpTrap. snm
pTrapO D .iso.org.dod.internet.snnpV2. snmpMdul es. snnpM B. snnmpM BCbj ect s. snm

interfaces.ifTable. ifEntry.iflndex.1 1
interfaces.ifTable. ifEntry.ifDescr.1 "Fddi 1/0/0"
interfaces. ifTable. ifEntry.ifType.1l Fddi
enterprises.9.2.2.1.1.20.6 "adnmi nistratively down"
.iso.org. dod.internet.snnpV2. snnpMdul es. snnpM B. snnmpM BCbj ect s. snnpTrap. snm
pTrapEnterprise enterprises.9.1.48

56

T Ve
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MRTG (Multi Router Traffic Grapher)

12 14 & 12 2 2 @ T 4 & Z 19 12 14 & 12 2

m.en

} iy
E LaaHMWwai i

=R

B.en

PYNG (the Python Network Grapher)

Thu Ué Jan | Fri uB Jam
0d 00506 L 1100006
1933 13493

Scale 131 Scale 11

il 1= 1 [R5 = LI | e ul [ " [ [ Ll

IT Vet
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MRTG

http://ee-staff.ethz.ch/~oetiker/webtools/mrtg/mrtg.html
http://www.ceres.dti.ne.jp/~riocat/webtools/mrtg/

( )
MRTG : Multi Router Traffic Grapher

Bitx par Secord

Sun Han Tue Hed Thi Fri Sat

T et

1999.12.15 Copyright 1999 Intelligent Telecom Inc.,
it ellligent Telecamibng.
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MRTG

Unix WindowsNT
SNMP SNMP Package
WEB
index

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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MRTG - cfgmaker

mrtg
cfgnmaker <community>@target> > nrtg.cfg
<conmunity> : snnp community string
<target> . target address or hostnane
$ cfgnmaker himtsu@ x-gw. foo.co.jp > ix-gw cfg

community target

i flnCctets/
ifQutCctets

syscontact/| ocation

WorkDir:

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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MRTG - cfgmaker

# Add a WorkDir: /sone/path line to this file

Description: Cisco Internetwork Operating System Software 10S (tm) GS ...
Contact: adm n@ o0o0.co.jp

System Nane: i x-gw foo.co.jp
Location: PA, CA, US

H O OH R K

Target[ix-fddi .foo.co.jp]: 1:himtsu@92.168.98.133
MaxByt es[ i x-fddi . foo.co.jp]: 12500000
Title[ix-fddi.foo.co.jp]: ix-gw.foo.co.jp (ix-fddi.foo.co.jp): Fddi1/0/0
PageTop[i x-fddi.foo.co.jp]: <HL>Traffic Analysis for Fddi 1/0/0
</ H1>
<TABLE>
<TR><TD>Syst em </ TD><TD>i x-gw. f0o.co. jp in Otemachi 5F</TD></ TR>
<TR><TD>Mai nt ai ner: </ TD><TD></ TD></ TR>
<TR><TD>| nt er f ace: </ TD><TD>Fddi 1/ 0 (1) </ TD></ TR>
<TR><TD>| P: </ TD><TD>i x- f ddi. foo. co. jp (172.16.0.2)</TD></ TR>
<TR><TD>Max Speed: </ TD>
<TD>12.5 MBytes/s (fddi)</TD></ TR>

</ TABLE> ”‘@t

1999.12.15 Copyright 1999 Intelligent Telecom Inc.,
Intelligent Telecaming.
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MRTG

cron (default : 5 )

# crontab -1

0, 5, 10, 15, 20, 25, 30, 35, 40, 45,50,55 * * *
fusr/local/sbin/nrtg /usr/local/etc/ix-foo.cfg

#

config Target

T Ve

1999.12.15 Copyright 1999 Intelligent Telecom Inc.,
Intelligent Telecaming.
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MRTG - Target
Keyword: Target -

Target[gwl-3]: 3:himtsu@wl.foo.co.jp
Target[gwl-err-3]:

ifInErrors.3& fQutErrors. 3: himtsu@wl.foo.co.jp
Target[gwl-if-1]: -/10.0.0.101: himtsu@wl.foo.co.jp
Tar get [ gwl- pi ngl oss]: “/usr/local/bin/check_| oss.sh gwl®

SNMP

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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MRTG - Target :SNMP 1

SNMP

Target [ <target nanme>]:
<t arget ki nd>: <community>@xaddr ess>

<target nane>
<t arget ki nd>
<communi ty>
community string
<addr ess>

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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MRTG - Target SNMP 2

SNMP
Port (ifIndex )
SNMP OID / SNMP MIB symbol
Interface Address

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”Mt
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MRTG - Target :SNMP 3

Port (ifindex )
SNMP Client Port (ifindex)

iflnCctets ifQutCctets

1 Target[gwl-3]: 3:himtsu@wl.foo.co.jp
gwl.foo.co jp iflndex=3 Interface
ifInCctets/ifQutQOctets

2 Target[gwl-3]: -3:himtsu@wl. foo.co.jp
1 In/Qut

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-/I/Et
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MRTG - Target :SNMP 4

SNMP OID / SNMP MIB symbol
SNMP OID(Object ID) MIB symbol

g
3 Target[gwl-err-3]:
iflnErrors.3& fQutErrors. 3:himtsu@wl. foo.co.jp

gwl.foo.co.jp iflndex=3 Interface
iflnErrors/ifQutErrors

4 Target[gwl-err-3]: 1.3.6.1.2.1.2.2.1.14.3&
1.3.6.1.2.1.2.2.1.20.3:himtsu@wl. foo.co.jp

OoID

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NE
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- MIB Group
RFC-1213 MIB-2

iso(l).org(3).dod(6).internet(1).mmt(2).mb(1).

1: system

2: interfaces

3: at

4: ip I P
5: icnp | CMP
6: tcp TCP
7: udp UDP
11: snnmp SNVP

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NE
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SNMP OID/MIB Symbols

[interfaces.ifTable.ifEntry] group

1.3.6.1.2.1.2.2.1.1 : iflndex
1.3.6.1.2.1.2.2.1.2 . ifDescr
1.3.6.1.2.1.2.2.1.3 i f Type
1.3.6.1.2.1.2.2.1.10 : iflInCctets
1.3.6.1.2.1.2.2.1.16 : ifQutCctets
1.3.6.1.2.1.2.2.1.11 : iflnUcastPkts
1.3.6.1.2.1.2.2.1.17 : ifQutUcastPkts
1.3.6.1.2.1.2.2.1.13 : iflnD scards
1.3.6.1.2.1.2.2.1.19 : ifQutDiscards
1.3.6.1.2.1.2.2.1.14 : iflnErrors
1.3.6.1.2.1.2.2.1.20 : IfQutErrors

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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MRTG - Target :SNMP 5
Interface Address 1

Port (ifindex)

loopback tunnel Interface
SNMP

- iflndex

numbered
iflnCctets ifQutCctets

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-NEt
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MRTG - Target SNMP 6

Interface Address 2
5 Target[gwl-if-1]:
/10.0.0.101: himtsu@wl. foo.co.jp

gwl.foo.co.jp 10.0.0.101 Interface
iflnCctets/ifOQutQOctets

6 Target[gwl-if-1]:
-/10.0.0.101: himtsu@wl. foo.co.jp
5 In/Qut

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”Mt
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MRTG - Target :SNMP 7

I nterface addres O DM B synbol

7 Target[gwl-if-1-disc]: iflnDiscards/10.0.0.101&
i fOutDi scards/10.0.0.101: himtsu@wl. foo.co.jp

gwl.foo.co.jp 10.0.0.101 Interface
i f1nDi scards/ifQutDi scards

8 Target[gwl-if-1-disc]:
1.3.6.1.2.1.2.2.1.13/10.0.0.101&
1.3.6.1.2.1.2.2.1.19/10.0.1.102: hi mitsu@wl. foo.co.jp

7 AD
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tntettligent Teles amio.

36



1818, Decerber 1999 Paciice Toboha T
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MRTG -

Target :

Target[ <target nanme>]: "~ <conmand>"
<target nane>
<conmand>

“ N u,

i ncomi ng bytes
out goi ng bytes
target uptine
tar get

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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MRTG

SNMP

packet loss

ping
# ping -f -c 100 ftp.foo.co.jp
PING ftp. foo.co.jp (192.168.101.238): 56 data bytes

. ftp.foo.co.jp ping statistics ---
100 packets transmitted, 95 packets received, 5% packet |oss
round-trip mn/avg/ max/ stddev = 0.161/0.164/0.221/0. 006 s

#

-f : flood node (supervisor only option).

Flood mode plathome
FreeBSD

T Vet
1999.12.15 Copyright 1999 Intelligent Telecom Inc., e
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MRTG - check _loss.sh

pi ng packet | oss
100 packets transmitted, 95 packets received, 5% packet | oss

# cat /usr/local/bin/check_|oss. sh
#!/bin/sh
/sbin/ping -f -c 100 $1 | /usr/bin/sed 's/%/g | /usr/bin/awk ’
/ packet |oss/ { printf("%¥n%d¥n", $7, $7)
}

echo 0 ; echo $0 $*

# /usr/1ocal / bi n/ check_| oss2. sh ftp.foo.co.jp
5

5

0

/usr/ | ocal /bin/ check_| oss.sh ftp.foo.co.jp

#

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”Mt
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MRTG - ping-loss.cfg

# cat ping-loss.cfg
WorkDir: /usr/local/etc/ww nrtg/ping-loss

Target [ pi ngl oss-ftp]: “/usr/local/bin/check_|oss.sh ftp.foo.co.jp’
Title[pingloss-ftp]: ftp.foo.co.jp - pingloss

MaxByt es[ pi ngl oss-ftp]: 100

PageTop[ pi ngl oss-ftp]: <HL> ftp. foo.co.jp - pingloss </ HL>
YLegend[ pi ngl oss-ftp]: packet |oss(%

Short Legend[ pi ngl oss-ftp]: %

Legendl [ pi ngl oss-ftp]: &nbsp; | oss:

Legendd pi ngl oss-ftp]: &nbsp; | oss:

Legendl[ pi ngl oss-ftp]: packet |oss

Legend2[ pi ngl oss-ftp]: packet |oss

Legend3[ pi ngl oss-ftp]: Maxinal 5 M nute packet |oss
Legend4[ pi ngl oss-ftp]: Maxinal 5 M nute packet |oss

Opti ons[ pi ngl oss-ftp]: noinfo, growight, gauge, nopercent
#

1999.12.15 Copyright 1999 Intelligent Telecom Inc., ”-/I/Et
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MRTG -

1z.0

4

T a0

"

(=}

Ca G.0

o

H3.0 5

3 S o
0.0 B S

20 22 0 2 4 6 8§ 10 12 14 16 18 20 EZ2 0 2

7
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MRTG TIPS

In/Out
iflnOctets/ifQutCctets Octet
bps bit
Options[ hoge] bits Maxbyt es[ hoge] 1/8

Interface address

78
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NetSaint
RRDTools - MRTG3(?)
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- NetSaint

http://www.netsaint.org/

WEB Base version 0.0.5
Web Base

ICMP/TCP

ping, smtp, http, pop3,dns,ftp.telnet,...
Plugin
MRTG plugin
remote server management plugin

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt
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NetSaint - Object Map
I

4

A 232 3 3 @ -~ - - e o AW

1 ¢oecRBER RO
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- RRDTools

http://ee-staff.ethz.ch/~oetiker/webtools/rrdtool/
RRDTools :Round Robin Database Tools

MRTG Tobi Oetiker MRTG
MRTG
RRDTools MRTG WEB

FrontEnd Program
Remstat, ORCA, Cricket, NRG, ...

1999.12.15 Copyright 1999 Intelligent Telecom Inc., mt

it eiligent Teleoaming.

42



14-18, Detember 1999 PAcTke ToRoha

l“hlw o5

RRDTools - 1

Jdabba tape usage (backup Filesysben) |
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B.323
B.533
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B [0

T Vet

it ellligent Telecamibng.
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RRDTools - 2

Jabba tape usage (backup Filesysben) |
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Ref: http://rouge.itjit.ad.jp:3000/
| nt er net Week99
Al ways under-construction ("";
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TIPS...
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14-18, December 1999 POCIRS Tohoba Internet Week Q0

TIPS -
ping/traceroute
Ping
Flood Ping
? DoS attack
traceroute
#
2ndary Address ping (cisco)?
cisco primary address
IRI IT et
lntellligent Teledaming,
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TIPS -

.htaccess
Proxy
htaccess proxy open

ACL no-cache

http port (http port != 80

IRI M Vet

Intelllgent Telstamiloag.
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C10 :

TIPS -

NMS

IRI ITet

lntellligent Teledaming,

|.. Decembar 1999 Patifics Tokobame Internet Week Q0
TIPS - SNMP 1.:

SNMP
SNMP

SNMP

Default community
Read only community = public
Write community != “private”

r'v rwa
NMS

IR]I T NVet

Intelllgent Telstamiloag.
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| TIPS - SNMP  2:

SNMP
WWW server

SNMP package

libwrap link hosts.allow/hosts.deny
Cisco

SNMP access-list

Private address block

Internet

( :SwitchingHub, ..

IRI ITet

lntellligent Teledaming,

m_. December 1999 Pacits Tokabame . Internet Week Q0
TIPS - SNMP  3:
Interface

iflInOctets/ifOutOctes 32bit
5 110Mbps

IR]I T NVet

Intelllgent Telstamiloag.
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TIPS - SNMP 4
iIfindex

iflndex interface

IRI IT Vet

lntellligent Teledaming,

1418, December 1999 Pacifits Tokohame Internet HEGHW

TIPS - SNMP  5:
UCD-SNMP

snnpwal k 10.0.0.1 himtsu 1

snmpwal k 10.0.0.1 himtsu 2

snmpwal k 10.0.0.1 himtsu ifDescr
snnmpwal k 10.0.0.1 himtsu ifType
snnptranslate -n -R iflnDi scards
snnptranslate -R iflnDi scards
snnmptranslate -n -f -d -R iflnD scards

B B BB A P P

IRI IT Vet

ttelligent Telesamlon .
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| TIPS - MRTG1

C )

In/Out
ifinOctets/ifOutOctets Octet
bps bit
Options[hoge] bits Maxbytes[hoge] 1/8
Interface address
SNMP iflndex

IRI IT Vet

lntellligent Teledaming,

14-1_. December 1999 Pacifics Tokohame : : lmtmeuw
TIPS - MRTG2
MRTG CPU Loadl
$ /usr/local/etc/nrtgl/cpu. sh

#!'/bin/csh
top -d 2 | grep 'CPU states' | awk '{
print $(NF- 1)

Y| cut -f1 -d"." | awk ' {
a=100-$1 ; print $1 "¥n" a "¥n"
}l
uptime | awk '{print $3 " " $4; }' | cut -f1 -d","
host nane
$ /usr/local/etc/nrtg/cpu. sh
93 shell
7
6: 19 shell
nyhost . f 0o. co. jp
$

IRI IT Vet

ttelligent Telesamlon .
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MRTG

mrtg.cfg

lwmw

TIPS - MRTG3
CPU Load2

idle/active CPU

Target[cpu]:
MaxBytes[cpu] : 80

AbsMax[ cpu] : 100

Options[ cpu]: gauge, nopercent
Title[cpy]: CPU State
PageTop[ cpu] : <h1>CPU St at e</ hl>
YLegend[ cpu] : CPU State

Short Legend[ cpu]: %

Legend! [ cpu] : &nbsp; I dl e:
Legendd cpu] : &nbsp; Acti ve:
Legendl[ cpu] : Current Idle
Legend2[ cpu] : Current Active
Legend3[ cpu] : Peak |dle
Legend4[ cpu] : Peak Active

“Jusr/local/etc/ nrtg/ cpu. sh’

IT Vet
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UNIX MAGAZINE

Unix Communication Notes 1998.3
1997.12

OPEN DEsIGN N0.10

Software Design 1999.9

traf show, MRTG ntop




14-18, December 1999 Pacifico Tokohame

C10:

SNVP

"Snnp, Snnmpv2, Snnpv3, and Rmon 1 and 2" --
Wlliam Stallings; 3rd edition (January 1999)
Addi son-Wesl ey Pub Co; | SBN:. 0201485346 ;

"Practical Guide to SNMPv3 and Network

Managenment, A" -- David Zeltserman, Dave
Zeltserman; (May 4, 1999) Prentice Hall; | SBN:
0130214531

SNMP - -
Wlliam Stallings Addi son- Wesl ey

Publ i chi ng Conpany; | SBN-7952-9651-0
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C10:

Communi cation Traffic Project
http://ww. nm ab.tnl.ntt.co.jp/

Di stributed Benchmark System

http://shika. ai st-nara. ac. j p/ menber/ yuki o-
m dbs/i ndex-j.htm
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C10:

Network Management

http:// wwsnnp. cs. utwente. nl / Docs/ sof t wa
r e/ pubdomai n. ht n

http:// netman. cit. buffal o. edu/i ndex. htn

http://ww. nenot o. ecei.tohoku. ac. jp/ ~nit
ou/ snnpdocs/tutorial 1. ht n

1414, Decembar 1999 Pacifico Tokobame Internet I'H.-ell.w
C10:

URL

Angel Network Monitor

http://ibm 2. MPA- Gar chi ng. MPG. DE/ angel /
Bi g Brot her

http://macl aw an. ca/ sean/ bb-dnl d/ newi nfo. ht m
Expect

http://expect. nist.gov/
| PTr af

http://cebu. mozcom com ri ker/iptraf/index. htm
MRTG

http://ee-staff.ethz.ch/~oeti ker/webt ool s/nrtg/




14-18, December 1999 Pacifico Tokoham
C10:

URL

nmon
http://ww. ker nel . or g/ sof t war e/ non
NeTr aMet

http://ww. auckl and. ac. nz/ net/ Accounti ng/ nt m Rel eas
e.note. htm

Net Sai nt
http://ww. net sai nt. org/
nocol
http://ww. net pl ex-tech. coni sof t war e/ nocol

nt op
http://wwserra.unipi.it/~ntop/

14: 18, Dezembar 1999 Pacifico Tokohame
C10:

URL

RRDTool
http://ee-staff.ethz.ch/~oeti ker/webt ool s/rrdtool/
Frontend - CRI CKET
http://ww. muni tions.conl ~jral/cricket/
Frontend - NRG

http://ee-staff.ethz.ch/~oetiker/
webt ool s/rrdtool/frontends/ nrg. ht m

Frontend - ORCA
http://ww.gps. cal tech. edu/ ~bl air/
Frontend - Renstats
http://silverlock.dgi mcrc.cal/~terskine/renstats/
SPONG
http://ww. edsgar age. cont proj ect s/ spong/
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URL

Scotty
http://wwhone. cs. utwente. nl / ~schoenw scotty/
SWATCH
http://ww.engr.ucsh. edu/ ~et a/ swat ch/
st at scout
http://ww.statscout.com
Treno
http://ww. psc. edu/ ~pscnoc/treno. ht m

Experi mental TCP | npl ement ati ons
http://ww:. psc. edu/ networking/tcp. htm

UCD- SNVP
http://ucd-snnp. ucdavi s. edu/
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C10:

URL

General network managenent portal
http://netman.cit. buffal o. edu/index. htn

Anot her good network managenent port al

http:// conpnet wor ki ng. m ni ngco. con’ nsubmanage. ht m
?t er ms=net wor k+managenent &cob=honme&TMog=
5006366091143m&M nt =56534342191358&FFV=1

“The Sinple Tines”

http://ww. si npl e-tinmes. org/ pub/sinple
times/issues/

SNVP FAQ

http://ww.cis. ohio-

st at e. edu/ hypertext/faq/ usenet/
snnp-faqg/ part1/faq. ht m
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C10:

URL

Sanpl e Cisco device security configs
http://ww. ci sco. conl war p/ public/700/tech_configs
. ht m #SECURI TY

Ci sco device SNWMP configuration tips
http://ww. ci sco. com war p/ public/490/i ndex. shtm
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C10:

| ETF http://ww.ietf.org/

NANOG htt p://ww. nanog. or g/

JANOG http://ww.]janog.gr.jp/

CAI DA http://ww. cai da. org/ Tool s/
http://ww. cai da. or g/ Tool s/

cflowd , RRD ..etc

LBNL's Network Research G oup

http://ee.lbl. gov/

tcpdunmp, |ibpcap , arpwatch, traceroute,
pat hchar

Sol ari s Freeware Project
http://sunsite.sut.ac.jp/sun/sol bin/

Fresh Meat - Linux Software |ndex
http://ww. freshnmeat . net/




