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Wherethelnternet Goes ?

Internet for Everything —» Everything over IP
Internet for Everyone - Everyonewith I[P
Internet Ever ywher e/ Anytime/Anyhow

- Everywhereand Anyhow to IP

L “ IPisfor Everyone*

Quantitative Scalability
until Massive Scalability
Qualitative Scalability
Heter ogeneity
(e.g., Bandwidth, QoS/CoS, Media, €etc.,)




—9.6Kbps
* (5 QoS/CoS

* (6) (10)




Internet for Everyone

-BtoB,BtoC, CtoC - toward End-to-End

IPv6

Mobile IP

IPSec

Diff-Serv, RSVP
DWDM, IPv6
IPv6

PIM, MBGP
MPLS




| nter net

IPv4
Address Aggregation (
CIDR (
NAT/Masquerade

IPv6

( 58
IPv4 (32 bits) = 43
IPV6 (128 bits) = 2°(96) x IPv4




Why NAT is not good ?

NAT

Why IPv6 isgood ?

e Security IPv6 + IPsec + Filterring




* End-to-End

(development) (Deployment)
—Applications
— Business model

(Deployment)
—Running Code

NAT, Proxy Ad Hoc

- IPVersion 6 (128 bits
Intermediate Proxy
Transparent firewall




IPng |PV6

* |P Next Generation

* [Png SIPP16

~1994 7  IETF
—IPV6- IP




|Png

e 3
— CATNIP(Common Architecture for the Internet)

— SIPP(Simple Internet Protocol Plus)
* 64

— TUBA(TCP/UDP over CLNP-Addressed Network)

. 128 SIPP16
_IPV6 ... IP

Addressof IPv6 (1P version 6)

| Pv6 Networ k

RFC2133 RFC1833 | b4 Network IPv6 Network

API (BSD socket)
P
3_’"‘ -~
I Pv6 packet - ’
\ P
N )

| Payload |

-1PV6in IPv4 (
- IPv4in IPv6

RFC1884
RFC1924
RFC1887/2073 (*) IPv4 |Pv6 RFC1933
(i) Tunneling
(i) NAT
(iii) Dual-Stack




IPv6 [Pv4

-128

(Multi-Protocol)

|Pv4

-8
—1P
—TTL(Timeto Live) Hop Limit




— End2End

« |Pv4
_232
= 4,294,967,296
4.3x 10°
« IPv6
_2128

— 340,282,366,920,938,463,463,374,607,431,768,211,456
3.4 x 1038
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P version XU R Header Format
0 1516 2324

version Flow L abel
Payload L ength Hop Limit

options (if any)
}[ TCP/UDP data ]/

oo~ IR~ WN B~ O

|Pv6

Version

Traffic Class (e.g., Diff-Serve
ECN )

Flow Label

Payload Length

Next Header RFC1700
Hop Limit 1 0
Source Address

Destination Address
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TTL  Hop Limit (
Protocol  Next Header
TOS Traffic Class
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TLV
o TLV(TypeLength-Value)

Option Len

MTU

MTU
MTU

ICMP  Too Big Message
10 )
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128

8 16 “ )

3ffe:0501:0008:1234:0260:97fFf:fe40:efab
ff02:0000:0000:0000:0000:0000:0000:0001

0 (1 )
FFO1: 0: 0: 0: 0: 0: 0: 43 = FFO1::43
0:0:0:0:0: 0: FFO1: 9123 - ::FFO01:9123
|Pv4

0:0:0:0:0:0:13.1.68.3 (::13.1.68.3)

0: 0: 0: 0: O: FFFF: 129. 144. 52. 38
(:: FFFF: 129. 144. 52. 38)

http://[3ffe:501:8:1234:260:97ff:fed0:efab]/foo/ 30

15



16



Address Type
FP(Format Prefix)

Reserved (e.g., |Pv4 capsul ate)
Unassi gned
Reserved for NSAP Al | ocation
Reserved for |PX Allocation
Unassi gned
Unassi gned
Unassi gned
Aggr egat abl e d obal Address
Provi dor - base Aggregat abl e
d obal Addresses

| ANA

RI PE- NCC

Internic

APNI C

Address Type (Cont’)

Test Address 0101 1111 1/ 256

Unassi gned : 011
Geogr aphi cal Address Assign 100
Unassi gned 101
Unassi ghed 110
Unassi gned 1110

1/8
1/8
1/8
1/8
1/ 16

Unassi ghed 1111 O 1/ 32

Unassi ghed 1111
Unassi ghed 1111
Unassi gned 1111
Li nk Local Use Addresses 1111
Site Local Use Addresses 1111
Mul ti cast Addresses 1111

10 1/ 64
110 1/ 128
1110 0 1/512
1110 10 1/1024
1110 11 1/1024
1111 1/ 256
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(variable length net-id, supernetting)

— Aggregatable global unicast address
— NSAP,IPX

— gte-local-use

— link-local-use

— |Pv4-capable address

» Aggregatable Global Unicast Address
— Provider Based Address

bi bi 6 bi 64 bits
Interface 1D
Public Topology Site Topology
— TLA: Top-Level Aggregator
— NLA*: Next-Level Aggregator(s)
— SLA*: Site-Level Aggregator(s)
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TLA: Top-Level Aggregator

e 213=8192
o Default-free

TLA

- as BCP(Best Current Practice) -
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. 64

—|IEEE 64 EUI-64

.24
. 40

: company _id ( )
: extension identifier

. 802 (48bit)  EUI-64

— FFFE

34-56-78-9A-BC-DE - 34-56-78-FF-FE-9A-BC-DE

|Pv4

« IPv4  IPV6
— IPV4/IPV6

32 bits
IPv4 address

32 bits
IPv4 address

20



e Local-use IPv6 Unicast Addresses

« NDP DHCP ...

64 bits
interface Id

0 bi 8 bi 6 Di
1111111011 |00000. .0 | Subnet ID

64 bits
interface Id
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(unspecified address)
—-0:0:0:0:0:0:0:0

|Pv6

—0:0:0:0:0:0:0:1
— Pv6

11111111 | figs |scope group 1D

node-local scope
link-local scope
site-local scope
organization-local scope
global scope

(
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FFOO0: 0: 0: 0: 0: 0: 0: O

0:0:0:0:0:0:0

FFO1:

FFOF: 0: 0: 0: 0: 0: 0: O

FFO1:

0:0:0:0:0:0:1

FF02: 0: 0: 0: 0: 0: 0: 1

FFO1:

0:0:0:0:0:0: 2

FF02: 0: 0: 0: 0: 0: 0: 2
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(@)
@)
o
o
o
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O
o
N
o
e
o

=
3
e
5
5
5
S
I
o
T
i
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( )
* p-TLA pseudo TLA
— 6bone

—42

e [ [
PTLA

e S-TLA sub TLA
— ARIN/RIPE/APNIC

13 6

13
A P (Y T
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Public Topology Site Topology Interface ID

6bits

SubnetIDfyac Address

APNIC IPVv6

(Multicast)

—0000:0000 feff:ffff

o TF01::1 (
o T102::1 (
« T102::2 (
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» Aggrigatable Global Address

« Aggrigatable Global Address
— Multihome
— Provider
—GSE (=8+87?)

GSE

» Global, Site, End-system

8 bytes

RG (Routing Goop) ESD(End System Designator)

 IETFWG
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NDP

Neighbor Discovery Protocol
—ICMP

NDP

® Router Discovery

® Prefix Discovery

® Parameter Discovery

® Address Autoconfigration

® Address Resolution

® Next-Hop determination

® Neighbor Unreachability Detection
® Duplicate Address Detection

® Redirect
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ICMP/IGMP

| CMP; Internet Control and Management Protocol
-IP
-ICMP
(i) ping
(i) traceroute
(iii) Router_Discovery
| GMP; Internet Group Management Protocol

Domain Name
Request/Reply
ICMP redirection

Router discovery

Traceroute
\ Destination unreachable
ICMP Sour ce Quench

« ) '
ICM P Source Quench
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DHCP

* Dynamic Host Configuration Protocol
« DHCP -

DNS

* Domain Name System
o |P

e IPv6
—AAAA
—|IPG.INT

4321:0: 1: 2: 3: 4: 567: 89ab
!
b.a.9.8.7.6.5.0.4.0.0.0.3.0.0.0. 2.
0.0.0.1.0.0.0.0.0.0.0.1.2.3.4.1P6. | NT.
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 CIDR

RIPv6, OSPFv6, BGP

— Neighbor Discovery Protocol

(Router Advertizement)
(to £102::1)
(to 102::2)

—( )3ffe:501:8:1234:260:97ff:fed40:efab
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(1) 321: 0:
(2) AB34:1:

AB34:1:0:2::::/64

:abc: 0123

-
-
-
L
)

|
-
L]
[ ]
u

: Native, 4321:0:2:1/64
: Tunnel, 4321:0:2:1/64
: Native, AB34:1:0:1/64
: Tunnel, AB34:1:0:1/64

:4:567: 89ab
0

(1) dst=4321:0:1:2::10
Hl1 - R1 - R3 - H2
(2) dst=AB34:1:0:2::7
H1 - R2 -~ R4 - H2
Link1

4)H1 - R2 - (R1) - R3 - H2
@ - (R, )
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— keyed MD5 DESCBC ...
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« AH

Authentication Header

Encapsulating Security Payload
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|Pv4

—IPv4  IPV6

—IPv6
—DNS

— Internet




|Pv4

—IPv6
|Pv4

—1Pv4 IPV6

|Pv6

— IPv4

— IPv4

— IPv4/v6
— IPV6
—IPv4

— IPv6
— IPv4/v6
— |Pv6
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|Pv4 IPV6

IPv4-only (IFI)\F;ZGIIPM—duaI )
IPv4-only El(—) (IPszlPVG_Only )

IPv4d-only —_— IPv6-only
(1Pv6 )
71

|Pv4

1. 1Pv6 | Pv4
(@) IPv4 |Pv6
(b) IPv6 1Pv4

2. 1Pv6 | Pv4
- NAT
- SOCKS
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o NN ] <=

|Pv6

<= O (< | T B
De-Cap En-Cap

NAT | Pv6/1Pv4

Src_v6=FEDC:BA98::7654:3210
- src_v4=120.130.26.10

N
.. ™ P 170.130.26/24
PREFIN: /% 2
#2

#
— o
dﬁ X::132.146.243.30 e |:|

§C=FEDC:BA98::7654:3210 §¢=120.130°26.10

FEDC:BA9S: :7654:3210
(A.v6.com)

DNSresolution : B.v4d.com - 132.146.243.30

(@ v6

132.146.243.30
(B.v4.com)
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NAT |Pv6/1Pv4

A.v6.com FEDC:BA98::7654:3210 dst_v4=120.130.26.7
120.130.26.7 (assigned) - dst_v6=FEDC:BA98::7654:3210

N
» P 120.130.26/24
PREFIX: ./%
# N

#1
[ — i
—— dst="FEDC:BA98::7654:3210 ScE18214624330 \=
src= PREFI X::132.146.243.30

FEDC:BAQ8::7654:3210 132.146.243.30

(A.v6.com) (B.v4.com)
DNSresolution : A.v6.com - 120.130.26.7

(b) v4 - V6

www.B.com

B1.1.1.3 DINS

www.B.com: B1.1.1.3

mail.A.com : A1:1:1:1::3

Application

Gateway
socks.A.com
Al:1:1:1::2

com www.A.com ftp.A.com

™ | Al:l:l:l::3 AL:1:1:1::4 AL:1:1:1::5

DNS
socksA.com: Al:1:1:::2

4. SOCKS
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(1) IPv6

— RFC1883 IPv6 Specification

— RFC1884 IPv6 Addressing Architecture
— RFC1885 ICMPv6

— RFC1886 DNSv6

|Pv6

— HTTP://playground.sun.com/pub/ipng

— (boy WIDE) KAME
http://www.kame.net

3 (NRL, INRIA, KAME)

YDC WIDE)




Functional Integration into KAME
by WIDE Project

Routing Protocol
- Multicast PIM-SM & PIM-DM
- Unicast : OPSF for IPv6
QoS/CoS Control
- Diff-Serv Integration with ALTQ(Sony-CSL)
- BB(Bandwidth Broker) with COPS
Mobile |IP
| Pv6/v4 | nter networking
- NAT (Hitachi, KAME)
- SOCK S (Fujitsu, NEC, KAME)
Labd Switch (MPLS)
- Integrate IPv6, PIM, Diff-Serveand BB &

(1) Microsoft Windows
- Bump-In-The-Stack by
- Windows 2000
(2) AppleMAC OS9
(3) UNIX with KAME Stack
Free-BSD, BSDI, NetBSD, BSD/OS
(4) Solaris

(@D} cisco, Nortel, Telebit, etc.,
2 NEC etc
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Hitachi V6 stack for Win98

*1PT: |P Translator

f— I :No need to
NDIS mini port driver change!!

IPv4

r—

IPv6
Trver

Network Card

(2) 6bone

Experimental Network
— Production Quality Network
pTLA (Experimental)
- STLA( )
6bone Routing Registry
| X for IPv6

_6TAP
—NSPIXP6 (1999 9 ),
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(2) 6bone

* Research Network

— 6REN(IPv6 Research and Educational Network)
 Industries

—Vv6

— |Pv6
< 11J(1999 9 )

b. -
‘, [ SOUM Corp.|:

Ether
64K

15BN 6bone event team NTT Software Lab.

Tunnel
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— 6REN Initiative, v6

]
| Pv6, ( ), Networ ld+I nter op96

, 1996
RFC , ASCI |

1998 10




