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? Byte Streams

0000000 071472 064545 064562 071557 077041
0000020 040163 064144 070143 027063 067550
0000040 027144 071151 027151 067543 065056
0000060 051515 020107 015443 041044 053444
0000100 040044 024033 035102 027052 070152
0000120 043443 022057 044516 036167 022131
0000160 071557 077041 062563 071151 067551
0000180 027063 067550 062555 063456 064562
0000200 067543 065056 020160 051120 053111
0000220 041044 053444 066444 050044 022044
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1/2

Http/1.1 200 ok
date: wed, 03 nov 1999 10:17:24 GMT

<Html>
<HEAD><TITLE>IRI</TITLE></HEAD>

<img src="irilogo.gif"align="right"><br>

<H2> </H2>

<BR CLEAR=ALL>
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Freebsd (foo.bar.iri.co.jp) (ttypl)
login: foobar
password:

"

l

Ifoobar
password23d

|s -al *vpn*
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Authentication
Authorization (Control)
Defense

Security Protocol 16/Dec/1999 1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 16

i ! >
Presentation material Internet Research Institutenc.  [ITA]




Security Protocol 16/Dec/1999
Presentation material

Authentication

1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 17
Internet Research Ingtitute,Inc. l]]]

Authorization
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Defense
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1/3

permit

Authorization

e

Authentication
\

— Yden
Defense X y
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Presentation material

Authentication Authorization Defense
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D)e(ny D)e(ny
A Authorization b |

Authentication Defense

Deny

|:| |:h|:| Permit
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..cont

7

\xg

Permit

Authorization

<
Authentication
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Reject'w DB !
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1.Legacy password

2.PassPhrase

3.0TP(One Time Password)

4. Authentication Device ( )
5.Digital Sigunature( )
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...cont

RADIUS, TACACS, Securel D,
defender,LDAP...etc

( )
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Authorization
(Authentication)

B
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RADIUS

TACACS

TACACS+

DAIMETER ( )
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Defense

ol
L]
.
. Y
1 >
|
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Firewall
Packet filtering ( )

Replay attack detect
State inspection
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Packet filtering

Src_A:portA =——— Dst_A:portA

Src_B:* }e— Dst_B:portB
Src_C:portC «—— Dst_C:*

Src_D:* —» Dst D:*
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B®  Packet filtering

interface Ethernet 0/0

Ip access-group 110in

ip access-group 111 out

!

access-list 110 deny udp any 224.0.0.0 31.255.255.255 eq syslog
access-list 110 deny udp any host 10.238.101.17

access-list 110 permit udp any eq 500 any eq 500

!

access-list 111 deny 50 any any

access-list 111 permit udp any eq 500 any eq 500
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(Attack/Crack..etc)

(Defense)
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214
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BUGTRAQ-JP@QSECURITYFOCUS.COM
BUGTRAQ@SECURITYFOCUS.COM

ML ,Website,newsgroup
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3/4

Firewall Defenders
http://www.firewall.gr.jp/

All Rights Reserved, Copyright (C) Firewall Defenders ( ) 1998

Firewal
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2. VPN
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VPN

VPN: Virtua Private Network

1.VPN = Tunneling
2.Encryption( )
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VPN

VPN # security

L2TP
VPN
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VPN

VPN
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Datalink
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SEVPN

Application VPN

%ER g, gl_ (Secure Socket Layer)

SSH (secure Shell)
...ec

|P VPN

IPSEC(IP Security), TPniP
Me(t)biIeIP
...€elC

Data-link VPN

L 2TP(Layer 2 Tunndling Protocol), PP T P{Point-to-Point Tunndling Protocol)

L 2F(Layer 2 Forwarding protocol), M PL_S(M ulti-Protocol Label Switch)
M POA (Muiti-Protocol Over ATM) M obilePPP

...€lc
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p

VPN

VPN

VPN Device

VPN Device

VPN Device

Concentrater

VPN Device

VPN Device

VPN Device

1 VPN Device
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VPN

|
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A A

VPN Device

P
)
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VPN Device
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VPN Device
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1.

2.

Authentication

Authorization

RADIUS

3.

defense

L2TP

IPsec‘
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“n RADIUS |

Remote Access Dall-In User Servic

RFC2138 Standards Track
RADIUS

RFC2139 RADIUS Accounting
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RADIUS Server
RAIUS Cllent(NAS) NAS
RADIUS @
4 / =
-
NAS |: 254
( RADIUS )
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RADIUS

RFC2138 RFC2139
1812 port| =¥ p Uy 1813 port]

% tAccounting
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RADI US ...cont

RFC2138 RFC2139

I RADIUS ! ; !

Authentication Authorization Accounting Accounting  Accounting Accounting

Access-Request Access-Accept Start Response Stop Response

LCP NCP L CP/NCP Phase L CP/INCP Phase
PAP/CHAP Address Assign | |
Connect! Disconnect!
>
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gP RADIUS Authentication

Code:  Access-Request

Identifier: 85
Authentic: 1234567890123456
Attributes:
User-Name = “not@iri.co.jp” :RADIUS

Service-Type = Framed-User

NAS-IP-Address = 203.63.154.1

NAS-Port = 1234

NAS-Port-Type = Async

User-Password = "<205><234><3><18><185><131><163><202>VvH"
sending Access-Request...
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RADIUS Authorization

Code:  Access-Accept
Identifier: 85
Authentic: 6<0>0<191><201><25><233>y<17><242>Fr<221><144>"7
Attributes:
Service-Type = Framed-User
Framed-Protocol = PPP ;
Framed-I P-Address = 255.255.255.254 ‘RADIUS Server

Framed-I P-Netmask = 255.255.255.255 :
Idle-Timeout = 3600 ; 3600
mﬂ?{'gﬁ;‘;mww% 1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 64
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BURADIUS

1.RADIUS daemon
oS

2.Authentication Database
RADIUS
RADIUS LDAP,SQL
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B RADIUS

RADIUS system log RADIUS accounting log

RADIUS Server A RADIUS Accounting
— [1812 port] 1813 port]
Authentication
. Accounting
Authorization
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User

Management Accounting
Data Base Data Base

Authentication
Authorization Accounting

RADIUS RADIUS
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B'  RADIUS

Thu Feb 4 13:13:36 1999: Authenticate: Password check error for
ppp-joe: 10.238.101.162.1025, id=180

Wed Sep 15 11:51:35 1999: Calc _digest: Wrong NAS Address:
10.238.101.162.1025, id=133

Wed Sep 15 16:16:13 1999: Authenticate: Neither User Nor Default Name
for not@iri.cojp: 10.238.101.17.1645, id=0

Wed Oct 13 20:48:21 1999: forward_duplicate request: Backlog of 501
exceeds 500 requests

Tue Nov 9 15:05:30 1999: Authenticate: Neither User Nor Default Namefor
not@iri.cojp: 10.238.101.17.1645, id=12
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B RADIUS

1.Authenticate: Password check error for ppp-joe
ppp-joe

2.Calc_digest: Wrong NAS Address: 10.238x.X.
NAS

3.forward_duplicate_request: Backlog of ...

RADIUS request
RADIUS Protocol UDP
m?aﬁ?ongaj{glaeﬂm 1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 70
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B RADIUS

Sat Oct 16 14:47:42 1999: forward_duplicate request:
Sat Oct 16 14:47:42 1999: forward_duplicate_request:
Sat Oct 16 14:47:42 1999: forward_duplicate request:
Sat Oct 16 14:47:42 1999: forward_duplicate request:
Sat Oct 16 14:47:42 1999: forward_duplicate_request:
Sat Oct 16 14:47:42 1999: forward_duplicate_request:
Sat Oct 16 14:47:42 1999: forward_duplicate_request:
Sat Oct 16 14:47:42 1999: forward_duplicate_request:
Sat Oct 16 14:47:43 1999: forward_duplicate_request:
Sat Oct 16 14:47:43 1999: forward_duplicate_request:
Sat Oct 16 14:47:43 1999: forward_duplicate request:
Sat Oct 16 14:47:43 1999: forward_duplicate request:
Sat Oct 16 14:47:43 1999: forward_duplicate_request:
Sat Oct 16 14:47:43 1999: forward_duplicate_request:
Sat Oct 16 14:47:43 1999: forward_duplicate_request:

Security Protocol 16/Dec/1999
Presentation material

1999 © Naoto MATSUMOTO

1/2

Backlog of 1426 exceeds 500 requests
Backlog of 1427 exceeds 500 requests
Backlog of 1428 exceeds 500 requests
Backlog of 1429 exceeds 500 requests
Backlog of 1430 exceeds 500 requests
Backlog of 1431 exceeds 500 requests
Backlog of 1432 exceeds 500 requests
Backlog of 1433 exceeds 500 requests
Backlog of 1434 exceeds 500 requests
Backlog of 1435 exceeds 500 requests
Backlog of 1436 exceeds 500 requests
Backlog of 1437 exceeds 500 requests
Backlog of 1438 exceeds 500 requests
Backlog of 1439 exceeds 500 requests
Backlog of 1440 exceeds 500 requests

Environmental cooperation 1998,1999 71
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B RADIUS

212

Sat Oct 16 14:47:43 1999: forward_duplicate request: Backlog of 1452 exceeds 500 requests
Sat Oct 16 14:47:43 1999: forward_duplicate request: Backlog of 1453 exceeds 500 requests
Sat Oct 16 14:47:43 1999: forward_duplicate_request: Backlog of 1454 exceeds 500 requests
Sat Oct 16 14:47:43 1999: forward_duplicate_request: Backlog of 1455 exceeds 500 requests
Sat Oct 16 14:47:43 1999: forward_duplicate_request: Backlog of 1456 exceeds 500 requests
Sat Oct 16 14:47:43 1999: forward_duplicate_request: Backlog of 1457 exceeds 500 requests
Sat Oct 16 14:47:43 1999: make _send_buffer: Out of memory

Sat Oct 16 14:47:43 1999: Exit on signal (100)

Sat Oct 16 14:47:43 1999: make send_buffer: Out of memory
Sat Oct 16 14:47:43 1999: Exit on signal (100)

"M
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L2TP

L2TP
Layer Two Tunneling Protocol

RFC2661 Standards Track

L2TP
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L2TP

_2TP  PPPoverlP
| 2TP #
L 2TP  Tunneling
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1.PPP
2.1P

3.PPP

Security Protocol 16/Dec/1999
Presentation material

L2TP

PPP
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1.1SP

2.

L2TP

Virtual Diaup

Security Protocol 16/Dec/1999
Presentation material

1999 © Naoto MATSUMOTO

Environmental cooperation 1998,1999 76
Internet Research Ingtitute,Inc. .]]]

38



B L2TP

LAC
1.PPP Datagram

2.

(UDP)

3.PPP Datagram
4.PPP

LCP/NCP

LNS [

Security Protocol 16/Dec/1999
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=N

lsr _( Tunnel

: |UDP/IP

>

[:i HOE Site
PPP

User LAC: L2TP Access Concentrator
LNS: L2TP Network Server
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L2TP

1. (Authentication) [ ]
RADIUS
2. (Authorization) [ ]
PPP
3. (defense) | ]
(IP )
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L2TP

1.PPP Encryption (Layer 2 Encryption)
2.1Psec (Layer 3 Encryption)
3.Application Layer Encryption
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LAC

1Cisco LAC Configuration

aaa new-model

aaa authentication login default local

aaa authentication ppp default local

aaa authorization exec default local

aaa authorization network default local

vpdn enanle VPDN
vpdn domain-delimiter @ suffix @
vpdn-group 1

request dialin [2tp ip 10.10.10.17 domain |2tp.net @I 2tp.net

local name LAC
[2tp tunnel password L2TP Auth
Security Protocol 16/Dec/1999 1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 81
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LNS

Ascend MAX
Ethernet->Mod config ->L 2 Tunneling options
L2TP Mode=LNS LNS
L2TP Auth Enabled=Yes L2TP Auth
L2TP System Name=L NS00 LNS
Ethernet->Names / Passwords nat@I 2tp.net
Name=nat@I|2tp.net
Active=Yes
Recv PW=2tpPaSSwoRD
Ethernet->Names / Passwords LAC-LNS
Name= LACO0
Active=Yes
Recv PW=
Security Protocol 16/Dec/1999 1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 82
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: LAC 1/9

51.848 Se0:18 PPP: Phaseis AUTHENTICATING, by thisend
51.876 Se0:18 PAP: | AUTH-REQ id 1 len 16 from "nat @I 2tp.net"
51.880 Se0:18 PPP: Phase is FORWARDING

51.884 Se0:18 VPDN: Looking for tunnel -- 12tp.net --

51.908 Se0:18 VPDN/1: Got tunnel info for 12tp.net

51.912 Se0:18 VPDN/1: LAC

51.916 Se0:18 VPDN/1: |2tp-tunnel-password

51.916 Se0:18 VPDN/1: 1P 10.10.1.17

51.928 Se0:18 VPDN/1: curlvl 1 Address 0: 10.10.10.17, priority 1
51.932 Se0:18 VPDN/1: Select non-active address 10.10.10.17, priority 1
51.936 Tnl 12 L2TP: SM Stateidle

51.940 Tnl 12 L2TP: O SCCRQ

51.948 Tnl 12 L2TP: Tunnel state change from idle to wait-ctl-reply
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' LAC 2/9

51.952 Tnl 12 L2TP: SM State wait-ctl-reply

51.956 Se0:18 VPDN: Find LNS process created
51.956 Se0:18 VPDN: Forward to address 10.10.10.17
51.960 Se0:18 VPDN: Pending

51.964 Se0:18 VPDN: Process created

51.976 Tnl 12 L2TP: | SCCRP from LNS

51.980 Tnl 12 L2TP: Got a challenge from remote peer, LNS

51.984 Tnl 12 L2TP: Got aresponse from remote peer, LNS
51.988 Tnl 12 L2TP: Tunnel Authentication success

51.992 Tnl 12 L2TP: Tunnel state change from wait-ctl-reply to established
51.996 Tnl 12 L2TP: O SCCCN to LNS tnlid 12

52.000 Tnl 12 L2TP: SM State established

52.008 Se0:18 VPDN: Forwarding...
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: LAC 3/9

52.012 Se0:18 VPDN: Bind interface direction=1

52.016 Tnl/Cl 12/12 L2TP: Session sequencing disabled

52.020 Tnl/Cl 12/12 L2TP: Session FS enabled

52.024 Tnl/Cl 12/12 L 2TP: Session state change from idle to wait-for-tunnel

52.028 Se0:18 Tnl/Cl 12/12 L2TP: Create session

52.032 Tnl 12 L2TP: SM State established

52.036 Se0:18 Tnl/Cl 12/12 L2TP: O ICRQ to LNS 12/0

52.044 Se0:18 Tnl/Cl 12/12 L2TP: Session state change from wait-for-tunnel
to wait-reply

52.048 Se0:18 VPDN: nat@I2tp.net is forwarded

52.088 Se0:18 Tnl/Cl 12/12 L2TP: O ICCN to LNS 12/1
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: LAC 4/9

52.096 Se0:18 Tnl/Cl 12/12 L2TP: Session state change from wait-reply
to established

53.048 %L INEPROTO-5-UPDOWN: Line protocol on Interface
Serial0:18, changed stateto u

57.324 %I SDN-6-CONNECT: Interface Serial 0:18 is now connected to
03540#98## not@| 2tp.net
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: LNS 5/9

L2TPCM-8: Parse StartControl ConnectionReguest

L2TPCM-8: .. Protocol Version = 0x0100

L2TPCM-8: .. Framing Cap = 0x00000003

L2TPCM-8: .. Bearer Cap = 0x00000003

L2TPCM-8: .. Firmware Revision = 0x1205

L2TPCM-8: .. Name =

L2TPCM-8: .. Vendor Name =

L2TPCM-8: .. TunnelID = 18 (0x0012)

L2TPCM-8: looking for ' ' shared secret...

L2TPCM-8: shared secret with' 'is' '
L2TPCM-8: sending StartControl ConnectionReply; peerTunnelID=73

L2TP Tunnel Authentication!
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L2TPCM-8: transportRxCallback from[ ]
L2TPCM-8: Event = RxSCCCN

L2TPCM-8: shared secret with' "is' '
L2TPCM-8: Session state chg from Remote-Start to Up
L2TPCM-8: transportRxCallback from[ ]

L2TPCM-8: Event = RxInCallReq

L2TPCM-8: peerscall idis241

L2TPCM-8: parse IncomingCallReq

L2TPCM-8: .. peersCallld = 241

L2TPCM-8: .. peersCall SerialNumber=0

L2TPCM-8: .. Bearer Type = 0x00000001

L2TPCM-8: processVirtual InCall

L2TPCM-8: Connection state changed to WAITING, routelD =0
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: LNS 7/9

L2TPCM-8: virtualCallAnswerCall. Routel D 6, LinearPort 27
L2TPCM-8: virtualCalUp

L2TPCM-8: sending IncomingCallReply; myCID=6 hisCID =241 RxW=0
L2TPCM-8: transportRxCallback from [ ]
L2TPCM-8: Event = RxInCallCon

L2TPCM-8: parse IncomingCallCon

L2TPCM-8: .. AVP 24 ignored

L2TPCM-8: .. Framing Type = 0x00000002

L2TPCM-8: .. AVP 29 ignored

L2TPCM-8: .. AVP 32 ignored .
L2TPCM-8: .. AVP 30 ignored L2TP EStabI IShedI
L2TPCM-8: .. AVP 31 ignored

L2TPCM-8: .. AVP 33 ignored PPP continue
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 LNS 8/9

PPPIF-6: _initAuthentication

PPPIF-6: auth mode 3

PPPIF-6: PAP/ICHAP/MSCHAP auth, incoming
PPPIF-6: Link Isup.

PPPIF-6: pppMpNegUntimeout last O layer O
PPPIF-6: pppMpNegUntimeout last 0 layer O
PPPIF-6: LCP Opened, local 'Answer', remote "
PPPIF-6: _openAuthentication

PPPIF-6: pppMpNegUntimeout last O layer 1
PPPIF-6: Auth Opened

PPPIF-6: Remote hostNameis'nat @I2tp.net'

PPPIF-6: assigning profile 'nat@I|2tp.net’
PPPIF-6: CBCP Opened
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PPPIF-6:
PPPIF-6:
PPPIF-6:
PPPIF-6:

PPPIF-6

PPPIF-6:
PPPIF-6:
PPPIF-6:
PPPIF-6:
PPPIF-6:
PPPIF-6:

PPPIF-6
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: LNS 9/9

pppM pSendNeg Pkt
pppMpNegTimeout layer 4

vj comp on

using address from pool 0

: Allocated address [10.10.10.162
opening IPNCP: 10.10.10.17 -> 10.10.10.162
pppM pSendNeg Pkt
pppMpNegUntimeout last O layer 4
pppM pSendNeg Pkt

pppM pSendNeg Pkt

pppM pNegUntimeout last O layer 4
: IPNCP Opened t0 10.10.10.162

PPP CONNECT!

=
Internet Research Ingtitute,Inc. l]]]

L2TP

PPP
— LAC  LNS
PPP
Client
PPP R PPP
Cllmt EEEEEEEEEEER %rva'
PPP ; ;
Client
PPP . L2TP
Client
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: LNS 1/3

PPPIF-6: Administrative CLOSE of LAYER_AUTH : Close OK
PPPIF-6: pppClearPendingAuth

PPPIF-6: Link Isclosing. layer O

PPPIF-6: _pppClose called

PPPIF-6: cleanup pass

L2TPCM-8: transportRxCallback from [ ]
L2TPCM-8: Event = RxCallDiscNotify

L2TPCM-6: Clear call

L2TPCM-8: virtual CallLocallyCleared; bad conninfo BOSACD20 (0)
L2TPCM-8: Event = SessionTimerExpired

L2TPCM-8: idle session being taken down.

L2TPCM-8: Event = L ocal StopReq

L2TPCM-8: sending StopControl Connection; peerTunnlD=73 RC=0 EC=0
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 LAC 2/3

30.549 Se0:18 Tnl/Cl 12/12 L2TP: | CDN from LNS tnl 12, cl 1
30.561 Se0:18 Tnl/Cl 12/12 L2TP: Destroying session
30.561 Se0:18 Tnl/Cl 12/12 L2TP: Session state change from established to idle

30.569 Tnl 12 L2TP: Tunnel state change from established to no-sessions|eft

30.573 Tnl 12 L2TP: No more sessions in tunnel. shutdown (likely) in 15 seconds

30.585 JST: %I SDN-6-DISCONNECT: Interface Serial0:18 disconnected from
03540#98## nat@I 2tp.net, call lasted 39 seconds
30.857 %L INK-3-UPDOWN: Interface Serial0:18, changed state to down
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: LAC 3/3

30.889 Se0:18 PPP: PhaseisTERMINATING
30.893 Se0:18 LCP: State is Closed

30.893 Se0:18 PPP: Phase is DOWN

30.897 Se0:18 VPDN: Cleanup

30.897 Se0:18 VPDN: Reset

30.901 Se0:18 VPDN: Unbind interface

31.857 %L INEPROTO-5-UPDOWN: Line protocol on Interface Serial0:18,
changed state to down

45.580 Tnl 12 L2TP: O StopCCN to LNS tnlid 12

45,588 Tnl 12 L2TP: Tunnel state change from no-sessions-eft to shutting-down

45,596 Tnl 12 L2TP: Shutdown tunnel
45.596 Tnl 12 L2TP: Tunnel state change from shutting-down to idle
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B L2TP Debug Ascend

> | 2tpcm

L2TPCM debug is now ON
> pppif

PPPIF debug is ON

> pppif

PPPIF debug is OFF

> | 2tpcm

L2TPCM debug is now OFF
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? L2TP Debug Cisco

L 2tp-router#debug vpdn ?
error VPDN Protocol errors
event VPDN event
|2tp-sequencing L2TP sequencing
|2x-data L2F/L2TP data packets
I2x-errors  L2F/L2TP protocol errors
I2x-events  L2F/L2TP protocol events
I2x-packets  L2F/L2TP control packets
packet VPDN packet
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B L2TP

L S
LAC  3Com Ascend Cisco Nortel

3Com O O O O
Ascend o) o) o) o)
Cisco o) O )

VPN Operators Workshop [01]
L2TP(Layer 2 Tunneling Protocol) Interoperability Test 1999/Apr/19-21 (3days)
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8 RADIUS L2TP

LAC RADIUS (__ Cisco)

[2tp.net
Service-Type = Outbound,
Cisco:Cisco-Avpair="service=ppp",
Cisco:Cisco-Avpair="protocol=vpdn",
Cisco:Cisco-Avpair="vpdn:tunnel-id=I2tp-net-tunnel ",
Cisco:Cisco-Avpair="vpdn:tunnel-type=I2tp",

Cisco:Cisco-Avpair="vpdn:|2tp-tunne -password=secret”,

Cisco:Cisco-Avpair="vpdn:ip-addresses=10.10.10.17"
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B L2TP ]

_2TP  PPPoverlP
| 2TP #
L 2TP  Tunneling
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' [Psec

| Psec
| P security protocol

RFC 2401 RFC2412, RFC2451
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| Psec

1.IPsec IP
2.1P
3.1P

Authentication

[
.
lllll
[nn " e

+Defense
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OSA(Secur ity

" Association)

EEEEEEy

wyEEER

NI EEEEEEEEEEEEEEEEE®

| Psec

: ESP Tunnel mode
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| Psec

1IKE
2.AH {Transport | Tunnel mode}
3.ESP {Transport | Tunnel mode}
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B RFC 2409 IKE 1/2

IKE
UDP 500
- Encryption algorithm /
- Hash algorithm /
- Authentication method /

- Group Description { MODP | ECP | EC2N}
- Life Type { seconds | kilobytes}
- PRF(pseudo-random functions)
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B RFC 2409 IKE 2/2

- Encryption algorithm: [DES-CBC]

- Hash algorithm: [MD5]

- Authentication method: [pre-shared key]
- Group Description: [MODP]
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RFC 2402 AH

AH: Authentication Header
1.IP
2.

P
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AH

Original 1Pv4

AH Transport mode

— —

AH Tunnd mode
New P Har JRorig P
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RFC 2406 ESP

ESP. Encapsulating Security Payload
1.1P
2. 1P

+
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ESP

ESP Transport mode

Orig 1P Har [treitircp foaTa it

Hdr Traller Auth

ESP Tunnel mode

New | P Hdr

= B =

Traller Auth
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|IPsec RFC 1/2

RFC 1320 The MD4 M essage-Digest Algorithm
RFC 1321 The M D5 Message-Digest Algorithm

RFC 1828 | P Authentication using Keyed MD5
RFC 1829 The ESP DES-CBC Transform

RFC 2040 The RC5, RC5-CBC, RC5-CBC-Pad, and RC5-CTS Algorithms
RFC 2085 HMAC-MDS5| P Authentication with Replay Prevention

RFC 2104 HMAC: Keyed-Hashing for M essage Authentication

RFC 2144 The CAST-128 Encryption Algorithm

RFC 2202 Test Casesfor HMAC-MD5 and HMAC-SHA-1

RFC 2268 A Description of the RC2(r) Encryption Algorithm
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|Psec RFC 2/3

RFC 2401 Security Architecturefor the Internet Protocol

RFC 2402 | P Authentication Header

RFC 2403 The Use of HM AC-M D5-96 within ESP and AH

RFC 2404 The Use of HMAC-SHA-1-96 within ESP and AH

RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit 1V
RFC 2406 | P Encapsulating Security Payload (ESP)

RFC 2407 The Internet 1P Security Domain of Interpretation for ISAKMP
RFC 2408 Internet Security Association and Key M anagement Protocol
RFC 2409 The Internet Key Exchange (IKE)

RFC 2410 The NUL L Encryption Algorithm and Its Use With | Psec
RFC 2411 | P Security Document Roadmap

RFC 2412 The OAKLEY Key Determination Protocol
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|IPsec RFC 3/3

RFC 2451 The ESP CBC-Mode Cipher Algorithms

RFC 2631 Diffie-Hellman Key Agreement Method

RFC 2521 |CMP Security Failures Messages

RFC 2522 (E) Photuris: Session-Key M anagement Protocol

RFC 2523 (E) Photuris: Extended Schemesand Attributes

RFC 2709 Security Moded with Tunne-mode | Psec for NAT Domains

Policy Handling RFC =0

Standards Track
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| Psec

| Psec client | Psec concentrator

2.
| Psec SGW*1  |Psec SGW

(SGW* 1 = Security Gateway)
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| Psec

| Psec Concentrater

| Psec client

| Psec client

| Psec client

| Psec client

| Psec client

| Psec client

1 | Psec client

Security Protocol 16/Dec/1999
Presentation material

1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 115

=2y
Internet Research Ingtitute,Inc. l]]]

|Psec client X 1/8

licy Editcr

ol x| 4]
Netwark Sacunty Policy

2K
[ A1l Comnectiors

— Buythe=nticstion Kethod sd 4
b ;I;lclmi:::; Futhentication Method |Prw-5ru-rdkrr 'i
5 ile.l.:;m Fhee 1] At il
fpreit]
& 41 Few Evchens (Fhaws 21 Hushdlk  MI5 =
E Propozal 1 Ceronds EBytaz
.4 Propozal 2 CA Life {Ureaciind =]

Koy Croapm |Du|1M—HeIIr-=n Eroup |

=
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File EdE Cprom  Hep

|Psec client X 2/8

== 4]

Netwark Secunty Policy

[ AN Carnctions

My T=ntiy
= Seuricy Policy

-5 futhenticat ey Fhese 1]

D Fropogsl 1

L__,_' Propusal 2
= -2ff Bew Exchanos [Fhass 2

Propuzal 1

Propozal 2

— Buthentmstion Method srd Aleniitt

Futhentiation Method IF‘r\.-_-ﬁ-\algdk!y "'I

Encrfitie and Data [nag: iy Algor e

Encrypt Blg  |DES -
Haxh S SHA-1 -

o EBytaz
EA Life [Aer =] F0 [36e]
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=
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|Psec client X 3/8

Blm| == #14]

Netwark Sacunty Policy

[ g All Carnoctios

My Mantity
= Seuricy Policy
55 futhenticatiey Fhese 1]
D Fropogs! 1
L__,_' Propazal 2
:a K Exchonpe (Phegs 20

Propnzal 2

~1FSe0 Protook

* Encap=ulston Protocnl SESF?
Encrpt g |DES
Hsgh Al EHA-1

Epcaraulabon '|T|,rn_-| -l
Secords ¥ Eiptme
AT S Tew—— T

™ Authandication Protocal S4H!

i (LS
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|Psec client X 4/8

File EdE Cprom  Hep

== 4]

Netwark Secunty Policy

[ AN Carnctions

~1FS= Protocole
iy Hentity
=3 Securicr Policy I Encepzulaton Frulml:ll {ESFY
55 futhenticsl v Fhase 11 baime  [OEE. =]
- Proazal 1 At lﬁ
-‘D Propazal 2 -~

et E e I
5 g Eew Enchanps (Phees 2

Eha= |I|._- _..-_H |

| futhandication Proiocal S4H

Heah Al Hé-1 -

Emcapaultion [Tunel -]

Sociras EEytaz

=i Lifs [ecrh = Fox o700
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|Psec client X 5/8

2l e+ 4]

Metvork Secunty Podicy
-1 o8y Al Carnectirs Cannect o Securby
Pty Kantiy & Gacura

= Sarurky Policy

A
H &) Puthenlication Fhean 1] P
Progeazal 1

PFropmzal 2

= 'E.‘ Eezu Exchangs [Phase &
[ Procmzat 1
[2] Propazal 2

& Conect uaig Secun ey Tuined

I Topa :|Dcmm Hamre -r] [P fddress
j‘bﬂlnwzm‘: TEZT62100 T
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|Psec client X 6/8

My Certificates ©A Certificates IORLS I Certificate Pequests Settings! fbout l

& certificate autharity (CA) iz an oreanization that issues certificates.

Ch certificates:

Wiem

rif atian ri on — Tha o Iin ~—|
Certification Services Division — Thawte Consulting erify i
Certification Services Divizion — Thawte Consulting oo =
Certification Services Divigion — Thawte Consulting cc 2
Class 1 Public Primary Gertification Authority — G2 + () 1998 WeriSien, Inc. - Canfigure.. I
Clazz 1 Public Primary Certification Authority — VeriSign, he.
Glazz 2 Public Primary Certification futhority — G2 + i) 1993 VeriSien, Inc. - Export..
Clazz 2 Public Primary Certification Authority — VeriSien, Inc.
Glazz 3 Public Primary Certification Authority — G2 + () 1993 VeriSien, Inc. - ;j Delete.. I

Betrieve CA Certificate.. Import Certificate... I
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| Psec client X 7/8

44" Subject:  “Internet Research Inetitute, Inc.”, Senior
Th Rezearcher, Maoto MASTUMOTO el
FHESE: Iesuer:  “Internet Research Institute, Inc.”, Senior N recered.

Feszearcher, Naoto MASTUMOTO
SerialMumber:  §013:05:02:08:40:F4:88:66:F F:A8:7B:0B:56:0C:24

“alidity:  from December 11, 1999 to January 10, 2000 i

Betrieve

Delete..

dild

Close i
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|Psec client X 8/8
::

————— END NEW CERTIFICATE REQUEST-----
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|Psec client N 1/3

Eile Edit Optionz Help

Connection  |[Psec-uzername-password -
Extranet = i i

Access Description  [Username and password for IPsec

Client

Dial-up IiNﬂnE‘.-

User Mame Iipsec—nat

Pazzword |

[T Eae Hassword

% Destination  [192168.102.163

Connect I Cloze Save |
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|Psec client N 2/3
e

& {lze Lzer Mame and Paszword Suthentication: =

anet

Edit

Fils

£ Uze Entrust Digital Certificate Suthentication a
Access " Use Group Security futhentication =
Client o Secur ity Gredentials

E{iniio 8 [ I @

Gitoup Passmord |

Eroup Authentication Datians
& Ghalleres Besporee Tolket MI =
£ Hespnriee Wl Toker EEtie 2> I

£ Girn Passmard Glthentieatin —

OF I Gancel Help
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|Psec client N 3/3
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‘' | Psec

VPN Device | Psec SGW

en/

| Psec SGW >IPsecSGW

| Psec SGW | Psec SGW
| Psec SGW | Psec SGW
m‘{mﬁ?ﬁéZDw:@gg 1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 127
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B IPsec SGW Y 1/4

# RT100i Rev.3.01.13 (Thu Mar 25 11:35:41 1999)
ipsec auto refresh on

ipsec ike host 10.13.10.26

ipsec pre-shared-key 10.13.10.26 text himitsu

ipsec sa policy 101 10.13.10.26 esp des-cbc md5-hmac
tunnel select 1

ip tunnel route add net 192.168.101.0/24 2

ipsec tunnel 101

tunnel enable 1
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|Psec SGW Y 2/4

tunnell# show ip route

Destination/Netmask Nexthop Metric TTL(second)
10.13.10.16/28 LAN1(10.13.10.25) 0 implicit
192.168.100.0/24 LAN1(192.168.100.1) O implicit
192.168.101.0/24 TUNNEL[O01] 2 static
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|Psec SGW Y 3/4

19:23:21: [IKE] respond ike phase to 10.13.10.26
19:23:21: [IKE] add SA[1]
19:23:23: [IKE] finished successfully

19:23:25: [IKE] respond ipsec phase to 10.13.10.26
19:23:25: [IKE] add SA[2]
19:23:28: [IKE] finished successfully

19:23:30: [IKE] initiate ipsec phase to 10.13.10.26 fortunnel[1]
19:23:30: [IKE] add SA[3]
19:23:32: [IKE] finished successfully

Security Protocol 16/Dec/1999 1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 130

i ! >
Presentation material Internet Research Institutenc.  [ITA]




|Psec SGW Y 4/4

tunnell# show ipsec sa

SA[1] / Duration: 28365(s), Direction: bidirection
Remote Host: 102.138.108.26

Protocol: IKE

Status: established idle

SPI: F6 1D 7D E9 87 1B 35 64 FA C2 FB 09 F7 AE E3 90
Key: 0D ** ** ** ** (confidential) ** ** ** ** Ff
SA[2] 7/ Duration: 28369(s), Direction: receive
Remote Host: 10.138.108.26

Protocol: ESP (Mode: tunnel), IKE SA: SA[1]
Algorithm: DES-CBC (for Auth.: HMAC-MD5)

Status: established idle

SPI: F2 4A 7F E3

Key: EQ ** ** ** ** (confidential) ** ** ** **x §7
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0.0226 040600509545 00e0l8as6eZc  IPSEC ESP Protocol (3P 4026505
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| Psec 3/5

File Edit Capture| Display Toals S Help
) g Star. (‘+K‘ Drestination |Prmocul ‘Info -
L] PR b ) oo can, TUOT. TDD FERTUTLTIULE. TT T LU TR COF CoOF 1 aF1=U0AU0IS
779 2.227802 pkiMM.note.iri.co.jp 202.238.109.163 ESP ESP (SPI=0x0008
780 2.227956 secOl.note.iri.co.jp o TCP G000 » 4355 [PS
781 2.257518 pkilt.note.iri.co.jp 202.238.109.163 ESP ESP (SPI=0x0008 L
782 2.257940 secld.note.iri.co.ip o RADIUS  Access Request(
783 2.258687 o secOl.note.iri.co.jp TCP 4355 » 000 [AC
784 2.258737 o sacOl.note.iri.co.jp TCP 4352 » OO0 [AC
7as 2 202.238.109.1863 pkill.note.iri. j ESP ESP (SPI=0x0024
7aE 2 202.238.109.1E63 pkill.note. ESP (SPI=0x0024
] : &
VR 2.268842 202.238.109.183 pkill.note. i w0024 |/
[-1 | =
=
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| Psec 4/5

1 0.0000 IPSEC 00503efalecl UDP Internet Key
Excahnge Protocol (IKE)

IKE: Initiator Cookie = 0x03f208152c8a542f

IKE: Respondor Cookie = 0x8d400bf9fld6ebed

IKE: Next Payload = Security Association (0x01)
IKE: Version = 01.00

IKE: Exchange Type = ldentitiy Protection (0x02)
IKE: Authentication Only bit Flag = 0x00

IKE: Commit bit Flag = 0x00

IKE: Encryption bit Flag = 0x00

Security Protocol 16/Dec/1999 1999 © Naoto MATSUMOTO Environmental cooperation 1998,1999 135

i ' >
Presentation material Internet Research Institute,inc.  [lTE]

| Psec 5/5

1 0.0000 IPSEC 00503efalecl UDP Internet Key ExcahngeProtocol (IKE)
IKE: Protocol ID = PROTO_ISAKMP (0x01)

IKE: - Isakmp Protocol Header -— IKE: SPI Size = 0x00

IKE: IKE: #of Transform = 0x01

IKE: Initiator Cookie = 0x03f208152c8a542f IKE:

IKE: RespondorCookie=0x8d400bf9f1d6ebed IKE: SPI = None

IKE: Next Payload = Security Association (0x01) IKE:

IKE: Version = 0100 IKE: - Transform Payload Heeder --—

IKE: Exchange Type= Identitiy Protection (0x02) IKE: Next Payload = None (0x00)

IKE: Authentication Only bit Flag = 0x00 IKE: Reserved=0x00

IKE: Commit bit Flag = 0x00 IKE: Payload Length = Ox001c (entire payload)

IKE: Encryption bit Flag = 0x00 IKE: Transform # = O0x01

IKE: Message ID = 0x00000000 IKE: Transform ID = KEY_IKE (Ox01)

IKE: Length = 0x00000058 (keheader + payload) IKE: Reserved2 = 0x0000

IKE: IKE:

IKE: -— Security Association Payload Header -— IKE: - Transform Data (Hex) —-

IKE: Next Payload = Vendor ID (0xOd) IKE: AF bit(1bit) =1

IKE: Reserved=0x00 IKE: Attribute Type bit(15bit) = Encryption Algorithm(1)

IKE: Payload Length = 0x0030 (entire payload) IKE: Attribute Value = DES-CBC(1)

IKE: DOI = Ipsec Doi (0x00000001) IKE: AF bit(1bit) =1

IKE: Situation=SIT_IDENTITY_ONLY (0x00000001) IKE: Attribute Type bit(15bit) = Hash Algorithm(2)

IKE: IKE: Attribute Vaue = MD5(1)

IKE: - Proposal Payload Heeder -— IKE: AF bit(1bit) = 1

IKE: Next Payload = None (0x00) IKE: Attribute Type bit(15bit) = Authentication Method(3)

IKE: Reserved=0x00 IKE: Attribute Value= RSA signatures(3)

IKE: Payload Length = 0x0024 (entire payload) IKE: AF bit(1bity=1

IKE: Proposadl # = Ox0L IKE: Attribute Type bit(15hit) = Group Description(4)
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| Psec 1/2

| IR D ETL BECAUE DD S

Windows 2000 IP Security Interop page
Machire
Select the machane to apply IP Security Policy o [Geee =]

Filters fexample)

Source 1P Address | H A A | Sowrce IP Mask I L] =
Destinabon 1P Address - - . Dresbrsation IF WMask - - -
Source Fort Er Drastesation Fort Er

Protocal [2ree =

IF Dther ehosen above specily the Profocal meamber

= Mirror the above Alber ek s auy g Tramgen

* Tramspoi © Tunnel Tunned End-Paint M| o | »

- |
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BT RIS AL SR
B Fearyticzaticory Machaniam |
Thero sew o i Aol nizom bl nlrency wel o ghas il Click haxw b woo the offors

L0 o wisls Do et @ costificate oo o Miciosefl CA g0 has

Security Methods & Attributes
Mpin Mode (Phase 1)

Theie dre § defnidl o alicacy confisied on ek inachiee. CHCk heie 10 e he ol

ik Mo-che (Fhase 2§
= A (Autfseniication Haadar)
e |
= EESP (Encapailalieg Sty Pyl oaad)
Vo ity Ak ihim Ersciyplion Skzodithm
s = [
= Lifeteres af Ouick Mooes 58
[ Spconds  [ELOE (=
T PES (Chook 5ok W Pt Rueward Seorecy [ Fase 2
i
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crypto isakmp client configuration address-pool local ire . . .
o ISP J iy Cisco IPsec Client Config

crypto ipsec transform-set pc esp-des epp-md5-hmac

crypto dynamic-map dyn 10
set transform-set pc
match address 103

crypto map dyn client configuration address initiate
crypto map dyn client configuration address respond
crypto map dyn 10 ipsec-isakmp dynamic dyn

interface Ethernet1/0
ip address172.21.230.34 255.255.255.224

crypto map dyn

ip locd pool ire171.72.1.1 171.72.1.254
access-list 103 permit ip host 172.21.230.34171.72.1.00.0.0.255
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PPP on top of ssh

http://sites.inka.de/sites/bigred/swi/ss
h-ppp-new.txt

[not@sh]% ./ssh-ppp.sc
X - extracting ssh-ppp (text)
ssh-ppp: original size 1787, current size 1938

[not@sh]%
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Xedia Configuration(PDF)
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RADIUS

RADIUS-JP ML
RADIUS Discussion List in Japan
http://www.certworks.net/radius/ (

by CertworksProject
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6/8

VPN

VPN Operators ML
VPN Operators Homepage

http://www.note.iri.co.j p/vpnops/
What isthe VOW? .com
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PKI

PKI-Talk/JP ML
PKI Talk List in Japan

echo “subscribe pki-talk-jp” | mail ppserv @certworksnet
by Certworks Project
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(IDS)

Intrusion Detection Systems
IDS-JP ML coming soon?
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