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- From CSIRT

o http://www.jpcert.or.jp/
o http://www.cert.org/
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e VAXOSUNO OOOODOOOOOOO

Joooogogodod
ool
Joobooogoubotdboobobon

00000000000000
00000 (0. Crack, COPS, ..)0 0 O
0000000000000
CERT/CCO OO0

Secure Programming Susumu Sano



1999.12.16 Internet Week 99 INTRO -7

Internet Worm 1988

Do0oooooooood (
guoodood

« /etc/hosts. equivVv
« /. rhosts
e JODOOOOO

oo

 /etc/passwd
e "/.rhosts,”/.forward

goootdood

e JOOOOOODO rshyrexecO O OO O
 sendmail 0 DEBUGO O OO
e fingerd 0 gets()0O0OOO0O
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- guouboooooobooogo
bbb tdbotobobgn

F() {
int a[l];
a[2] = overwited dBP;
a[3] = overwited dPC,

SP —» {}
i

working space

Program Segment / local variables
] BP—>

; call n+1
old base pointer
return address

Data Segment
arguments

1
1 - Y
I} local variables
1
i | ! old base pointer
calln
return address

Stack Segment
arguments

- guogogogo
e OO bbobobogbotdboubd

[]
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U oo ool il oy o

char |ine[64];
while (gets(line)) {
/* do sonething */

}
[* 000 */

char |ine[64];
while (fgets(line, sizeof(line), stdin)) {
/* do sonething */

}
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U oo oo ooy o o oy o [

- pgdbootubogtubotdbotubootdn

e Segmentation violation (D O OO 0O O0O)
e Buserror (DOOOOOOOOOO)
* lllegal instruction (O O O 0O)

- J00o00ooooooooooo
e JOOOO
- 00 :(
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- popen 0 OO DOO0OOOOODOshODOO
- pbobooooobobbn

char cnd[ 128];
FI LE *nf d;
char nsg[] = "Hello World\n";

strcpy(cnd, "mail ");
strcat(cnd, argv[1]);
nfd = popen(cnd, "W');
fputs(nsg, nfd);

pcl ose(nfd);

Oooon
foo@xx.co.jp; rm-rf /

googgoog..no
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0000 (Race ConditonN\D OO O O0OOOOO
Oo0oo0ond
Jdo0odooooooooooooooood
e JOOOOOOOOO

- oot
e JULOUOLOOLOOLOOOOUO
e JUOUOODOOOOOONO
e JUOUOODOOOOOON

guoodootdbood
e UOULOOULOOUOLOOON
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Jo ool oo il oio il

- oot otgbbotgtbotbootdbotdn
- pgubotdbootdbootdbogbood

e OO

e UOULOOULOOUOLOOONO

e UUULOOULOOUOLOOLOO

- pogubootdbootdn
- guououbogog...
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CLl 0 0100 0 0[]

- NULLOO(C\O’)YOOOooooo
" Susunu®
S (CsS,u s e, m, T, \N0)
- 0o dddddn
char str[10], *cp;
strcpy(str, "Susunu");
for (cp = str; *cp; cp+t)

put char (*cp);
- strecpyld oo

char *
strcpy(char *to, char *from

char *save = to;

for (; *to = *from ++from ++to);
return(save);
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str*, strn*

STRING - 18

Jogdbootdbootdboodbotdn

strcpy(char* dst, char *src) [* OO0 */
strcat(char* dst, char *src) [* OO0 */
strcnp(char* sl1, char *s2) [* OO0 */

ogtdootdootdboodbod

strncpy(char* dst, char *src, size t |len)
strncat (char* dst, char *src, size_t |en)
strncnp(char* sl1, char *s2, size_ t |len);

note) typedef unsigned int size_t; /* BSD */
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EEEgEEuEEgE

guoodood

voi d worse(dest, src) {
char wor k[ 32];

strcpy(work, src);

}

Oon

voi d better(dest, src) {
char wor k[ 32];

strncpy(work, src, 32);
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strncpy - STRing CoPY

STRING - 20

e UOULOOULOOON
e JOUOOOOOONULLODOODOO

strncpy(li
O1ine
strncpy(li
11 ne

strncpy(li
strncpy(li

011 ne

Secure Programming

ne, "abc", 6);

== abc\0\0\O

ne, "abcdef", 6);
(*)
ne, "abcdef", 6);
ne, "ABC', 3);

== ABCdef (*)

== abcdef

(*) OOONULLO OO
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strcat - STRing conCATination

strcat(char *dst, char* src);

e OO dst OOOO src O OO
- dst O src0dnd

e dst O strlen(dst)+strlen(src)+1 0000
Ooao

strncat (char *dst, char *src, size t n);

-nooooogouogo
-dstO00ooooga

strncat (dst, src, sizeof(dst)-strlen(dst))

- 0300 00ooonh:~(
-dstJ00ONULLOOODOOOoOooooa
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STRING - 22

- str
oo
- goooogn
gc\o)yoooo
[ strncpy U U
Joodoodoodn

r
[

strlen(dst) O OOO0O?

HREEN

- poguboogboo

strncpy(dst, src, sizeof(dst)-1);
dst[sizeof (dst)-1) = 0;

- ggoogboodgood
strncpy(dst, src, sizeof(dst));
for (cp = dst, n = sizeof(dst); n
&% *cp; cpt+, n--) {

}
printf("%*.*s",

si zeof (dst), sizeof(dst), dst);

Secure Programming

ncpy,strncmp 0000000000000
00000000000 00000
00

Jooooooooobobobobn
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Joogdoooooonoonon?

STRING - 23

- oottt
char dst[ LI NELEN];

I f (strlen(src) > LINELEN-1) {
fprintf(stderr,
"Os:. too long\n", src);
goto err;

}
strcpy(dst, src);

- gobooboogoognodg
char *dst;

dst = (char*)mal |l oc(strlen(src)+1);
i f (dst == NULL) {
[* mallocOOOOOOO */
}
strcpy(dst, src);

oooooboboooooooooo!
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Joogoooooonn?

- goooao
char *dst;
dst = src;
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L L] [

ODOoooobogngdnn
strcepy,strcat 0000000
OO0o00odbooboobooboobdgngdnn

Jodggbobtdobotdootdgbtuotdgbobbobn
Joobogoogogd

bbb tdbotobobogn

awk O perl OO0 D OO0DO0OOOOOOOOOOOO
Jooooogd
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gets, fgets

#1 ncl ude <stdi o. h>

char *
gets(str)

- oot
- 0ot
HEN
0O

]
]
]
]

\n") OO0 str 000
- str 000

- 0

char *
fgets(*str, size, *strean)

- streantd J 1000

RN
Joog
oot

- d00OsizeOOOOOsize-10OOOOO
- 0o00dggoostrd Ooooggg "\o
O00g
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COpy.C

oo

#i ncl ude <stdi o. h>
mai n()

{
char |ine[128];

while (gets(line) !'= NULL)
puts(line);
}
HRERN

#i ncl ude <stdi o. h>
mai n()

{
char |ine[128];

while (fgets(line, sizeof(line), stdin)
I'= NULL)
fputs(line, stdout);
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gets [J [J L) [JL]LI

Jooodonoodoogodosi
- Freebsd OOO0OOOO0O
- GUNibc OO OO

% cat copy.c
#1 ncl ude <stdi o. h>
mai n()
{

char |ine[128];

while (gets(line) !'= NULL)

puts(line);
}

% cc copy.c
ccls23601.0: In function ‘min’:
ccl s23601. o(.text+0xe): warning: this program uses
gets(), which is unsafe.
% ./ a. out
war ni ng: this program uses gets(), which is unsafe.

%
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U oo oo ooy oo bl

10 -30

ooooooo?
1)
fgets(line, 128, stdin)

[ 2)
fgets(line, sizeof(line), stdin)
3)

#defi ne LI NESI ZE 128
char |ine[ Ll NESI ZE] ;

fgets(line, LI NESI ZE, stdin)

Juoodootdboodbood
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Susumu Sano



1999.12.16 Internet Week 99 I0-31

fgets[] [1 [

- oo odoodboodnd

- gdogoogbogboogboodnod
fgets(line, 6, stdin);
OO00Oabcdefg\nO OO0 OO0O200000:

"abccd"
"ef g\ n"

000(@oD)YooDoo
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fgetsd (0 0 0 [0 [

- 1000000 (fgetc 0)D O OO
while ((ch = fgetc(stdin)) !'= EOF) {

}
- Joooddoooboddoooodddn
i f (line[strlen(line)-1] '="\n") {
)* oooooo */
} :

Secure Programming Susumu Sano



1999.12.16 Internet Week 99 10 - 33

scanf

scanf (char *format, args);
fscanf (FILE *stream char *format, args);
sscanf (char *str, char *format, args);

- 000000000000 0000000
* 98, 3[...]

char nane[ 128];
int val;

while (scanf ("% %", nane, &val) == 2) {
printf("% = %\n", nane, val);
}

- ggouodoooon

while (scanf("%27s %", nane, &val)
== 2)
printf("% = %\n", nane, val);

Joooobuoboboobooobuoooogd
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scanf & fgets [ [1 []

oot otdbootdbnd

char line[128], nane[ 128];
int d;

while (fgets(line, sizeof(line), stdin)) {
n = sscanf(line, "% %", nane, &val);
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sprintf

- JOoooodlhined0oooOnd

char |1 ne[128];
sprintf(line, format, ...);

- QgQon:

e JUOULOUOLOOLOOLOObOoubLubLubd
o000 %s 0000

sprintf(line,
"% 113s %", str, val);

e snprintfd0OO
D200 0000000000000

snprintf(str, size, format, ...)
- vsprintf

sprintf0 0000000
dvsnprintfdOO

- strvis

visually encode characters [0 [0 [0 OO [
OJo0o0ooOo@ooodn)d
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DNS[I 0] 0] 0 0 01 0 0 0] 0

- lPOO0O0OODO0O0O0O0O0O0O0O0O0O0OO0O0O0000
oot

- Domain Name System
- Joodooouoooooooooo

e O UODOO
e JUOUOUOOOOOOONO

ooodobooouoogo
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10 -37

0)0 O

I nt s;
struct hostent *hp;
struct sockaddr _in sin;

Noooooono

s = socket (AF_I NET, SOCK STREAM 0);

200000000

hp = get host bynane("renot ehost ") ;
000 00hpO0OsinO0O0OO
ADO0O0O0

connect (s, &sin, sizeof(sin));
500
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gethostbyname

IO - 38

ogtdootdootdboodbod

struct hostent {

char *h_nane; [* 000000 */
char **h_al i ases; [* 00000 */
int h_addrtype; [* OOoOooooo */
int h_length; [* OOoOooo */

char **h_addr _list; /* O00OO0OOOO0O */
}s

struct hostent *
get host bynane(const char *nane)

struct hostent *
get host bynane2(const char *nane, int af)

Secure Programming
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sockaddr in

- Socket address, Internet style
- bind,connect DO OO OOIPOOOOOOO

struct sockaddr _in {
u char sin_len; [ *
u char sin_famly; [ *
u_short sin_port;
struct in_addr sin_addr; /*O0000%*/
char sin_zero[ 8];

4 *|/
AF_I NET */
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U OO Oy o O O O O [

- gethostbyname OO0 OO0 OO0 OOOO

- hp->h_length 00000000
Osin00000000000O0

struct hostent *hp;
struct sockaddr in sin;

hp = get host bynane("your host");
bcopy(hp->h_addr _list[O0],

&si n. si n_addr,

hp->h_I| engt h) ;

- ggo

hp = get host bynane("your host");
if (hp == NULL)

goto err;
bcopy(hp->h_addr _list[O0],

&si n. si n_addr,

si zeof (sin.sin_addr));

Secure Programming Susumu Sano
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L L] [

struct hostent *hp;
struct sockaddr _in sin;

bzero(&src_sin, sizeof(src_sin));
src_sin.sin_famly = AF_| NET;
hp = get host bynane2(renote, AF_I NET);
i f (hp == NULL)
{
herror(renote);
goto err;
}
I f (host->h_|ength! =sizeof(src_sin.sin_addr))
{
fprintf(stderr, "invalid address\n");
goto err;
}
bcopy(host->h_addr |ist[O],
&src_sin.sin_addr,
si zeof (src_sin.sin_addr));
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L L] [

guoodbootdbootdnd
Jdooooooooo@ooon)ooood
Jootdbootgubtdbootdbootnd

awk 0 perl DODOOD0OO0ODOOOOODOOOO
ogoobgn
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L LI L) O

L1 O]

L1 O]

L1 O]

L1 O]

L1 O]

L1 O]

L1 O]

L1 00 O
L1 00 O
L1 00 O
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L1 00 O
L1 00 O
L1 00 O
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L1 00 O
L1 00 O
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L1 00 O
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L1 00 O
L1 00 O

L1 O]
L1 O]
L1 O]
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L1 O]
L1 O]
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L1 O]
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U OO0 O OO 0 [

- pgbootdbootdbootdbod

A B
al: x = 1; bl: x = 0;
az2. X++;

bl_.al-a2 OO0 x == 20
al-bl-a2 OO0 x == 10

DODU0AOU0QIUO0O0DU0a20 00000000 ooonog
obogooboobugbobgd

Jobotdgbtdgobotdotdgbt

(I

0000000000
0 )0

0
0
0
. (00000

1O O
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access L] L] L]0

- accessUUUpuogunon

| f (access(file, R OK) = 0)
error;
fd = open(file, O RDONLY);

- l000z2000filed0oboooong?
e UOULOOULOOULOUOLbOON
ooogogo
e OO on
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Jo oo ool ooyl it

Juoodootdboodbood

0 OO
0 OO
0 OO

Joooogn
oot
- bbb tdbotobobgn
- ggbogbtdboobogbooogo

Pr ocess- 1: Pr ocess- 2:

| n -s readabl e a
I f (access("a", ROK) !=0)
error;
rma
| n -s unreadabl e a
fd = open("a", O _RDONLY);
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L L] [

- access()OOOOoOooOoOoon

seteuid(getuid()); /* OOuDOOO */

if ((fd = open(file, O RDONLY)) == -1)
error;

seteuid((uid_t)0); /* ODOOO */

- From manpage

CAVEAT
Access() is a potential security hole and
should never be used.
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U oo oo ooy oo bl

lprd O (O O)
e lprOd00 lpdOOOO0OOOOOO
OJ0o0oooooon

e JO0O0O0OO0O0O0O0OO0OO0O0O0OOO
Oopen] O CREAT| O EXELO O OO OO

O000o0o0o0o0o0o000 -nmktenp

- 0000000000000 D00O0
O kst np0 O O

Jooboogooogogogn

e JUOUOUOLOOLOOLOOLOObOOuogn
gsSuibbdogouoogn

oo otdbootdboodbotdn
e OO
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U oo ool il oy o

- pguboogboo

while (stat(lockfile, &sb) == 0)
wai ting...;

I f (errno == ENOENT)
creat (1 ockfile, 0)

el se
goto error;

- ot

[* open OOOOOOOOOO */
whi | e( open(l ockfil e, O CREAT| O EXEL, 0)
== -1) {
I f (errno == EEXI ST)
wai ti ng;
el se
goto error;
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U oo oo ooy o o oy o [

- O0o0oooooooogoon
#!/ bi n/ sh

ogoobgn

lexecvel OO OOOOOOO
0 000000o0ooooooooon
JU D000 oooooooooooan

- guogotubtoboobobooouboubouod
oooooogogd

- pogtdbotdbootdbootdboodgbogn

- SuiDUdogdoooooodonodooogn
googgg

- SUDHOUOOOOOUOODOODOONOOSH
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L L] [

RACECOND - 51

Joodbootdon
guoogd

e UOULOOULOOOOO
Juoogtdootdboodbood
gooodbootdnd

Secure Programming
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1999.12.16 Internet Week 99

L LI L) O

Jogoogouodogoboon

Susumu Sano
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Jooiibdooooib

- bbb otdbogbod

- pgubootbootgbbotgtbotdbootbotdn
0O

[]
[ 1D0O groups
Jododdodoooooooooo
[]

[]

Jooboogoogogd
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Jo oo ool ooyl it

set ui dJ [

4000 [] []
0 setgidd OO

2000

O OO0 O OO
OO O OO
1 10O

0 O Odd O OOg
]
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oot -gotib

- gogogib-real user ID
e JOOOGOOID
- OJO0O0OdID - effective user ID

e JUODOOUOOOOOOUOUID
e JOUOOOOOIDOOO
e JOUUIDODOUOOUOLOOOUOOOOO

- JO0O0oOogoogoib - saved set-user-1D
e JOOVUIDODOOOOOOOOOID
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oot -gogoib

OO0O0O0glD-real group ID
e JOOODOOOID
OO0O0O0odiID-real group ID

e JUOUDOOUOOOODOOOGID
e JOUOOOODIDOOO
e JOOGIDUUOOUDOOODODOOOODOON

000000000 ID - saved set-user-ID
e JOOGIDOOOODOOOOOOOID
OO000IDO
e JOOOOOIDOOO
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U OO0 O OO 0 [

- pgubooubood

- 0000 ooooooib/ocoooobooolibbood
0O

bbb tdbotobobogn
- guogogbodogod

setuid(uid t uid)
setgid(gid t gid)
seteuid(uid t euid)
setegid(gid t egid)
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U oo oo ooy oo bl

PROCESS - 58

urd t getuid(void)

uid t getuid(void)

gid t getgid(void)

gid t getegid(void)

get groups(gi dsetl en, *gi dset)
set groups( ngroups, *gidset)

setreuid(uid t ruid, uid_ t euid)

setruid(uid t rurd) /* OO0O */
setrgid(gidt rgid) /* OOO */
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EEEgEEuEEgE

- seteuid() OOO

D00 udO OO0OOIDOOO
Joooogibododnd

save = geteuid();
seteui d(getuid());

OO0000000000IDO
set eui d(save) ;
000

- setuid() 00300000 IDODODOOOO ODOO
[]

setuid(getuid());
subDOOOODOOoOOoOoOooood

- % % bbb tdbtoboboood
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exec

gootdbootdbobotgdgbgtdbootdbotdnd
Jootdbootdbobotgtdbgtdbootdbod

e a.out
« ELF
e DOOOOOO

OO0Ooog suib/scibd0dodogoogulbod
[]

guoodong
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exec [ L] L[]

- gobodobodobtd
execve(*path, argv[], envp[])
- OUO000PATHOOOOOOOOOO

execl p(file, arg, ...)
execvp(file, argv[])

- JUO0UOPATHOOOOOOOOOOO

execl (path, arg, ...)
execv(path, argv[])
execl e(path,arg, ...)

exect (path, argv[], envp[])
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systemL] popen

| nt
systen(const char *conmand)
= /bin/sh -c comand

- g obobbbboooooogn
[]

- Dooooooo
FI LE *popen (command, type)

- g bbb oogd
[]

- oot yped oo
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U OO Oy o O O O O [

- pgbootdbootdbootdbod
Jooodonoodoon

- 00O 0OPATH
systenm("/usr/bin/ls");
system("ls");
Oooooobooboooood

- 0O ogIrS
- gdogoogbogboogboodnod

setenv("IFS", "/usrbin");

system("/usr/bin/ls");
Ol oooooobon
OooooooOomwrsocoogn

goooggd
Joooogogg
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U OO ool ot

PATHO IFSO O O O

Jo0oggdogoogddon

0o ooggd
3

- U

unsetenv(Il FS);
setenv(PATH, "/bin:/usr/bin");
fd = popen("/usr/bin/mil root", "w');
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U OO ool ooy oy o O o 0 [

- oot ogbbotgubgd

e psULULOOOONO
e JUOULOOUOO

- googoguogo

-pLUUOLDOOOOOLOOOOOOULOUn

/* opt.c */
extern char *optarg;
extern int opt i nd;

char *passwd[ 128];

mai n(i nt argc, char **argv)

{

I nt ch;

while ((ch = getopt(argc, argv, "p:h")) I=
-1) |
swtch (ch) {
case 'p’:
strncpy(passwd, opt ar g, Si ze-
of (passwd) -1);
defaul t:
usage();

}
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L] [

% cc optl.c
% ./a.out -p himtsu

PSUOOOO0OOOON

% ps
PID TT STAT TI ME COMVAND

3163 p4 St 0:00.01 ./a.out -p himtsu
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L L] [

e UUDargv U0

swtch (ch) {

case 'p’:
strncpy(passwd, optarg, sizeof(passwd)-1);
argV[Optind-l] = "HkkEkAM.

br eak:

e PSOUOODOODN

PID TT STAT TI VE COMVAND
3163 p4 S+ 0:00.01 ./a.out -p *****

e JUOUOOULOUOLOOLOOLOOLOOOOgoun

swtch (ch) {
case 'p’:
strncpy(passwd, optarg, sizeof(passwd)-1);
strncpy(optarg, "*", strlen(optarg));
br eak;

Jgoggooobbbboooouobbbbbob on
oo
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L] [

- bt gbotdbotdbootdboodn
- bbb otdboodbnd
e UOULOOULOOUOLOOLOO

menset (passwd, 0, sizeof (passwd));

- 000000 (@O?)

for (i =0; i < strlen(passwd); i++)
passwd[i] += 128;
. %EDDDDDDDDDDDDDDDDODD

struct rlimt rl = {0, 0};
setrlimt(RLIMT_CORE, &rl);
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L L] [

- pggbootdboogbn

e JUOODOO
e OO oond

- googodon PATH
- ggboubtdbooboogn

. PATH
. IFS
- 000000000
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OO0 PerlO000O0OOOOOOO
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Perl

Dododdoodoodnd

e perl=C +sh+awk +sed+ ...
Odoodoodn
caibpoooooobooooooobooo
Perl5 0 00O
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U oo oo ooy o o oy o [

0000000000

- 00000000000000D0000000

00 (tain)0 00000

- 0000000000000

- 00000000 000000D0D0DD0O0O0
0

000000000

- JO0O0OOOshelDODODODODODODODODOOO
[]
e JULOULOOOOONO

wapperd O O O O O suidperl

e JO0ODOD0OO0OsudOOOOOOOOOSOO
suddperld 0O O0O0O0O0OO0OOO
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CGl

- Common Gateway Interface

- http0 00000000 O0OO0OOOOOOOOOO
ogoobgn

htt p: // hoohoo. ncsa. ui uc. edu/ cgi / over vi ew. ht m
http://ww. perl.conf CPAN-| ocal / doc/ FAQs/ cgi / perl -cgi-faq. htm

- Jooooooooooon GET O POST
« GET: URLU O OOUOOOOOOOOO
e POST: 000D O0OOODOOODOOOO
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CGI 00 000y ooy ol o o[

PERL - 74

- bbb otdbodgbogn

e CGl.pm
e CGI*UIDOOUO
» CGI Light

Jooboouododbotdboboboouogo
Joooogn

Web

<
Browser

Secure Programming

http

Http
Server

< >

interface
library

App.
Program

CaGl
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CGIL 0 0 0 0 0 0 0 0 01 0
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CGI 00 000 o) 0o o[l

PERL - 76

- b -gdbootdbood

0
HTTP_USER AGENT 00O 00
REMOTE_HOST OO 000 (O
REMOTE_ADDR 00000 (IP
SERVER_SOFTWARE 000 O
SERVER _NAME O 0 0 [

QUERY_STRING 00D D000

[]
[]
[]

- guoogogooogod

Joogg
guoogono
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EEEgugn

Jododoouoooooon
e CU popenl]system 0 0OOOMO
e JO0OUOO0OOOOOOODOOOOOO

OO0$fromuser0 0 0000OOO0ODODODODOO
HEN

open MAIL,"|/usr/bin/mail $fromuser";
print MAIL "Hello";
cl ose MAIL;

perl DOOOODOODOOOOOOOOOODOOOO
oot

O00%$ romuser OO0
sano; mail xx@y.com< /etc/passwd

oooooogouodogod
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open - L1 0] 0] LILILT LT L)L

PERL - 78

open UUOUUogn,
Dooo@o)ooooooood

open [N,
open [N,
open QUT
open QUT
open I N,
open QOUT

Secure Programming

"data.txt";
"<data.txt";
">result";

">>l 0g";

"nkf -e $f|";
|l ess”;

[]

# OO
# OO
# OO
# OO

# OUoog
# OUoog
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L1 L] L] open

- pgguoogo,

# 000000 OO0OOOOO
open I N, $filenaneg;

- 0Dooodo
open I N, "<$filenanme",

- goooobooobobooobbooboodgbibd
HRENEREREREREN
if ($file = /7 ([-A-Za-z0-9./+)%) {
$file = $1;
open IN, "nkf -e $file|";
} else {
die "Bad File name";

}
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...'[] eval, exec, system

- ‘gogf
e JOODDOOUODOOODODOODOOOO
$date = ‘/bin/date’;
$date = ‘/bin/date +$fnt‘; # OO
- eval OOO
e JO0O0OperlOO0O0OO0OOOOONO
e JOODOOUODOOODOOODOOOO
e perld O 0O0OO:-)
- exec OO
e JOOOOOOOODOOOO
e JOODOOODOOODOOOO
- systemU [
e JOODOOOOOODOOOnO
e JOODOOODOOODOOOO
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execlL] system - [J [J [J (][] L[]

- O0o00o00o0o0o0oooooo0oo0o0o0goooooo
OO/bin/fsh ~-cOQOOO

- Jooodddn exeevp OO0 O
system "echo $nessage";

e $nressage 0 DO OO0OOOOOOOOOO!
eshJOOOOOOOO echo $nessage OO
[

system "/ bi n/ echo", $nessage;

e /binfechoOOOOOOOO

e JODOODO $message 0 /bin/fecho O OO
00

e OO ODONO
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U OO Oy o O O O O [

"ol o . [ etel passwd”

O00
e OO
e O0O0O
* chroot

oot
Jogoogouodogoboon
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EEEgEEuEEgE

--T 0o ooooddgn
UID/GIDO O O UID/GIDO O 0O O O

« 00O 00O 0O (taint mode)

- 000oo
- 00000000 ... SARGV[ n]
- 00DD0D0 ... $ENV{}
- 00000000
- . 0000
- 00000000000
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U oo oo ooy oo bl

Juoodootdboodbood

1O
1O

OO00Oo0ono
OO00odon
chnod, chown , ...

systemsyscal |l , ...
socket , bi nd, connect, ...

000000
$ENV{IFS} O O
0000000

* system, open
LLChooooooooooo
open U UOOOOOOOOOOOOOOOONO

0 O
[]

L O
oo
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OO000@@)-perlsec 000000000

$arg = shift; #
$hid = $arg, ’'bar’; #
$line = <> #
$line = <STDI N>; #
open FOO, "/hone/ne/bar" or d
$line = <FCO>; #
$path = SENV{’ PATH }; #
$data = 'abc’; #
system "echo $arg"; #
system "/ bi n/ echo", $arg; #
system "echo $hid"; #
system "echo $data"; #
$path = $ENV{’ PATH }; #

SENV{’ PATH'} = '/bin:/usr/b

delete @NV{' I FS , ' CDPATH ,
$path = $SENV{’ PATH }; #
system "echo $data"; #
open(FQO, "< $arg"); #
open(FOO, "> sarg"); #
open( FOO, "echo $arg|"); #
open(FQOO, "-|")
or exec 'echo’, $arg;

Secure Programming

$arg is tainted

$hid is also tainted
Tai nted

Al so tainted

e $!;
Still
Tai nted, but see bel ow
Not tainted

tai nted

I nsecure
Secure (doesn't use sh)
I nsecure

I nsecure until PATH set

$pat h now tainted

"ENV, ' BASH ENV };

$path now NOT tainted
I's secure now

X -
Not OK - trying to wite

read-only file

Not OK, but..

# K
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OO000@)-perlsec 0000000 0O

$shout = ‘echo $arg‘;

unl i nk $data, $arg;

umask $arg;

exec "echo $arg";
exec "echo", %$arg;

exec "sh", '-c¢’,

@iles = <*. c>;

@iles

Secure Programming

glob(’*.c");

H*

* O H H*

H*

| nsecur e, now t ai nt ed

Secure (doesn’t use the shell)

Consi der ed secure,

Al ways insecure (uses csh)
Al ways insecure (uses csh)
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Jooooooooon!

- pgdbootubogtubotdbotubootdn

Stainted == /(.*)/;
$unt ai nted = $1;
$f rom address ="
/([a-zA-20-9. \-1)@[a-zA-20-9. \-1)/;
($user, $dommin) = ($1, $2);
# $user, $domain O OO0
O00o00oboogoogond

Jooboogogouodod
Joooogodod
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SENV{PATH’}

guootdbootnd

#!/usr/bin/perl -T
system "/ bin/ls";

Ooooon

| nsecure $ENV{ PATH} whil e runni ng
Oooooooooooooooo:
#!/usr/bin/perl -T

SENV{'IFS'} = undef; # O00O0O0O
SENV{’ PATH } = "/bin:/usr/bin";
system "/ bin/ls";

HEN

Secure Programming Susumu Sano



1999.12.16 Internet Week 99 PERL - 89

U oo oo ooy oo bl

« JUID

$REAL USER | D
$Ul D
$<

« JOUID

$EFFECTI VE_USER | D
$EU D
$>

« JGID

$REAL_GROUP_|I D
$d D
$(

« JOUID

$EFFECTI VE_GROUP_| D
$EG D
$)
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UIDLOI OJ 00 O 00 O 0 [

$< = $>;

e JOVUIDOOUIDOOOOOO
= seteuid(getuid());

($<, $>) = ($> , $9);
e OUIDODOOUIDOOO

Secure Programming Susumu Sano



1999.12.16 Internet Week 99 PERL - 91

EEEgEEuEEgE

e Safed 0000
OJo0ooooon
o suidperl

Jodougsuibbdodonooogoosy
Suibdoogg

#! [ usr/ | ocal / bi n/ sui dperl
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e UOULOOONO
- pgubootdbootgbood
- ggoubotububooboobon
$< = $>;

- 0O O00 nobody
(00)00O0000O00 nobody O OO

e JUOULOUOLOObOOOOn
- guogotdoobooboon
- goooogoo?
e JUOUOUODLDOOOOOOON
e JUOUogn

- ggbogbdboobogboogn
e JUOULOULOobobon
- guouogogod
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L0 (1/2)

oot

- ggouod
- guoogogodogod

Jooboooogogd

- gouououogod
- pgubooubood

Juoogtdootdboodbood
- bbb otdbodn
guoodootdbood

- pgubootubootdboodn
- ggogogod
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L1 O (2/2)

e UOULOOULOOOLOO

- pgbootdbogbbtotdbotdbootdgbg
googoogg

Secure Programming Susumu Sano



1999.12.16 Internet Week 99 CONC - 95

Jo ool oo il oio il

- oot otgbbotgtbotbootdbotdn
- pgubotdbootdbootdbogbood

e OO

e UOULOOULOOUOLOOONO

e UUULOOULOOUOLOOLOO

- pogubootdbootdn
- guououbogog...
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