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MX

sendmail README
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Mail From: ando@wni.co.jp \|
Rcpt To: motonori @media.kyoto-u.ac.jp SMTP

=

From: Kazunori ANDO <ando@wni.co.jp>
To: Motonori NAKAMURA <motonori@media.kyoto-u.ac.jp>

Subject: Re: smtpfeed-1.07.1

Message-1d: <ANDO.SB10224@axis.wni.co.jp>

‘-‘_‘|_
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Mail From: motonori @medi
Rcpt To: ando@wni.co.jp

H_‘_'_‘T"' e _'_Fr
Received: from query.media.kmc.jp
by wni.co.jp with ESMTP
for <ando@wni.co.jp>; 15 Dec 1999 14:00:01 +0900
Return-Path: motonori@media.kyoto-u.ac.jp
From: Motonori NAKAMURA tonori @media.kyoto-u.ac.jp>
To: Kazunori ANDO <ando@wn
Subject: Re: smtpfeed-1.07.1
Tl

Message-1d: <ANDO.SB10
Return-Path ~ SMTP  Mail From:

‘-‘_‘|_
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To:
MUA

To: SMTP
MTA

To:
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Field-name: Field-body standard
From:
Sender
To:
Cc:
Reply-To:
Message-Id: ID
Subject:
Date:
Return-Path:
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Field-name: Field-body standard
Received:
In-Reply-To:
References
Resent
Resent-From:
Resent-Sender
Resent-Reply-To:
Resent-Message-1d: ID
Resent-Date:
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Field-name: Field-body

Precedence:
X-Authentication-Warning:

ML
X-MLServer: fml
X-ML-System ppml
X-MI-Version: kkml
X-Distribute: distribute
Delivered-To: gmail
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1SO-2022-JP
SJIS EUC UNICODE
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MX

MX 10 mail-gl.example.gr.jp
MX 10 mail-g2.example.gr.jp

MX 10 mail-gl.example.gr.jp
MX 20 mail-g2.example.gr.jp
10
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MX RR

example.grjp MX 10 mail-gl.example.gr.jp
example.grjp MX 20 mail-g2.example.gr.jp

additinal information _j
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Additional Information

MX NS MX A
MX A
query
MX RR NS A

Additional Information MTA
SMTPfeed Additional Information

MTA named cache
A
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sendmail 1.5Mbps

binary-code MIME-encode
(O]

Copyright (c) 2000 by Kazunori
ANDO all rights reserved 18




DNS& Mail

SPAMMER

open relay

spam !
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RBL Realtime Blackhole List

SPAM

DNS
MTA IP

MAPS RBL MAPS RSS MAPS DUL ORBS IMRSS

RBL IP
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SPAMLIST

envelope from

IP

POP before SMTP
ISP
POP SMTP
qpopper
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SMTP Authentication RFC2554

SASL RFC2222 Relay
sendmail-8.11
cyrus SASL
SASL /etc/passwd
Relay

POP before SMTP
MUA
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SMTP Authentication RFC25%4

Auth User
by RFC2554
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Message Submission RFC2476

MSA Message Submission Agent

Relay SPAM
SMTP local
Submission

port 587

sendmail-8.10 MSA
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Message Submission RFC2476
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MX static

MX

DNS
static
resolv.conf DNS
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A k| galeway
V| Gateway

dist-in <:> mbox1
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o e
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- Gat eway
— ||
A____»| gateway dist-in mbox1
<\|—v Gateway < Distribution <:'}> MailServer
z S § 001
2 / S

SPAM
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Gateway

satic
FEATURE( mailertable’)

FEATURE( access db’)
FEATURE( blacklist_recipients)
FEATURE( dnsbl')
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Gateway: mai | ert abl e

e gdic
. fetc/mail/mailertable
letc/mail/mailertable

.exanple.gr.jp sntp:[dist-in.exanmple.gr.jp]
.exanple.ad.jp snt p: [ non- nx. exanpl e. ad. j p]

. exanpl e. com esmt p: nx. exanpl e.co.jp

# makemap hash /etc/mail/mailertable < /etc/mail/mailertable

mailertable.db
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Gateway: access_db

. spamlist

. letc/mail/access

/etc/mail/access

spanmer s. net REJECT

spanmer @ibe. com ERROR 5. 7. 1: 551 Rel ay deni ed
spam@ice. uce. com DI SCARD

| ocal host. exanple.gr.jp RELAY

| ocal host RELAY

127.0.0.1 RELAY

# makemap hash /etc/mail/access < /etc/ mail/access

access.db
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Gateway: bl ackl i st _reci pi ent

* Jetc/mail/access
letc/mail/access

bogus_user @ REJECT
bogus. exanple. gr.jp ERROR: 550 Bogus host
j unk@t her. exanple.gr.jp ERROR: 550 Mai | box unavai |l abl e

# makemap hash /etc/mail/access < /etc/mil/access

access.db
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Gateway: dnsbl

. RBL
« RBL DNS
. MAPS RBL
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Gateway: confi g. nt

divert(0)dnl

VERSIONID($ld: generic-linux.mc,v 8.1 1999/09/24 22:48:05 ando Exp $)

OSTY PE(linux)dnl
DOMAIN(generic)dnl
MAILER(local)dnl
MAILER@Emtp)dnl

FEATURE( mailertable)dnl
FEATURE( access_db")dnl
FEATURE( blacklist_recipients)dnl
FEATURE( dnsbl")dnl

cd ${SENDMAI L_SRC}/ cf/cf
make config. cf
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BURIU|

A k| galeway
V| Gateway

dist-in mbox1
Distribution CZ}/'\ Mail Server

o e

L)

lervouiS
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static
FEATURE( mailertable')
Gateway
SMART_HOST  Gateway
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-mail ertabl e

. static
. /etc/mail/mailertable

letc/mail/mailertable

subl. exanmple.gr.jp snt p: [ mbox1. exanpl e. gr.j p]
sub2. exanmple.gr.jp snt p: [ mbox2. exanpl e. ad. j p]
subl. exanple.ad.jp snt p: [ mbox3. exanpl e. co. j p]

# makemap hash /etc/mail/mailertable < /etc/mail/mailertable

mailertable.db
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. config.nc

divert(0)dnl

VERSIONID('$ld: generic-linux.mc,v 8.1 1999/09/24 22:48:05 ando Exp $)
OSTY PE(linux)dnl

DOMAIN(generic)dnl

MAILER(local)dnl

MAILER(@mtp)dnl

FEATURE( mailertable’)dnl

define( SMART_HOST’, gateway.example.gr.jp’)dnl

cd ${SENDMAI L_SRC}/ cf/cf
make config. cf
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BURIU|

A | gateway dist-in mbox1
(\l—v) Gateway < Distribution CZ}/'\ MailServer
I o
<
| D |
POP3/IMAP4
MUA MUA
T _—
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satic
SMART_HOST
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. confiqg.

nc

divert(0)dnl

VERSIONID("$ld: generic-linux.mc,v 8.1 1999/09/24 22:48:05 ando Exp $')
OSTY PE(linux)dnl

DOMAIN(generic)dnl

MAILER(local)dnl

MAILER(smtp)dnl

Dmexamplegr.jp

FEATURE( nocanonify")dnl
define('SMART_HOST,"dist-in.example.gr.jp’)dnl
MASQUERADE_AS(‘example.gr.jp')dnl
MASQUERADE_DOMAIN( myhost.example.gr.jp')dnl
FEATURE(limited_masquerade')dnl
FEATURE("masquerade_envelope')

cd ${ SENDMAI L_SRC}/ cf/cf
make config. cf
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(AWK) gateway dist-in

K V| Gateway fSEIC #Distribution
_ W= outside - internal
- I
= NS = NS
g 3 s
- ..-"""Hrr
@

SMART_HOST="dist-in.example.gr.jp’
datic dist-in
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distribution

(AWh) gateway dist-in
R V GatiNay Stalic ;Djstribution mbox1
: B MailSer
_ ™ outside inter, arser/
2 NIES
3 g
)
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Y
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¥ mx_ 3 Gateway Distribution
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MX

2nd MX  1st MX
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2nd M X

L)

Ak | gateway R dist-in
KX 1st MX Distributioncj;/

H

A_—K| gateway?
R ¥| 2nd MX

puR|
[ermallH

=

mbox1

Mail Serve

£
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FallbackM X

queue

DNS
MX

define( conf FALLBACK _MX', " fb. exanple.gr.jp')dnl
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FallbackM X

| gateway |A__h dist-in mbox1
<::- 1st MX Distribution<::> Mail Serye

£

puR|
[ermallH

alb
queue
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LDAP

LDAP Lightweight Directory Access Protocol

shadow

Netscape
IETF
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LDAP

mbox

mbox
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Internet
Relay Relay
by LDAP by LDAP
LDAP A
master
K
y y y y
{POP/IMAP ’[POP/IMAP {POP/IMAP ’[POP/IMAP
[} [} ¥ )
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Shadow

DAP X.500
DB

?
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LDAP shadow

Internet

T

LDAP
i shadow
N LDAP
master
LDAP
> shadow

y
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y

Relay
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y

y
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SMTP/TLS

TLS Transport Layer Security
SSL

sendmail TLS SMTP
SSL
OpenSSL
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TLS SSL

CA
TLS

TLS
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Sendmail Sendmail SWITCH

Multiple-queue-directory

ML smtpfeed
LMTP
CF update
m4
GUI
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gmail
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Postfix
Sendmaill MTA

UUCP

IBM
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Sendmail Server
Netscape Messaging Server/SIMS

InterMail
MTA POP/IMAP

Copyright (c) 2000 by Kazunori
ANDO all rights reserved 60

30



DNS& Mail

(O
LDAP
pop imap
pop
imap
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OS
1/0
Mbps kbps
RAIDO)
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MTA

http://www.securityfocus.com/
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DSN Delivery Status Notification)
Envelope From  null address <>

RFC1893 Status Code

Status: 5.1.1
5.X.X Permanent Failure
X.1.1 Bad destination mailbox address
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status code

RFC
sendmail Postfix SIMS

MTA
MTA
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Excel Word PowerPoint
Office
I Love You
ML

Happy99  TROJ_NAVIDAD.A
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spool
loop
O MaxMessageSize=500000
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MAILBOX NAMES FOR COMMON SERVICES, ROLES AND
FUNCTIONS RFC2142)

abuse@example.gr.jp
postmaster@example.gr.jp

hostmaster@example.gr.jp
DNS
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owner-hoe@example.gr.jp
sendmail

hoe-admin@example.gr.jp

hoe-request@example.gr.jp
RFC2142

hoe-errorsto@example.gr.jp
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bombing
SPAM bombing
ML
Confirm
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SPAM

SMTP Authentication RFC2554
Message Submission RFC2476
SMTP over TLS RFC2487

PPML who
GECOS
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ISP
LDAP/

MIME-multipart
spool
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MTA ML
Mail WWW
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FallbackMX gueue
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