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POODOOOOOO

Dst=2.0.0.4

Src=1.0.0.1 O~

R1IDFIER

RikwT
1.0.0.0/24 |direct
2.0.0.0/24 |R2
3.0.0.0/24 |R3

124 = 9bD—0TLT4v IR R
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Mobile IP OO OO
- J00: 0000000000000 0OOn0
« DHCP, PPPLOLOOOMO
POOODODOOOOOOO
e OO0 DLOOUOOd
- 0J00000000000D000O (e.g. 00O)

ooduooobooooooooon
POODOOODOOOOOO0OOO

- .
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Mobile IP

« RFC20020 00O
* |IETF Routing Area:

* IP Routing for Wireless/Mobile Hosts Working

Group O O O

- 000000 Mobile IP WG
* Chairs:

* Phil Roberts (motorola)

* Basavaraj Patil (Nokia)
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Mobile IP: O OO O

goougon

RIETRIE

Src=1.0.0.1 E'

Dst=2.0.0.4
. Home ‘Agent (HA)

—
BRSO

Foreign|Agent (FA) Mobile’ Node (MN)
. g | 2.0.04
| Bk L

~~——"\
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Mobile IP: O O (1)

- 0000000 (Haddr)
- 0000000000000000

- 000000 (Care-of-Address, CoA)
°DDDDDDDDDDDDDDDDDDDDDD

OO0 OOO
* HaddrO CoAO OO
cJ0HaddrOOOOOOOOOOOOOOOO?
(000000 CocADOODDOOOO?)
e JOO0O0O0OO0OOOn
e HaddrOOOOOOOOOOOO
l 000000000 Copyigh (©) 2001 TOSHIBA CORPORATION, R& Cener - 163



Mobile IP: O O (2)

* Mobile Node (MN)
s MobilelPOOOOOOOOODODOO

* Home Agent (HA)
-000D000D000000D0O0O
-MNOODOODOOOOOOOOOOOO0OOO
gootdoodoouoouood

* Foreign Agent (FA)

c JO0Uoouoooooboogn

- MNOODODOOOOooooooooboobooboobog
oo
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Oooddddoooooodd
e JOUOUOOOO0O0OUODOOOOO
Src=2.0.0.4 (Haddr)
Dst=1.0.0.1
HAB K UFAIE MNK

- ‘N
INTYRDEEFICIE| pa ﬁ, Haddr = 2.0.0.4 &
BEIZEASLAL CoA=3005 \ —
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godoooooouogoon

O0000 HaddrO O
Joboogobooobbooooobobod

HAO HaddrOOOQDOOGODOOODOOOOOOOO
oo gouooboooougon
CoAlODOoooooond

FAO D Ooooooooboooobobooooooo
gooogo
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goog

cJ0000OMobilelPOODOODOOOHA FAOOO
oboboooboooood

CN->MN FD'

HA

e

CN

MN->CN =S
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FAUOUOODOOOOODOooOoO
cDD000OD0DOOODO0DO CoAODODOOOODO (OO
0O DHCP)
00000000 (co-located care-of-address)
e 000000000 FAODUOOUDODOn

e U:0bobouoon
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Joooooouoooogd

cJO:HADODODODOOOO
cJO:MNOOODDOOOOoogno

CN->MN . D'
MN->CN /

CN Z5RER(MN-HA) HA
| ko RJL
L

(src =CoA)
kAN/ — BREE- (HA-MN) |
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Mobile PODOODOODODOO (1/2)

000000 0OD0O00O0O (source address spoofing
attack) DO OQOO0O

cJO0D0O0O0DODOOO0O (Reverse Tunneling)
(RFC3024)
e Clent0doonog
* Network Access Identifier (RFC2794)

* Generalized NAI (GNAI) Extension
(draft-ietf-mobileip-gnaie)
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Mobile IPODODOODODOO (2/2)

°DDDDDDDDDDDDDDDDDDDDDD

. D O00000000 (Route Optimization)
(draft-ietf-mobileip-optim)

- J0O0O0DODOODO Extension Format O O O
* draft-ietf-mobileip-mier

e Oooobooood
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Fast Handoff
« MobilelPOOODODODOOOOOODODOOODOOO
D00000000ooooon
- HAOODDOOOODODOOODODODODOOODOOoOOoOOOd
Ooo00ooooo
- DD000D0D00D0D00O0OO0D0ODOOO0DoOoOQ
ODOHAODODODOODOODOOOO

- .

Jooooooboogoad
000 MobilelPWGOOODOOOOODOOO
ODO0DOO0O0OO0Odrat00000ooonog
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Regional Registraton
* draft-ietf-mobileip-reg-tunnel
visited domain Home Network
2

e visiteddomainO O GFAOOODOODOOO
« COAAD GFADO O OOO
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Fast Handoff

draft-ietf-mobileip-lowlatency-handoffs
Oo0o0ooooobooooon:

Pre-Registration Handoff

* Network-Initiated Handoff
* Source Trigger, Target Trigger

* Mobile-Initiated Handoff
Post-Registration Handoff

* Two Party Handoff

* Three Party Handoff
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Fast Handoff (O)

* Pre-Registration Handoff
e L3 Handoff 0 0 0 OO O L2 Handoff

GIEA
2. Agent Advertisement
ToRAL" AN
3. (Forwarded) 1. Agent Solicitation
Agent Advertisement

5. M t
TSN

4. Start Registration to nFA
through oFA

l Inter-FA solicitation
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% Mobile IPv6
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Mobile IPv6
e U0 ogn
* draft-ietf-mobileip-ipv6
*WGlastcal 00D O0OO0OO0cal 00000000
gooodood
* O 0O security issue

Copyright (C) 2001 TOSHIBA CORPORATION, R&D Center — p.23/63




Mobile IPv4 [0 Mobile IPve O 0O OO [

Jobdgbbooobouoouoon
e Ooobooood

O0000ob00od CoADDODO
e obobooouoobog

Foreign Agent 0 0O [
Jooooougoo
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Mobile IPve O O 0O O

« 000 MobileIPv4O OO

CN->MN (I\A T2 Frvvi 2 EL)

; m
CN->MN | nqorqvsms - =0
ﬁﬂ%iﬁlﬁﬁﬂ/\v’i‘/

L

MN
NAVTAVTBH [/

Pv6-in-IPv6
koL

AT |
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MobilelPve O O OO OO QOO
elPvoe 00 O0OOODOOOO
- 000 (Destination) 000000000 ODO0O
googdg
* MobilelPv6 O O DO DO O0OODOODOOOOODO
googgon
* MobilelPv6 O DO OO0 40000000000
oo ooouoo

e Oobboobouoonod
e Oobboobougonod
e JOobbooboooonod
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Ooooodooooddno

* MobilelPv6 O OO OOODOOOO CoADODO

e ooboobboobuobobuooboboon
ooon

oo oobuobobuooboon
bbb ouoboon
obodgobobougoboobougobogd
Joboggoboobouoboboood
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oo0ooooooog
-00000000000000000000000
0oo0o0O00O0oooon
- 0000000000000 CoADDDDODOOMO
00000000000000000000000
0oo0ooooog
- 00000000 (ackiD 000
-HAODODOODOOO

Oo0o0000o0ooood

0000 ftpOODDOODO SYNDDOOO
O000000000 NoNextHeaderO OO O O
000
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godoooooouogoon

« JO0OO0OoooO CoA
e JUoboboobouoboboon

bbb uobobuoboboon
0d

src = 2000::1(CoA) +«— | 2002::1
dst=CN o h
Ny EL TR

MN R—LTFRLRA T3y
‘ 2002::1
N

=N T—43
Haddr = 2002::1
CoA=2000::1

v
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- 000000000000000
- 00000000000000000000000
0000

- 000000000000
- 000000000000000000000

- 0000000000000000000000

0000000000On

00 HAODODDDOOOOOoOooooooobo

Copyright (C) 2001 TOSHIBA CORPORATION, R&D Center — p.30/63

Oo0o0O0000d0ooDoOo@ooooaad
Ooooooooono)
c HAOOOOO
c HAOOO IPv6-in-IPv6 OO OO OO0
CN 77 src=CN
T~ dst=2002::1 (Haddr)
MN | 77 ILERR F—A
- \ﬂ]'
= src=HA

S

dst=2000::1 (CoA) - HA
Haddr = 2002::1 — -
CoA=2000::1 src=CN
dst=2002::1 (Haddr) IPV6-in-IPV6
F—A Hh7TEILiE
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Odooodooodooodon

e JUO0O0OO0O0OOO0OO0OUOO0OUOOO0UoOoun
Oooog

src =2000::1(CoA)

dst=CN NAT AT

NAUTFAUG BEHA T < 2002::1<>2000::1

A—LFRLRAT Ay « E¥rvya

2002::1 E CN

7—5

Haddr 2002:1
CoA=2000::1
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Oo0o0O0000d0ooDoOo@ooooaad
Ooooooooono)

cJO0000UO0oo0bDO0ob0DHAODDOOO
* (IPv6-in-IPv6 O OO O)

src =CN

dst = 2000::1(CoA)

RIS

2002::1 (Haddr) 2 CN

T—5

Haddr = 2002 1
CoA=2000::1
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Ooooon
e JOUOUOOOO0O0OUODOOOOO
e JO0UOO0OO0OUOOUOOO0OOOUDLOOOOnOd
e O ooooooboooodd
e MobilelPv6 00000000000 O0DODOOO
IP Security (IPsec) O O O
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IP security (IPsec)
e lPOOOOOOODOOOO
* Authentication Header (AH)
e JOO0Uoouog
e lPOOOOOO
* Encapsulating Security Payload (ESP)
e JOO0UOOoUboooood

clPOOODOOOOO
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O0o...
° 2001/03/190 IESG O 00O OO O OO mobile-ip
O MLOOD: IESG Security Concerns with MIPv6
* "The IESG strongly recommends that the WG find
an alternate approach that is not tied to IPsec/AH"
« SAOOO0ODO overhead O O O
e lPsecU 00O onOg
e JUOdO0OOlIPsec IO OOOOOoOoOO

Joougoougobggn
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Mobile IPve O O O
* Fast Handoff
eveO O FAOODOOOO
. Access RouterJ0 0 0 O O Fast Handoff 0 O O
. draft ietf-mobileip-fast-mipv6
e JUOO0ODOOUODL0UOUObbOOnLbOn
* draft-kempf-beth-ipv6
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Mobile IPve I O [

0000000000000

- 0000000000000 000000000

Doooooo
000000000000 000

-0000000000DDO0O0DO0O0DDOOO0

D0000000000000000 44byte O

obooaobood

* VoiceOverIP (MolP) DO ODOOODOOODOOOO
0o
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Jodooddoddbn:
Performance Enhancing Proxy
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Performance Enhancing Proxy (PEP)

oot boobuobobuoboboon
Ooooooooooog?

* Transport Layer (TCP)
* Application Layer (Web, Mail...)

0000 DO0O0O0ODDbOOTCPOOOO PEPOOD
Joogoboooood
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TcrPOOoogn

TcPODDOOOOOoOoooooooooO
Oooooobboooooooog ACKOOOd

oodgouoooogo
bbb uoobuobobga
0

oogoobooboooboboood

s TCPUUODDOO0ODDOODDOOODDOOO
googoood

- RTTOOOOOODODOODODODOOOOOOOOO
good

TcPOO0OUO0O0OOOOOOOoOon
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Congestion Window (cwnd)

OO0O000000 window

0000 Window Size DO OOQOODODOO

O000D000000 windowsizeOOOGOOO

cwndOOOOOOOOOODOOOOO

ecwndDOODODO0O0O0OO0OOODOOOOOOOO
OOo@ooog)

cwndOOOOODackOOOOOOOO0O

Oododotouoooodooogoodoodao

Oooog

ecwndJOOODOO - congestion avoidance
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TcPOOooonon

e TCPOOODODOOOOOOOOOOODOODODOO
googd

cDD0000D0O0000O ackO RTO (Retransmission
TmeOut) D000 O0OO0OO0D0DODOOO0DOOOO lost
ooouoodn

RTOOUOO0ooooon
oogoobooooobobgo

O0000000000d0ddewnd IMSSO O OO
slowstart [0 [J

ooogooogno

l Copyright (C) 2001 TOSHIBA CORPORATION, R&D Center — p.43/63



Fast Retransmit/Fast Recovery

Jobodgoboobouoob:gbugooga
goon

00 ack:
e JUDDOON
e OO OOOOn

30000 ack000OD0O0OODOODOOODODOOO
gooogo

cwndO OO QOO0
uoougoogogo
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Random error0 TCPO O OO OO OO
odoon

000000000000 - FastRetransmit 0 O
gooog..

oogoboooood
cwndO OO - 0OO00OO0ODO0OOO

Oo0000o0oo0boo@oooooog)cwnd
gooogoogd

bbb boobougoobogd
googd
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PEPO OO

* TCP-Aware Link Layer: snoop
000 PEPOODOOODOODOODODO

TCP state -
. (cached ts)
EE/_F ﬂ' PEP cached segments =N

77")’7—93‘/ 7II)r—ay FI)r—ay
U RR—F U RR—F S AR—bk

S RS ;ﬁffﬁ vk —4 ;/ - SRS
)y oy --/ ....................... s

/ TCP Connection

E1fackDREEL T AV LDHHE
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snoop OO0

°DDDDDDDDDDDDDDDDDDDDDD

-DDDDDDDDDDDDDDDDDDDDDD
gogo
cend-to-end 000 00O0DOOOO
-000000ack0OO0OO0DOODOODOOOOO
gooooodododouoonooon
e oo
JUOo0o0obob PEPODODODDODOOOOO

- J000 PEPODOODOOODOOOD(CMDOOOO
OOoDOooooo)TcPOODObOOOOOO
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snoop OO
e JO0oooooooodouoouonog
c Jo0boubouonoboooooouoog
c0J000D0DOO0ODODOOOO0DOOOODODO @O
Oo0o0O0O)ooad
e J0obooodououood
- 0000000000000 disconnect 1000
00O 0O (disconnect handling)

e Oobboobuobboood
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Ooodo PEP
* Split Connection
cJObDoooooooTcPObOobbbOooa
e OO0 ouoougo
goodooooood
e PEPO0O0O0OOU0OOO0ODOOOUOOUOODODOO
gbodboodotouoooodoodood
gooogoon

- PEPOO00OOO0O0O0OOOOOOOOOOOO
0000000
< WTCP
- 0000000000

- 0J000D0D0O000DOO00DOack O timestamp
optlon |:| |:| |:| D |:| |:| |:| |:| Copyright (C) 2001 TOSHIBA CORPORATION, R&D Center — p.49/63




PEPOOUOOOO

IPsec 0O OOOOO
e snoopl ESPOODOOOODOOOOO

Joougoougobodgn

split connection 0 00O end-to-end O O O OO O
Ooodoododd

single-point of failure 00 O [
ooododogogd
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Robust Header Compression
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Robust Header Compression (ROHC)

bbbt uouooboon
oboggbboobouooboobugobgd
gooogo

e rfcll44, rfc2508 0 0 000000
* SACK]rfc2018] 00 TCP option O O O OO

IP/TCP/UDP/RTP OO OO OO
3GPP/3GPP2O 0O OO

IETF WG:
http://www.ietf.org/html.charters/rohc-charter.html
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OO0D0O00Db00O0: e.g. RFC1144

aka VJ Compression or Compressed TCP(CTCP)

TCP Connectiond O O

* c.f. RFC2508 (CRTP): Compresses
IP/JUDP/RTP

*« RFC114400 00000
oogoobooboooboboood

0000000000 Osequentiadl 0000000
ooon
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IP/TCPO OO

- O0D00O0DODOO(@MO)OOoDOO

7

sequence Number
ACK Number TCP

window N4
checksum urgent pointer i
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OO (context)d OO

oo

e connectonD OO0 O(@DOODOO)TCP/NIPODOO
gooogod

- 000000000 ContextID (CID) 00 O

cJO0000O000OoocCcibobooooooon
good
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ROHCUUOUOO: ODOouooouoogo
googn

Long-Thin PipeO OO
00000000 (High Error Rate)
e out-of-syncO0 00000

000 (Low Bandwidth): out-of-sync 0000 0O O
0o

ccontextU U ooooouoood

000 (Long Delay)
e JOoo0obooogod

000000000000 Long-Thin Pipe
Long-Thin Pipe0 OO0 OOO0O [CRTPC]
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ROHC (RTP)

RFC3095 (draft-ietf-rohc-rtp-09.txt)

ODO0000D0O000ood
* RTP/UDP/IP

* UDP/IP

» ESP[rfc2406]/IP

Joboogobooobboobuogbobgd

000000000000 0D0000 (Robust) O
Joodd

TCPOOOO (e.g. TAROC)
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ROHC (RTP) (cont'd)

« Robustness0 0 0: 0000000000

Encoding

* Window-based LSB Encoding

* Scaled RTP Timestamp Encoding

 Offset IP-ID encoding
000000 encodingd OO0
« CRCO OO HeaderreconstructD O OO OO0

O00D00000D0O0 profle0 OO
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LSB encoding
«JO0000O0O0O0DODODOLSBkbtOOOOOOOOO
k bits
Compressor:

Decompressor:

* Decompressor U OO O0ooooooogon
oogooon
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Window-Based LSB encoding
e Compressor0 000000000 (Sliding
Window)
e OO0 ooouoodood
* k = max(g(v, vmin), g(v, vmax))
000 vminovmaxOOOOODOOOOOOO
cgUODOO0ODODOODODKOODOOOOO

» Compressor [ 0 Decompressor0 0000000
OO0O00000 (eg. OO0 ackOODOOOOOO
Oyoooooooood
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ROHC (RTP) (cont'd)

e LinkOOODODOODO300000
* Unidirectional mode (U-mode)

cC--DO0OO0OpathOOOOOO
* Bidirectional Optimistic mode (O-mode)

00O C - DOOOOO error recovery U [

OO0O0000 DOO feedback
* feedback channel O sparse 0 O O

Bidirectional Reliable mode (R-mode)

0000 D - COO0O (e.g. context update
ack)

* Robustness 0 0 0 O
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ROHC (RTP) (cont'd)

oo :300000oon

* e.g. Compressor
¢ Initialization and Refresh (IR)
¢ First Order (FO)
* Second Order (SO)

I_AQHI_A%?Q&&

IR State FO State SO State

A

] ]
Static-NACK NACK/Update ‘
Static-NACK (in Reliable Mode)
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oogon

* Lower Layer Guidelines for ROHC
* draft-ietf-rohc-rtp-lower-layer-guidelines

cROHCOODOODOODOODOOCelularo0OoO0O
gobgon
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New Version
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Lightweight Operating System

— quick boot up

— without shutdown operation

Console Box

— Control Panel and RS-232C for Debug
and Main Module
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~ New Version
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