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VPNIZUYER(Z---

% nkdi r vpn-doc
% cd vpn-doc
% wget —q ftp://ftp.ietf.org/internet-drafts/¥*vpn¥*
%ls | w
72 72 2570
% cd ..
% du —s vpn-doc
1863  vpn-doc
%
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VPNDZEZE(1)  ~(\V)PNEF~

Site W
VPN A

Site X —\

VPN A (@ o)~ P

VPN B .‘
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VPNDZEZE(2) ~ CPE-based VPN ~

Site Z

. VPN B

VPN A VPN B

Site Y
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VPNDZEE (3) ~ Managed Router Solution ~

Site W
VPN A
oo

.‘ ’,

Site Z

‘ VPN B

VPN A VPN B

Site Y
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.
------------------ &=
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A X MPLS/ ,
\f o> Site Z
X a— X
/N
4% % ‘ VPN B
L X

VPN A VPN B

Site Y
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VPN ZEE (4b) ~ Network-based VPN ~

Site W
VPN A
IR o)
__________ -
S\
e -
gL
Ry / g Aa¢
\ISPS ‘;"\
*
Q:ﬁ %¢ Site Z
= “
_____ ‘ VPN B
Site Y
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IETF/ITUDEE)

Network-based VPN (NBVPN)
August 3, 2000 - 48" IETF @ Pittsburgh - NBVPN BOF (Routing Area)
Provider Provisioned VPN (PPVPN)

December 14, 2000 - 49 [ETF @ San Diego - PPVPN BOF (Routing
Area)

March 23, 2001 - 50" IETF @ Minneapolis — PPVPN BOF/WG (Sub-IP
Area)

August 8, 2001 - 518 IETF @ London — PPVPN WG
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FROS—&EREE (L2 and L3)

Virtual o VPN Tunnel
Forwarding / Switching

Instance

VFI or VSI

(3
uy

CE

Customer
Edge

Provider Edge Provider
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VPN 4348

Base
CPE-based
Network-based
Model
Overlay model
Peer model
Types / Applications
Virtual Leased Lines (VLL)
Virtual Private Routed Networks (VPRN)
Virtual Private Dial Networks (VPDN)
Virtual Private LAN Segments (VPLS)
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CPE-based vs Network-based

CPE-based
TOANAFXVPNDEEZEH LAY
JonqF Ly

Layer 2
ATM/FR
Layer 3
Tunnel by GRE, IP-in-IP, IPsec, L2TP or MPLS, etc.
HRAT—WSTANAZ DRI T—ORESRZEM?
Point-to-Point
Broadcast LAN

Network-based
TONAF 1 —ER”ELTVPNZIR
PERID R L TEIR

GRE, IP-in-IP, IPsec, MPLS, etc.
Layer 2 or Layer 3
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OverlayET JL

Site W

[ VPNB VPN A

Provider
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Peer®TJL

Site W

[ VPNB VPN A
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Network-based Layer 2 VPN

A—YhoHEE(BEXRGE)RIYFIZRAD
BEED Layer 3 (BFIZIL—F129) IZBEELELY
Overlay model

Flm
EEO SR RN AR
BEEDLayer 22y kT —I Db DFBITMRL—X
BREBIL—T12T Do
Layer 3JR 37 (RJLFTORIILDHHR—F)
TILFHFY AR
PEQRT—1)2%
REDBEHS
RR
NA2 [l RE
B —Layer2|2fEsn b
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Network-based Layer 3 VPN

A—Yho#HDEL—F—IZRZD
A—HEI7RFL R (LB EPED Hexposeah B
Overlay model or Peer model
AR
N2 5128 0D [ &
W—TAVTES—ER"ELTIRETES
R iR
HREAR =R T =9 (BIZI—T12 D) ICEADIDLENHD
TORI)LDORRE (B EEIIZIXIP only)
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NB-VPNIZERINHEFEHEE(RT—)

Discovery stage
Membership discovery
HBOVPNERF O TV SINERPEAFIVIT D
Topology
Full-mesh / Hub & Spoke / Others
Capability discovery
PERIThU RO —TA2 T DHEICELTEET S
Tunnel establishment stage
E.g. IPseciEbIKEAZNIZH =S
VPN routing stage
Static, IGPs (OSPF/ISIS/RIP) and/or EGPs (BGP4)
Per-VPN or £VPN3t &
b DstageAMARIICRBSA TLHBLEILLLY
E.g. Layer-2 VPN 154 (VPN routing stage (& @A E ALY

17 www.cosinecom.com

VPN discovery=RI] A%

NMS (Network Management System)

MEFE
FHERITF A (e.g. SNMP)
Directory (Database) server
15) LDAP
#AIAH DFRELE
Persistent search capability (proposed)
Replication (proposed)
W—TqrdFaralIicEX—vy
f51) BGP4
VPN discovery EIL—T 42T DI E
MRIAVWEFER T —ZE ) T4—
EH DM UHEIEIA AT RE
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Tunnel Establishment

BE, PR T AN X LIEVPN discoveryXoVPN
routingERIBFTBADXLEFHILTINS
=]:g)
FRLADEE
VPNRSZ40v9 D ZERIE (e.g. QoS)
IPsec, MPLS, GRE, IP-in-IP, L2TP, etc.

E%x
Encapsulation
FroRILDEEIL
b ILAERR
Rir—ZE)T1—ERBIEr IV
b rILHERFERE
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Tunneling encapsulation

Per-tunnel state D EIEHHE M ?
IPsec, IP-in-IP, GRE : "E&
MPLS : ihZE
BT BIZ1&.
[EEMZEL
Multi-Point to Point

Encapsulation (N &) A —/3—Awk
IPsec >> MPLS
Fragmentation
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roRILDZEIE

VEDDLURILTEBDVPNEHNA—F BIZIE, [AIH
LEDEEANZXLNBE

IPsec : SPI field

MPLS : Label

GRE : Key

IP-in-IP : outer IP address ?

21 www.cosinecom.com

bR ILYERK

BEILEANFELESBHMTHHN?
BRMES T FI T
s EXa)T—0QoSHE DI EFper-tunnel CIEETES
R Rr—ZE)T4—[RE
BEERRY A &
VPN membership ¥> VPN routes 0 EZ % B[ Zpiggybackd™ %
DOFIU T EE DR S TarLDOBE
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Rr—yvyg

CoreTStateZ EE LA (FNIELMTFHRN R RYD ST 2 E
SI5E . BIZVPNEITT R T RIVERDDIER r—
JLLZELN ! !
RT—ILEEBICIEEBRL RILABE

5) RFC2547

PERSIDLSPILLDPTHES
Per-VPND S JL(XBGPIZPiggyback
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Tunnel Maintenance

roORILDEFTEDFER
VR (per-VPN Routing) 77 =X
VPNJL—T 47 T AT 8E
Aggregated routing 75 =X
Per-VPN@Routing InstanceN7E LD T, BIOARERE T HHEMN
Hd
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koo g7ara)LlesR

MPLS GRE IPsec IP-in-IP L2TP PPPoE
L
Z2E1 A |(Key Field| T 7L Gl Gl
&)
IP only IP only
< JLFFakral Gl A (1) (1) a A
_ | Delivering _ _ | Delivering
QoS / SLA Zﬁ%ﬁ?’k Protocol Zﬁ%ﬁ’ﬂ‘ jﬁﬁa_ﬁ“ Protocol Tl
- | Itk ¢ - | ik
bR IVREST &M FF ;%SF{ 7L IKE Tl L2TP PPPoE
MTU HIER7L | HIRZAL | HIRAGL | HIBRGL | 64K 1500
ECBRRO/N & (Bit
oA —IR—=AYR i (Bit x U\ Vector & | LL#RHY/N
Vector) HC)
T .
= E 7-
In—Order Delivery R (eST:?::EC 12 L(%2) L 151:75%%% 7L
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VPN Routing

Layer2 Network-based VPN
ST
BEDOIL—T17I2EFH—ERTANAF IEE S LA
Layer3 Network-based VPN
VFI
Scaling Issue
Per-VPN routing vs Aggregated routing
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Per-VPN Routing

VPNZEIZ—T42 T TaraL DAV RV REER
& E1T

VPN EIZBHICIL—T 27 TOra)LERIRTES
VPN membership & reachability (323 LTL VS
PERITr O RILT DRLENHSD

BE. T—2ERILTEDIFEHONLIRIILERA

Data Plane = Control Plane

VRETILEDHRFENF LY

27 www.cosinecom.cor m

Aggregated Routing

Y—ERTANSTADRYNT—ITE—DIL—T«
vy 7akaLEER
BRMNICIXEDISBIN—T125FARIL(IGPIEGP
) THERTTEEIEAS.

Link State Protocol (like OSPF /ISIS) (XA~ R1E
BGPMARRXMFaAL X

EHGR)—RE

BWRT—35E)F4—

RR

TIILFFOraLYR—k

ELVERBEER
Data Plane != Control Plane
PeerETILEDRMENFL
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Case Study

BGP / MPLS VPN
IPsec / BGP VPN
IPsec + 2547 VPN
VR VPN
L2 MPLS VPN
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MPLS/BGP VPN

RFC 2547 (Informational)
draft-ietf-ppvpn-rfc2547bis-00.txt
Layer 3 Network-based VPN
PeerET )L

MPLS (LSP)k>r R JL
Aggregated Routing

30 www.cosinecom.com
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EXWLEHE

W—T 1 T EHROERMH EIZBCP £FEHS
Rr—ILgBL
Community T Filter 5D ANLI\IME
TH. ZERIA B 5%V D T Extended Community TencodelL &5 !
W—TF 4T EHREBSADIZEBCPEESS !
TH. PRLRIF—E LAV~
VPN IP address = Route Distinguisher + IP address

FOFEFLLEARLINE G~
TILFFRADILIEBGPEFESS !
FRELADEE XVRFTHRR
ZDFEFELONTYNEERZNDT
MPLSZ{EHS

INNWERBYYSETART—ILEE LD
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RFC2547TMEE (1)

NLRI
Prefix=RD+10.0.0.0 ~10.0.0.0/8

NextHop=3.3.3.3

RT=100:0 33 ? JcE
Label=200 o ==

D
.....

PE(2.2.2.2)

I-BGP

Static,IGP(RIP/OSPF),E-BGP

Q‘t VRF(Virtual Routing & Forwarding)
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RFC2547TM = (2)

s | abel Binding

o
9 & VRF(virtual Routing & Forwardin
A v 9 9 == Packet Fowarding
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PE - CE routing in RFC2547

PE (VRF) ~ CEIDIIL—T <> J FALIJLIZBHBIZfH
STEMTES
BGP-4 / RIP / OSPF / ISIS / Static, etc.
f=1=L.
=T TEOTLRIPEEIETERDEE
OSPF /ISIS @ & 5% Link State Protocol T, fti5-A4 D JL—kIE AS
External 72 )L—RZH>TLES

5. BEMLZDIZ Static H BGP-4 1!

34 www.cosinecom.com
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OSPF backdoor & %8 in RFC2547

llllllllllllllll 7r- 3
TUQOOE Y

OSPF Backdoor Link“.“' FcE T %
“ ]

9, ¢ 4
N ‘Z0.0.Q.OIS}
) PR

1000018

35 www.cosinecom.com

IPsec BGP VPN

draft-declercg-bgp-ipsec-vpn-01.txt

Layer 3 Network-based VPN

PeerETJL

Aggregated Routing

E KB E Z HIERFC2547 (bis)% B8
f=12L. MPLS LSPrU R IL DK HYIZIPseck > L2 F
LX) T —DMmE
MPLS core Z{RE LGS TH UL (=1L BEHLALY)
Ar—5E)T4—%EE
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#18

P RILFEEVPNERDOLHATIHIILTLNERSE
THd! !

MPLS LSPR> RILD KO YIZIPseck s RILEFEES
f=1=. IPseclZIZMPLS @ Label Stacking® & 5% #8 &
[TELND T, B [=F& X 5 &K VFIfE Tfull meshlZIPsec
FoRIVERDCEICES

ETNTIERT—)LLAGELN ! !
Tl P RIVIZPERIEIFIZLT, FoRILPIZHEHD
VPNRS D49 0E B ETESHELIITLES !
SPI (Security Parameter Index)Z{E5 LML i
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SARRAY— (VFIAyS 1)
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SARRAT— (PEAYS/ )

PERIT1D MSAEHEL b g
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IPsec SA (BEidLY)

3DDINGA—FATHEIND
SPI (Security Parameter Index)
EEXIPFRFLR
t¥&a1)Fo—FOr3aJL (AH or ESP)
SPID I+ —TYrERESN TLVEL
Pseudo Random 7% 32bit Value THYEZ I N IE KLY
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Fik

FEBDSPI (SPI pool)Z—DMDSAIZRYTTBFE
BGP/IPsec VPNEBEBDIALTX AR AT S
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VPN-SPI

V-flag=1

0 1 2 3
01234567890123456789012345678901
V] prefix null

V-flag=0

0 1 2 3

01234567890123456789012345678901

V] pseudo-random value
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SPlin IPsec Processing

0 1 2 3
01234567890123456789012345678901

prefix label

“label” [ZSAZHREE T H=OIZIZFEH LY
20bit [KMPLSSRILEFES LB E
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BGP / IPsec VPN

| P [ Esp| dam |

|’V| SPI pref | Label \\|

+:<-L‘\
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Z DD ER S

RFC2547bis& Rk (BGPZ{ES)
VPN-IPv4 AF&Route Distinguisher (RD)
Route Target (RT) & Extended Community
Route Reflector (RR)IXIE (X ZE (RELR YT —VDIFE)

R—L 1B % (BRLED) BHELAL

45 www.cosinecom.com

P router~ME3R

VPNIZBE 9 A“HE" (T 1< T KLY
MPLSZERLILZWN(FEEHLALY)
BiT5IPIL—2—
£-PEIZx3 Bhost routeE Z AL L LKLY

46 www.cosinecom.com
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tXal)Fa4—

MPLS-based
Link LayerCDEFa) 71—

IPsec-based
PE-PEQIVRY—I RtFal)T4—%EH
SPEE=NYDH—E RFFIZHER
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IPsec + 2547 VPN

draft-ietf-ppvpn-ipsec-2547-00.txt
Layer 3 Network-based VPN
PeerETIL

Aggregated Routing

IPsec / BGP VPN B ?

48 www.cosinecom.com
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IPsec / BGP VPN D& FA%ICIZEE
f=12L. SPUZE =B I TAVvIREEATHDIL.
IPsec BELUL KE ADEFIZDLEMNS
151 outer ZESARJLIZ IPsec Z{#ELY. inner SR JLIZ
MPLSZ{E Z (XL MNA LoV ?

MPLS-in-IP Tencapd NLILLMNC A ! !

49 www.cosinecom.com

IPsec + 2547 EhZE (1)

NLRI

Prefix=RD+10.0.0.0 ~~10.0.0.0/8
NextHop=3.3.3.3
RT=100:0 33 ? JcE
Label=200

o7,

.....

I-BGP

Static,IGP(RIP/OSPF),E-BGP

Q‘t VRF(Virtual Routing & Forwarding)

50  www.cosinecom.com
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#‘ﬁ VRF(Virtual Routing & Forwarding) —_—
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Packet Fowarding

VR-based VPN

draft-ietf-ppvpn-vpn-vr-00.txt
Virtual Router ({fR#8JL—42—)
Layer 3 Network-based VPN
Overlay ETJL

Per-VPN Routing

52 www.cosinecom.com
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/—VPNA\
oo

\‘ "\

g
s A N
= WV
N
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— VPN A
-------------- ==
) P kY I Af‘/ )
9, ¢t s
Ny I e &=
X AN =
Layer-2 .
Network | L
e 19’ . ®
VPN B

Aggregated Backbone-based VR-based VPN

/—VPNA-\

oo
>

LON

Customer VR
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‘* \"*_i/
_— %
"¢ 'v

IP / MPLS

IP / MPLS
backbone

IP / MPLS
Tunnel

Backbone VR




Layer-2 vs Aggregated Backbone

Layer-2 Backbone
Per VPNTQoSH#aO—/LTES
TERGEIN—T12T D5
Aggregated Backbone
BackbonelZLayer2 CEETEDATATERELLELTHLL
GbE, POS, etc.
Rr—5E) 74—
2 1V
MPLS and/or IPsec
Per VPNvs VPNTZ &

55 www.cosinecom.com

MPLS L2 VPN

draft-kompella-ppvpn-12vpn-00.txt

Layer 2 Network-based VPN

Overlay €T JL
A—HFOIL—T1J7IZIEBEELEL
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L2DEFAR—3>

DSL
Optical Ethernet
Metropolitan Network
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EXWLEHE

Layer 2 VPNZIRHELT=L>
L2VPNDF RE SR
TE5E FLayer 2 DEIUTAvIRE R BT
TIILFIrOaE
In-Order Delivery
Non address/&#&

PS5 RR—KZ[EMPLSE#EES !
SN JLRAYY & CE-PE-P-PE-CEET )L
THN 2R RE (L =0
Over Provisioning TGProvisioningD B E&E ML TO»
5 ! (3 B8 Provisioning)
Layer 2 ID (DLCI, VPINCI) 3 & U\ Label I& cheap T#H S ! (&LVS
Alie)

58  www.cosinecom.com
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‘ Topology

Frame Relay
Any Media

Site X
{DLCI Pool}
{100-109}

{200-209}

{107,209,265,
301,414,555,
{100-109} 654,777,888}
{200-209}
Site Y
Site Z
59 www.cosinecom.com
)
&% E
VPN ID
CEID
Range
Label Base
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‘ PE Advertisement

Site W

VPN=1, CE ID=0, R0=10, L0=1000
{417-426}

Site X
{100-109}

’ VPN=1, CE ID=4,
{200-209}

R4=9, DA[]={107, ..
888}, L4=4000

{100-109}
{107,209,265,
Site Y
301,414,555,
61 www.cosinecom.com {200 209} 6541777,888}
S/
RAb

CE,>CE %/ Ny b5 BFRIZPE Alinner label &L THI
Y &4 Th=labellL, PEAICE,>CE /vy E 21T S
FEDincomingZilabel EL TRV B TR D LT EHELL
5%

Layer2 ID (DLCI, VPI/VCI, etc.) EMPLS Label @ Over
provisioningl=&t) . CEQBMMNFEELTH, EEIXH
FrBITED (full meshBF TH)
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TL—L & TRIVLITA—TY

MPLS Outer | Inner | Sequence Modified Layer 2
Encap Label Label Number Frame
0 1 2 T3

0'1234567890123456789012345678\9\0“1\

Label (20 bits) NCL|S (unused)

N : Notification
C : Control
L:Loss

63 www.cosinecom.com

TFIVT

BGP
Multiprotocol BGP
L2-VPND 7= 8H DAFIFE KU SAFIZFf=IZE A
L2-VPND 1=8b DNLRIZHETE
Extended Community
LDP
LIRTIERESN TULVA, BIRIZEYHZ I BCPIZLIZS
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BGP NLRI for L2-VPN

Length (2 octets)

Route Distinguisher (8 octets)

CE ID (2 octets)

Label-block Offset (2 octets)

Label-base (3 octets)

Variable TLVs (0 to N octets)

65 www.cosinecom.com

MPLS VPN : To be Layer 3 or not to be ...

~Layer 3 MPLS VPN (rfc2547) vs Layer 2 MPLS VPN~

PeerBT L2 TEARICLILD ?

Aggregated Routing [2%: 5 &4a

CE-PERIIL—T % E1%E (OSPF Backdoor Linkf &)
draft-rosen-vpns-ospf-bgp-mpls-02.txt LA TDHLH B TES

BEICIL—TA4UTEY—ER"TSH
EEEEZTESIE. TEENLIL—TAVI DEREES]

AT—ILFBHD?
Provisioningfg(Z (33 5 ER85
T, PEAL—TF ORBBEFEF-G<B e TR K !
A—H—DORBENTSVITTEMELNAELL

EIFE-TH, BATIERSTELETIILEERSL.

Layer2DEE (T h i
E (B EFR !
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K VPNF LD L8

IPsec /BGP
BGP / MPLS IPsec + 2547 VR VPN L2 MPLS VPN
VPN
VPN
CPE / Network bag Network—based | Network—-based | Network—based | Network—based
Layer Layer 3 Layer 3 Layer 3 Layer 2
Overlay / Peer mo Peer Peer Overlay Overlay
Layer 2 or
Tunnel MPLS IPsec Any IP/MPLS- MPLS
based Tunnel
Discovery BGP BGP Any BGP / LDP
Tunnel Establishmg LDP IKE Any LDP / RSVP
. BGP BGP
VPN Routing (Acgregated) | (Aggregated) Any (Per-VPN) N/A
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E3.)

IP-VPN 1= RFC2547

IPsec / BGP
VR
L2 MPLS

A—HEITIL—T12 T ICEALTHRMWERLS L TH
[ERFC2B47(EBLVETIL

ETIL 1= &
L2 PPVPNIZ S #&ZHA%F

=T OBEREETILFIOrILLNGE S
VPND“P % RI]T BIZIXIPsec
A—Y—hBIRTEEOMNEELLY

& f=Provisioning Tool AN A B
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RFC 2547 (BGP/MPLS VPN)

RFC 2685 (VPN-ID)

RFC 2764 (IP VPN Framework)
RFC 2917 (CORE-MPLS-VPN)
draft-ietf-ppvpn-framework-00.txt
draft-ietf-ppvpn-rfc2547bis-00.txt
draft-rosen-vpns-ospf-bgp-mpls-
01.txt
draft-declercq-bgp-ipsec-vpn-
01.txt
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draft-ietf-ppvpn-vpn-vr-00.txt
draft-ouldbrahim-bgpvpn-auto-
01.txt
draft-kompella-ppvpn-12vpn-
00.txt
draft-shah-mpls-I2vpn-ext-00.txt
draft-kb-ppvpn-12vpn-motiv-00.txt
draft-tsenevir-12-req-00.txt
draft-worster-mpls-in-ip-05.txt
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