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Mobile IPv4
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���
:IP ����� ��� �� ���

� OSI 7 	�
�����

7: 
6: 
5: 
4: (TCP/UDP)
3: (IP)
2: 
1: 

2: 
1: 

2: 
1: 

3: (IP)

a b
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IP ��� � $�����

� ������� ������ �! �"�#%$'&�() ��*+�,-

(dst)

IP 

IP

(20byte)

Ver Hlen ToS

TTL

(src)

3232bitsbits
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IP �����������	�	


1.0.0.1 2.0.0.4

3.0.0.1

R1 R2

R3

2.0.0.1

R1

/24 =

Src=1.0.0.1
Dst=2.0.0.4
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���� � ������ ��� �

1.0.0.1

2.0.0.43.0.0.1

R1 R2

R3

2.0.0.1

Src=1.0.0.1
Dst=2.0.0.4

Mobile IP
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� ����	��������

� 	�
 IP ������������ ��������������,����-
I � �� �! �"�# #�$%$ ��&�'�(�) ( (!)�*�+�, )
I � ��.-0/ ��1�2�, ( � �� 1�2�, )

� 3�4�5�6�7 IP �������8�9�:
� (�)�*�+�,�;�<���=�> � �� 1�2�,�? 9�:

� �� � identity ��@�A
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Mobile IP
��B�C��

� D�E�F G � ��H8 # #�$�I���J�K�L 3�4 D!M
� DHCP, PPP =�N L ��O

IP ������ � 9!P�8�Q�R -
� � �� ��S�T 8VU�W

I 3�4 � �� 5�X ) ��S�Y�� R =�� (e.g. Z![ )

� 3�4 )]\�^�_#�`�a�b�L�c!d � R =��
� IP ��0��� 5�e�f )%\�g�h�8�i D�M
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�
 ������

� 3�4�5�6 - _#�`�a�b�� A L����
I # #%$.I���J�K�L 3!4 ) ��?�	 ^�
 - _#�` a�b
L��!d � R - (e.g. ftp, realaudio, NFS � )

� 3�4 � �� 5�X ��-�S�Y 8 D�M
I 3�4 � �� ��	�
�(!) L ��1��-� ( =�>���	�-��� � 1!2�, L * � ��-�;�<�� 3�4 � �� (����
� R -

� Mobile IP � �� � 3!4���� F &�L � �� 8 3!4 ) �
?���� IP ��0����L �V� ��� < ^ - 6 O 5 ) �����
��-

� � �� : !�b���� # #%$#"�$�Z![
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Mobile IP

� RFC3344 (obsoletes RFC3220, RFC2002) ��% �
� IETF Internet Area: (Routing Area &�^ 3!4 ):

I IP Routing for Wireless/Mobile Hosts Working
Group ��'�(

I \ ; ))��*� Mobile IP WG
� Chairs:

I Phil Roberts (Motorola)
I Basavaraj Patil (Nokia)
I Gabriel Montenegro (Sun)
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Mobile IP ������� ?

� Internet K � � �� � 3!4���� F L � IP 
 � ��� ��-�
	 $�� �
� Macro Mobility: �������� ����� 3!4 L ���

I X ) � micro mobility: ��� = 3�4 (Hand-off) L
��� � - \
� � �
	 $�� � ��'�(�? 	�-

�  �"�# #�$�� � 3�4 L  �� ��$
I 3�4 ) �V? IP ���������9���^ =��
I � ��� " ��`�a�b�� 3�4 L� 5 ��-�!�"�=�>$#�'
D�M

I 3�4 ) �V? ��� ( _#�`�a�b ) � #�'�D!M
I ����%�&�&�^�� � 3!4 ) ����=�� & 6 O 5 T�'�-
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Mobile IP:
 )()*�C

� +�, � �.-�/�&

1.0.0.1
Home Agent (HA)

Src=1.0.0.1
Dst=2.0.0.4

Foreign Agent (FA) Mobile Node (MN)

2.0.0.4
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Mobile IP: ��� (1)

� � ���������� (Home Address, HoA)
I 3�4 � �� 8 ��� ��� <�- ������

�  ��������� (Care-of-Address, CoA)
I 3�4 � �� 8��	��)%\  �"�# #�$ �!�����- ��
���

� 
 !�b ���!b�
I HoA ( CoA �����
I 	�- HoA L ? � 3�4 � �� 8�� N� 5 ��- & ?

( ��= �	� N�� CoA L ��� ) �!� - & ?)

� � ��� # #%$.I���J
I HoA 8�� ��-� �"�# #�$�I��!J
I 3�4 � �� ��,����
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Mobile IP: ��� (2)

� Mobile Node (MN)
I Mobile IP L �!� ) � 3�4 � -������

� Home Agent (HA)
I � ��� # #�$�I���J 5 ��- � ��
I MN 8 � ��� # #�$�I��!J�&�^�� ,����- (�R 5 �
 �"%#�$]L����� �� ) � -�/ ��-

� Foreign Agent (FA)
I �	��! ��# #�$�I��!J 5 ��- � ��
I MN 8 3�4 ) � R�\�(�R 5 �  �"�#�$ � -�/�L�"# ��-
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Mobile IP:
 )(��������

� � �
	���b�$ ��S�T
� CoA �� �
� HA $ ���
�
�  �"�#�$ � /��
�  �"�#�$ �  ��

I HA 5�6 - ���� ��
I FA $ � $�b # �VL ��� \�-�/
I FA &�^ 3�4 � ��]$ ��� /

� 3�4 �����
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� �������  �����
(1)

� 3�4 � �� � � 3�4 )]\�^ � �
	���b�$]L���� ��-
� � �
	���b�$! #" (Agent Advertisement, AA)

I �
$ � 5  �"�# #�$ 5�% �
&�'
(�� $
� � �
	���b�$ "#) (Agent Solicitation, AS)

I � �#	��!b�$! 
"�L "
*��- % �
&+'
(���$
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� �������  �����
(2)

� � �
	���b�$ &V^ ��������=���� L���� � R -

Foreign Agent (FA)

= 3.0.0.254= 3.0.0.254
FAFA = 3.0.0.3= 3.0.0.3
CoA CoA = 3.0.0.5= 3.0.0.5

Mobile Node (MN)
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HA � �
	��

� FA L���) � � HA 5 	�
�(!) L �
� ��-
� UDP (Port 434) L�� �

HA
FA

Mobile Node (MN)

Haddr = 2.0.0.4

11 ((MNMN--FA)FA)

33 ((FAFA--HA)HA)

22

44

66

55 ((HAHA--FA)FA)

77 ((FAFA--MN)MN)
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�
 � � � � � � � � � $�����

� ���( ��� \ > ��� 5 /�� ) � 6 �

1.0.0.1 HA

FA

MN

Haddr = 2.0.0.4
CoA = 3.0.0.5

Src=2.0.0.4 (Haddr)
Dst=1.0.0.1
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�
 � � �$� � � � $����� : HA � � �����

�  �"�#�$ � HoA � � : � ��� # #%$.I���J 5
	 >
� HA � HoA � ���  �" # $%L����� � 
 !Vb � � b�
L����) ��� ��� � _��!:�&�L�� ����	!
� CoA 5��
<��  �"�#%$ L�-�/

� FA � � ��� � _������������ ���������������! 
"#%$%& ��'�(
dst: Haddr )
*,+
-

.,/,021,3
 / 4
5

dst: CoA HA

FA

CN

MN
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IP-in-IP ���������

� IP " # $%&  
�	�	
  IP � $� ��	���

IPIP Src Src = 1.0.0.1= 1.0.0.1
Dst Dst = 2.0.0.4= 2.0.0.4

TCPTCP

((encapsulation)encapsulation)

IPIP Src Src = 1.0.0.1= 1.0.0.1
Dst Dst = 2.0.0.4= 2.0.0.4

TCPTCP

IPIP Src Src = 2.0.0.2= 2.0.0.2
Dst Dst = 3.0.0.5= 3.0.0.5

� �	��������	�����������
I Minimal Encapsulation
I Generic Routing Encapsulation (GRE)
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FA  "! #%$�&��('�)+*-,(.�/

�
&�0�1�2 3 ��4�5 276 �8�9 " #%$%& �: �<;�=

HA

Src=1.0.0.1
Dst=2.0.0.4

FA

2.0.0.22.0.0.2

Src=1.0.0.1
Dst=2.0.0.4

3.0.0.5 (3.0.0.5 (CoACoA))

Src=2.0.0.2
Dst=3.0.0.5

FAFA CoACoA
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FA ���������	� 
  !�.�/

�
&�0�1�2�� 
�<9�" #%$%& � ��4�5 2�� �

IPIP Src Src = 1.0.0.1= 1.0.0.1
Dst Dst = 2.0.0.4= 2.0.0.4

IPIP Src Src = 1.0.0.1= 1.0.0.1
Dst Dst = 2.0.0.4= 2.0.0.4

IPIP Src Src = 2.0.0.2= 2.0.0.2
Dst Dst = 3.0.0.5= 3.0.0.5 ((decapsulationdecapsulation))

FAFA
MNMN
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�������

� ������ 
� Mobile IP � ��� 9 :���� HA, FA �;��� 9������ � ;7=�� : �

FAMN

HACN

MNMN-->CN>CN

CNCN-->MN>MN
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FA ���������	��
�����"!�� �

� ��� � � � � ������� CoA ����� � � ����� ( 9�� ��
DHCP)

�! !"!#%$ �'&�( (co-located care-of-address)

� )!*
I +%,�- � 1%$%&  FA . ��/10 � ���!�

� 2!*
I ��� �4365 .!7 � �
I +%,�- 1 $%& � $ ��&�( ��8!9%:��
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;1<�=�>	? 
!@�A"!B����!BC1D

� E!F 3 HA G�H!I�( � :��
� :�� 3 MN .!H!I ��4�5 2���J ��K�L

MN

HACN

MNMN-->CN>CN

CNCN-->MN>MN

((MNMN--HA)HA)
((src src = = CoACoA))

((HAHA--MN)MN)
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Mobile IPv4 !����������"!��
	

� Mobile IPv4 � ,�� *
I ( �� $ �'&�(�������� (source address

spoofing attack) � �����
I ��� ;-=  � ����������� ���:������	�����
I NAT � � �� 
I  �! / � � (Fast Handoff)
I 5�"$#�%'&
( ��( # ��)
* %'&
(
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/�D�+ ? 
�@1A-,/.�0�1 (source address
spoofing attack)

� 2�3 ��4$5 � ��� . � ��� � ( �� $ �'&�( �76 � �
" #%$%&'8 ( � :��
I IP

$ �'&�(� :9$; � 9 $�< 5 (�=�> ��?�� 6
I ��� �A@�B�C 8�D 8 �

� E
F�G ( 2�H % 0�I (ingress filtering)
I
1%$ &:J � < ��K�L �� NM � 0'/%� ( �� $ �'&
( 8 :PO ��Q /%�

I R  7S �T*'( 4�UNV$W � ��X�Y���Z�[ /
\�!5 F2 � H � K�] 8 �
� ( �� $ �'&�( .�^ � � $ �'&�(

I E
F7G ( 2�H % 0�I�8 :�O �� /%�<����_
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����� #%$�&���$��

� MN .�( � :�� " # $%& � � & 0 172�8 ��� �
	��
HA  � � ������� � 
�� � � 9 � L  ���Q �

FAMN

HACN MNMN-->CN>CN

MNMN-->CN>CN
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������� �

� �'� �:������  V�W 0�� ( 0�I�8���� � � � 
 L

MN

CN

MNMN-->CN>CN
CNCN-->MN>MN

�
� � � � :������  
I V�W 0�� ( 0�I ��� �
I IP-in-IP

&�0 1 % 0�I �!�" 8$# = :��
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NAT ��! ;1<

� ��� � tunneling ��� � ��� NAT ����	  �
�� � 9��  ') � �� /6�
� UDP (Port 434)

8 ) � ��� Tunneling
8 K / L

I @ ��� & 0�1 % 0�I �����
� draft-ietf-mobileip-nat-traversal

IP Header

IP Payload

MIP Tunnel Data
Message Header

UDP Header

Outer IP Header

8 bytes
Type, Next-Header

4
47
55

IP-in-UDP
GRE-in-UDP
Minimal-IP

IP Header

IP Payload
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VPN ��! ;�<

� VPN
8 ) � � / . 
 Mobile IP

8 K / L 9�� � ,��
� ��� probrem statement ���
� draft-ietf-mobileip-vpn-problem-statement-req

Foreign Agent

Mobile Node Home AgentVPN Gateway

VPN

CoAHoA
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Fast Handoff

� Mobile IP
8 ��� �����  ����% �
�� :�� �!� 8�� �

� � �%�%0 5 � ��	 � . � ���
� HA .�
 � �  � E!F�� ������ .�� 0 � " #%$ & U
( 8�� 0 ��� :7�

� � 0 & U � 2 " # $%& . � 0�/�� � 1 $ & J � < � �
� HA  NX� /���� 8�� ���

� ���  �! / 
���� � G �����
� ��� � Mobile IP WG � R � &���$ < ��� � 5
�
� 0�� �! . draft � ���  %5 �8 � � 9
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Fast Handoff (cont’d)

� Fast Handoff  � X� 0�"�#�$	� $ 4�U ��%
� IP �� �
�� � 9�& ��'�(

I E!F��4� ��������)�*
I e.g. Regional Registration
I 
�� � S�+�� & ��,

� IP � / 
�� 8�-�. (Micro Mobility)
I / 8�0 ��1���� ^ ( & 2 � & ��2 ( /
\
I e.g. CellularIP
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Regional Registraton

� draft-ietf-mobileip-reg-tunnel

visited domainvisited domain

GFAGFA

FAFA FAFA

MNMN

Home NetworkHome Network

HAHA

� visited domain � � Gateway Foreign Agent (GFA)
��� � E!F!�����

� CoA � GFA � $ �'&�(
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Fast Handoff

� draft-ietf-mobileip-lowlatency-handoffs

� �%0 5 � � ��,�.�� �8 � � � :
I Pre-Registration Handoff

• Network-Initiated Handoff
· Source Trigger, Target Trigger

• Mobile-Initiated Handoff
I Post-Registration Handoff

• Two Party Handoff
• Three Party Handoff
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Fast Handoff ( � )

� Pre-Registration Handoff

� L3 Handoff . ��� � 9�& L2 Handoff

 Movement

Old FA New FA
1. Agent Solicitation

2. Agent Advertisement

3. Proxy 
    Agent 
    Advertisement

4. Registration 
    Request

Home
Agent 

(or GFA)

5. Registration 
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����� ����	 
�������

� ����� ������������ �!�"$#&%�'�(� &)�*�+�,&-�.
� /�%���021&324&576�8�9;:�<2#$=2>&�2?$�2�&0�)�+$@A�B�CED 9 �F0HG�(�I�(&�J!�"�����.� 
� Mobile IP ��K&5�L C�M&N�C�O�P�Q�R "�@ A�B�CED +?�+&/�%�K&S�T����� 
� FA " MN 5 FA " HA "$+�?�U�/�%EVXW2U&Y�Z
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������������

� MN " HA( � VXW FA) ?&�
	2#���
� /�%
��#�������������#����EV�W��
�

IP ��� �
UDP ��� �

!#"%$ �'&%(#)
*%+#,%-/.
02123#40#125

H( 6  , 
!#"%$ �'&%(2) ) = 

0#125

� /�%
��K�	�#�798�0�Z�";:HV�<;=
>���.&02Z
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?A@CB�D�E�F�GIH �

� (
J�W�+ N�C�O2P QJR ?2"�@ A2B�CED ?&��	2#K�
2( &S
L����� 

FAFA HAHAMNMN

FAFA

FAFA
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���������
	���
�
���
�

�
N�C�O2P Q�R ?$�
	2#���=HV����;)2*&5���� C���� 9���

�  �!�"�#%$�& M ��0�Z

AAA: Authentication (AAA: Authentication (
Authorization Authorization 

Accounting Accounting 
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' 
�( � �)�*�+�,�- Mobile IP

� ISP: K$)EV�W�!$+ MN +% �!�.�K�L C�M%/ � R10&C2 ����3�9&Z�Z�+�4 ?
� L C�M%/ � R50$C 276 K$)EV;W&��3�9��;��+�8�9�:2+

MN � ISP 91;�-�<&3�)�+�4 ?

� (
J�W�+ N�C�O2P�Q�R ?&��	�#��
�(� �+�K�=%>

FAFA HAHA

ISPISP

MNMNMNMN

FAFA
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Mobile IP
H������

AAA

� DIAMETER Mobile IP ���
� AAA "&+
	��

I � 02 D "� Q ( )�"���4 ISP) ?&��+$/�%�"����
( � C���Q
� )

I ����� ISP ��U%�%� C%� (� �	����
� DIAMETER /�%�"�#�$�& M

I RADIUS + ���
�  �!�(� 
��,�+�'
���

I Network Access Identifier (NAI) +
�� 
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NAI: Network Access Identifier

� !�"�+ Mobile IP K�L C�M�#HD�$ ��9�%�&EV )�/�%
I ' �2+)(�*���=%>
I
A�+ 0 Home Address , G53�W&��>EV;Z

� Network Access Identifier (NAI)
I " C���#HD�$ ��9�-�)�.�/
I e.g. foo@bar.com

� RFC 2794
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Summary: MobileIPv4

�
B�CED +&@ A������ # IP � ����%�(� �� � R��1�
I Home Address "	��4&3� #ED�$ ��#���Z&-�1� 
I 
�� ��,�4 8&K ��@ A V�W�Z&0�Z&�2Y���9�� �� 

� Home Agent(HA) #���EV )�������/
I 3 �����

� Macro Mobility
I ��� +��2Z&@ A
I ��� +�Y���0 # ��� � C ��� Q 9&K���� CER "�#$�& M ��S
L

• Fast Handoff
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Mobile IPv6
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IPv4 � IPv6
�����

�
#ED�$ ����?�+ � �
I IPv4

6
32bit, IPv6 128bit

I ��� 50 	�
 + 50 	�
 + 50 	�

� � B�CED 9&Y� 2�� + 0 #HD�$ ����*
�
#ED�$ ��+������

� QoS 5������ ����� 5�� ��� ����� R #����EV )����
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� ( � �
��!�"�#

� $�% + 0�.�/ 6'&�(�) #ED $ � (Aggregatable
Global Unicast Address)

� *�+ 64bit � / � R10&C 2 � $�, � 2 �
� :�+ 64bit �� Q.-�C�,�P ���/�0
�

I 1 9 MAC
#ED�$ ��2�4 8��43�<$3� (EUI-64)

FP
TLA
ID RES

NLA
ID

SLA
ID Interface ID (EUI-64)

public topology

Nerwork Prefix

64 bits 64 bits

IPv6 address (128bit)

site
topology
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� ( � �
�������

� ���
	
��� 16bit � "�9 � 6 ����
�� 
3ffe:0501:100f:1048:0260:97ff:fe47:9bd2
ff02:0000:0000:0000:0000:0000:0000:0001

� .���+ � 0��K
���
���
3ffe:501:100f:1048:260:97ff:fe47:9bd2 ff02:0:0:0:0:0:0:1

� 	�-�(� � 0 �2K
� ��� 1 � :: �������
���
ff02::1
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IPv6 ���
�

3232bitsbits

VerVer

(128(128bits)bits)

(128(128bits)bits)

Copyright (C) 2002 TOSHIBA CORPORATION, R&D Center – p.50/120



���
���

�
(Extension Header)

� IPv6 ��K&5�S�T����2+�����K�(
J�W ���
	 ���&��G�����3� �Y���9�0���)
� � 	 ��� , � C���D 9��� �<&3� 

I TCP/UDP/ICMP U�!�!�9��� �<&3� 

))
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���
���

�
�
�������

� �������&+ 	 ����4&������ �<&3� 
IPvIPv

==TCPTCP

TCPTCP

IPvIPv

==

TCPTCP

==TCPTCP
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Routing Header ( ��������� � � )

� � ��� � 	 ��
��� #���*2(� 

src = S
dst = D

src = S
dst = I

RH = D
(SL=1)

src = S
dst = D

RH = I
(SL=0)

src = S
dst = D

RH = I

S D

I
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IP security (IPsec)

� IP � �2+���� � � � �1��%
� Authentication Header (AH)

I ��� � 5�/�%�+����
I IP 	 ����#����

� Encapsulating Security Payload (ESP)
I ��� � 5 ��� � 5�/�%�+����
I IP 	 ����#���I&0�Z
I ESP 	 ��� ����K�������<&3�W�Z� 
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Mobile IPv6

� I � D���,ER����
I draft-ietf-mobileip-ipv6

� WG last call � ��� 9	� � 4���
�4�1 8�3�)���5 � +)�
�9 �� ��� ����<��������
I ��� security issue
I � ������� ������ �!�"�#���$�%
I &�' -18 �	(�)�*
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Mobile IPv4 + Mobile IPv6 ,.-�/1032

� 4�5�6�7�8 � 6�9�:�;	<�=�>���� ��?
I IPv6 Extention Header  �@�A

� B�C�D�EGF	H�I � CoA � ��J	�
I Ingress Filtering K�L
I M�N�O EPF	H�I�Q�R�S�T�U  �V�W

� Foreign Agent  �X�Y
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Mobile IPv6 �������
� ����� Mobile IPv4 	�
��

IPv6-in-IPv6
Tunnel

  ����������������

  ������������  ���

CN -> MN ( ������������������� �!�"$# )

MN->CN ( %'&)(+* ,+-/.+0 1+2+3+4
)

CN->MN ( 57698+: ;7<7=
)

  ����������������

CN

MN

HA
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IPv6 >�?A@ABDCFEHG�IAJLK
� M�C�N (Destination) O�PRQ�SUT�VXW ��Q�R�S T�U  Y�ZD[
� Mobile IPv6 ! �R\U] � � 1 ^� Q�R�S1T�UR_R`�ab �

I M�N�O EPF	H�I�Q�R�S�T�U
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������� ���
	 @AB�CFEXG
� Mobile IPv6 ! ��� C�D�EGF	H�I � CoA _���
� ��C���� �
���  M�N�O EPF H�IU_���� ? ���  Q�R
S�T�U

� M�CUN � \��  Q�R�S T U Q ^�� � � �
��� \�� C�D
EGF	H�I � � � �
! ? EGF H�I ! � � * \��  Q�R
S T U ��" W >$#�� ��? M�N�O EPF	H�I�:�; � C�>$#
��%  �	 b ��&�'�� P #)(���;	� �
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IPv6 Mobility Header (16-)

� Mobile IPv6 Q `�a b � * ] b ��+ Extention Header

� Mobile Node  $,
-�.�/ �$0 � �  �13254 _ @�A b �6 �
'
# ?
I Binding Refresh Request (BRR)
I Home Test Init (HoTI)
I Care-of Test Init (HoTI)
I Home Test (HoT)
I Care-of Test (CoT)
I Binding Update (BU)
I Binding Acknowledgement (BA)
I Binding Error (BE)
I + Mobility Option
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CoA ,����

� Stateless Address Autoconfiguration

� � N���� `��	� ��
 2��� N�� R�H��	� 2 � I�_����
 2� ��� ������� I � V�? (� N������ )

� � �  �� U ��N �	� � I ID _��� V�?�	 EPF	H�I �
� ?
I DHCP ! _� A b �)%#" �

Router
= 2000::/64= 2000::/64

Mobile Node (MN)

Interface IDInterface ID = 260:97ff:= 260:97ff:fefe47:9bd247:9bd2

CoA CoA = = 
2000:: 260:97ff:2000:: 260:97ff:fefe47:9bd247:9bd2
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HA $&%('AG�)+*�G�,�-�.�/
� Binding Update message _� A
� 0�1 � � � IPv6 1)2�4� �2� �3�4 2��	 � ?

  57698;:=<78;>7?7@
src = CoA
dst = HA

Home Address Option
HoA

ESP Header

Binding Update

  57698;:=<78;>7ACB
src = HA
dst = CoA

Routing Header
HoA

ESP Header

Binding Ack

Binding
CoA <->HoAD7E7F HA

MN
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%+'AG�)(*�G	,���� J�C��
� � � U����U	�U_�
)��� *���
� ���  ��C
�)��%�� � U�� ��U�� ��� 2 S��R_���J��%�" �

I
Z J�� * ���� * ��%�" �

� ��� 2 S�� �  !���#� ����!�X� b �)%#" �
I � 	 ��( � *  ���� N F 	 ��C�_ b � � � ��Q! [ � * ��J��
�����#"

� � O b
HA ��$% �'& Z ! � X� b � � ��P � �

I MN ��$% ��& Q( # ?�) � � ] V�?
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.#*�+�,�-1,�.�/AJ 0 ,'1�*
� � C�D�EGF	H�I � CoA

� M�N�O EGF	H�I�Q�R�S�T�U _�23
� M�C�N ��M�N�O EGF	H�I�:�;�4�� 3�4�2� ! ! ?�	56

  HoA798;:<>=9?�@BA9CBD>E>F
src = CoA
dst = CN

Home Address Option
HoA

Data

MN

CN
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. * + , ��� , . / J 0 ( % ' G ) * G , � � J C ������
	��
)

� 4�5�� 1)2�4 _�23 b � HA _���>�� �
� (IPv6-in-IPv6 ! � � � )

  HoA ����������������� �!
src = CN
dst = CoA

Routing Header
HoA

Data

CN

MN
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" ���$#&%(*

� * � [ V Z b +UQ " [(')+* ��J��
I � � U � ��U��  �-, Q ���  ��C��)� * %�./
I 0 � �21(3�54/ 687 *59:; � $-<

� IP Security (IPsec)  �@�A _ )>=
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� � �
...

� 2001/03/19 \ IESG :�;����  �� N � Q mobile-ip  
ML
*�� *�� IESG Security Concerns with MIPv6

� "The IESG strongly recommends that the WG find
an alternate approach that is not tied to IPsec/AH"
I SA �
	 Z !� overhead  ���
I IPsec S�T � N �  ��� >

� HA-MN � C��
��  �) = _�� * � 	 Q ./
I �  ���U`�%�! [ � ? : IPsec _ )>=D		! 4 ?

� MN-CN �� 7�` ��D	� ��C
I IPsec &��  0 � �21(3� ������ O _�< � ?
$�%
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Return Routability(RR)

� MN-CN !�@�A
� � ) � 9:

I HA-CN, MN-CN  �� _ ��! V #)("
# ?
�
b : b PKI  ")� � )�=�Q�$�% � � �)� V�W � '-)

� � U ��N 
 2�$#� % ��&���� [ V Z b :�;  �&'
HoTI

CoTI

CoT

Binding Update

HoT

cookie ( 2)+* CN,+-+.
cookie( 2)+* MN ,/-+.

CN02143 cookie5+62748+9/5+:/;+</.
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Return Routability(RR) (1/3)

� CN
*

RR  ���� _ %���V��

src = CoA
dst = CN

COTI
Care-of Init Cookie

src = HoA
dst = CN

HOTI
Home Init Cookie

ESP

src = CoA
dst = HA

src = HoA
dst = CN

HOTI
Home Init Cookie

CN

MN

HA
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Return Routability(RR) (2/3)

� CN ��� BU
*
	��� � ����� � ���������� �

src = CN
dst = CoA

CoT
Care-of Init Cookie

CKey

src = CN
dst = HoA

HoT
...

ESP

src = HA
dst = CoA

src = CN
dst = HoA

HoT
Home Init Cookie

HKey

home keygen token (HKey) = H(Kcn, (home address | nonce | 0))
care-of keygen token (CKey) = H (Kcn, (care-of address | nonce | 1))
Kcn: CN �����������

CN

MN

HA
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Return Routability(RR) (3/3)

� � (Kbm) �����������	�
��� � 	�� �
��
� BU �
CN ����� � �

src = CoA
dst = CN

Home Adress Option
HoA

Binding Key (Kbm) =  H (Hkey | Ckey)
MAC = H (Kbm, (CoA | CN | BU))

Binding Update
MAC

CN

MN

HA
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IPsec �����

� draft-ietf-mobileip-mipv6-ha-ipsec-01.txt ���
�
� SA ���	���	������ �!� � �	"	#�" $�%�&

I '
( ) dst ) �
* � HoA + ����	��� � �	"
I ,
-/. ��0
1��
#
2���3�� SA �������	� �

src = CN
dst = HoA

...

ESP

src = HA
dst = CoA

src = CN
dst = HoA

...

ESP

src = HA
dst = CoA

Routing Header
HoA

46587:9<;6=6>6?A@<=6B6C6D
SAE HoA

D6F6G:H<=8B
I J
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����� ����� �
	 Mobile IPv6 ������ ���������� � ������� ?

� ������� �!� #"�$ )
I All nodes MUST (no requirements)
I All nodes SHOULD be able to participate in

Route Optimization
I All nodes MAY be a mobile node
I All routers MAY be a home agent

� �� + Home Address Option ��% ��&('�) ��*�� 2
�
"

� Binding Cache ��+(,
�	"	2 ��-�.0/�&
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Binding Cache �21�3���546

�
�
* � HA ��7�89)
,(:
��#���;
I HA � tunnel � ) IPsec ��<(=�) � 2�>
"

src = HA
dst = CoA

src = CN
dst = HoA

CN

MN

HA

data

src = CN
dst = HoA

data

src = CoA
dst = HA

src = HoA
dst = CN

data

src = HoA
dst = CN

data
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Mobile IPv6 �����

� 7��� overhead )�� *���3��
"�� "
I �
	 )���  ����� ���������� ����+ 3���*�� �
"�� 22) �
�	"

I Mobile Node � ���
���	� )���� HA ��7�8 � ;
� �� ���! ��" - �
# � .%$'& �
"

I 0
1 ,�-/. -�( $ : � � ;	#�)
* -'+�, .�- $�". �0/� 
# 7���1�2 # ��3 +�4�5
+ 2 44byte �
" . ��/# $ ��6

I Voice Over IP (VoIP) 7 � , .�8  - �0/� + )9 )�"
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Mobile IPv6 ����� (cont’d)

� IPv4 + ) ) FA ��:�3 ,
;�<'=�<���>�? $�@'A �	�
"�;
I AAA ��: 3 ,�B -
C  ��
I D�E ���  . "
F

� G��0H ��>'? ) Mobile IPv6 + )�I'J'K�L � ; �'6 $M ;
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Summary: Mobile IPv6

� <�� K�L�� �� +���� )�� <	3��
"��	"
� � '�	 � ) Mobile IPv4 ��
������

I FA ) � "
I 7�� 4 <�� $������ <��	�
"�;

• Binding Cache

� IPv6 Extension Header ����=�) , signaling
I HA � �����

� !��	� 8�� � � ���
&
I MN-HN: IPsec
I MN-CN: Return Routability(RR)
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LIN6: Location Independent
Networking for IPv6
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LINA (Location Independent Network Archi-
tecture) ���������

� �	�	
	�	��# , - .�	� �����	����	�
I � �0!�� -	��� ��� ��	� � ���	�

� �	� , .�- $	 ��	!��"	#
I # ��3�" - � - # � . �	$�%

� End-to-End �#:
�
I Mapping Agent ��"&#
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'�(�)�*�+-, �2� �/.�0 + �1��� ��2�3

46587:96;=<?>=@BA

mapping

CED @:F6G=; C A
H?I C:J ;=K6AL6M=N AO6P N A

QSRUTWVYXYZ
QSRUTWVYXYZ
QSRUTWVYXYZ []\Y^]_YZ

[]\Y^]_YZ

� 	� � �
I ,
-/.`&� �����= ) )�������	�&
	�	��ba�;

� ��c � �
I �	�&
d�&���=	"�)'�� ���! � ��cfe ;
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����� �������
	��

�&�	
	�	��� � � ,
- .�&� ����� ���
� �	� , .�- $
��������������� ������ 

���"!$#&%(' )"* �� +-,�.0/21-3
+-,�.0/21-3

�	� 	 � 2 � ���&�
;���, # ��3�4 1 �5 # ��3��7698 e;
G
# $�:�;
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��� �/.�0 + ,d'�(�)�*�+ ��<
=�> �

� ?�@�A�B = Mapping

� Mapping Agent(MA) 4�"	#
I MA 5!19C

• �&�	
	�	��# ,
-/.�	� ��5ED�FG4�H�+
• , - .�	� ���7? e ;��	�	
&�d�G4�:�I

I 0
1 ,�-/. 5�1�C
• : ��)0,	" ,
- . 5��	�	
	�&��4 6�J
• 0 1�5�K	� ����5b�	�	
	�	�G4 ���
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LIN6: LINA � IPv6 �����

,/.�- $���� : �&� , .�- $�5�	(�
� IPv6 , .�- $

I 
 � 64bit: � ��!�� -&� . - F
� � $
I � � 64bit:   ���F� - $ 	� �

� LIN6 , .�- $
I 128bit ��� : �	�&
	�	�
I �	�&
d�&��5 � 5 64bit: ,
- .�&� � (LIN6 ID)

FP TLA
ID RES

NLA
ID

SLA
ID Interface ID (EUI-64)

public topology site
topology

64 bits 64 bits

LIN6 ������� LIN6 ID
������������ �!�"�#���$
������������ �!�"�#���$

AGUA

%�&�' "�(���$�)�*�!�$
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LIN6 �,+.- �
	��

/10

LIN62436587

9;:
TCP/

UDP <
IP <

=;> ? >

LIN6 2@38567

9A:LIN6 ID

mapping table

B;CAD;EGF8HAI1JAK8E 72436587
LIN6 ID

LAM;N <O6P N <

mapping
LIN6 ID

LIN6 Q 5 JAR8S 7
/10

LIN6T;U L;MAV LIN6T;U LAM;V IPv62@38567

IPv62@38567
� LIN6 W = 	� �

I � �0!�� -	��� � � 
 � + =	"
H��9; 	� �
� LIN6

. - F
� � $
I W = d� ��4�X�Y e ;�,���5 ��Z�[
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LIN6 ������+.-������

SRC: LIN6-Prefix+ID-1(64bits)
DST: LIN6-Prefix+ID-2(64bits)

prefix-2

prefix-1

ID-2

ID-1

(mapping)

(src addr selection)

SRC: prefix-1(64bits)+ID-1(64bits)
DST: prefix-2(64bits)+ID-2(64bits)

SRC: LIN6-Prefix+ID-1(64bits)
DST: LIN6-Prefix+ID-2(64bits)

prefix-2

prefix-1

substitution

SRC: prefix-1(64bits)+ID-1(64bits)
DST: prefix-2(64bits)+ID-2(64bits)

substitution

Transport
 layer

Network 
layer

Link
layer

N1
LIN6ID= ID-1

N2
LIN6ID= ID-2

LIN6-Prefix

LIN6-Prefix

LIN6�
	�����

LIN6 �������
Copyright (C) 2002 TOSHIBA CORPORATION, R&D Center – p.85/120

Mapping �����

N2.toshiba.com IN AAAA LIN6Prefix+ID-2
ID-2+LIN6Prefix IN MA Mapping Agent’s addr (similar to reverse lookup)

(LIN6Prefix: 64-bit constant)

Name Server

N2’s Mapping Agent

2. query & reply
(hostname to ID and
ID to Mapping Agent)

3. query & reply
(ID to Prefix)

 Node N1

ID-2 -> prefix-2

Target Node
host name = N2.toshiba.com
ID = ID-2

1. Registration of Mapping (Mapping Update)

4. data packet
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��� � ����� : �
	
���� �����

� ���������������������� 
I Mapping Update
I Prefix Refresh Request

� !#"�$�% update
I Mapping � lifetime expire
I ICMP unreach

Copyright (C) 2002 TOSHIBA CORPORATION, R&D Center – p.87/120

Mobile IPv6 &('
)���*�+

� MA , HA ��-�.�/�01��2�3��#465���7�89/#:�;<�%�=
I >�?1@(A1B
I C�D6E(FHG�I�J#K�L1M

� N�O�P�Q�R�S9/6- M�T ��UH��N�O9� @�V =
I Mobile IPv6 K ����������W K ��X�Y MHZ

Routing Header+Home address option K
48byte ��N�O6P T ��U�NHO9�

� [�\�]�^ @�_�` ��%�=
I a�b /dc1e�% ]�^ K ����X @�f�g
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Summary: LIN6

� 7�8������ Z �1���������H����	 G�
��
� MA /�- M�I =� D�E�F
� ����3��#4�5�/6- M���� $6%�������� F
� ���

I IETF draft: draft-teraoka-ipng-lin6-01.txt
I Source code is available at http://www.lin6.net/

• Running on
· BSDs (NetBSD, BSDi, OpenBSD,

FreeBSD)
· Linux
· Win2k
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:
Performance Enhancing

Proxy
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Performance Enhancing Proxy (PEP)

� V�������� /��	� M TCP ����
�� F g�������1@ =� S L %���� Z %�����= M
� ������� F /#:1;���� F g�����@�� L�M�� ��/ a =
��������-�.�/ ��!�Y M � ?
I Transport Layer (TCP)
I Application Layer (Web, Mail...)

� PEP /�- M�F g���
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TCP "$#�% &��('

� TCP , ��)�* O�+-,65 G�.�/ Z ��� Z ��0 M
� TCP , ��)�* O�+-,65 G�1�2 2�3�3�+ Z�4�5 ACK K6�7 Y M
� V�������� ,�8�9 � � @ I =

I .�/ @ � L ��=�%�=H/ � ����:9��;	)�*9O�+ @�<= M
� V�������� ,�>	?�@ g G�A a�B�C�@�D M

I TCP � >�? 1�2	E � Z�F�G %�� K � V	H % >	? @_�` Y M f�g F @�D M
I RTT ��I9�KJ @ S LHJ � >	? 1�2 2�3�3�+���L�MF�GKN .

TCP ��)�O�P6� E � 5 GKQ$R�S�T�M
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Congestion Window (cwnd)

� ? X�� @���� Y M window
I =�:�� M Window Size ,�� X�� @���� Y M

� ? X�� , ��	�� S�
 � window size Z ! 
 � A a
cwnd ��� = ����� S =� � K ? X f�g
I cwnd @ S L�J % M / a 
 ��5�������O�+ @���Y M ( ��� $�/ , )

� cwnd , ����� = ack G � � M ���H/dR��
� .�/ @	� L � B�C / , � ? X�� ,K? X�� G�� �6Y����@�D M

I cwnd G � S�J Y M�� congestion avoidance
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TCP � �"! # $�% &

� TCP � ? X�� ,�>$? 1�2�E � G )�*9O�+#/ �<���' O�+�Y M
� (���)�*9O +d/ ��Y M ack @ RTO (Retransmission

TimeOut) )�* /,+1%����#� B�C �	)�*9O�+ , lost �� Z,-�.�S�
�M�/
� RTO , ��$H/,0�1 S�
�M
� )�*9O�+�,�5 , .�/9Z ����2�: 
�M
� 1�2 2�3�3�+ @	� L � B�C � cwnd , 1MSS /,354 �

slowstart Y M
� 5�������O + , R @ M
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Fast Retransmit/Fast Recovery

� 1�2 2�3�3�+#/ ,�� W @ �1� M : -"4�� J >�? Y M �

�/ ,

� 4�5 ack:
I )�* O�+���� N
I )�* O�+���������	

� 3 a � 4�5 ack @�
 =6�9����)�*9O�+���� N @	� L �Z,-�. Y M
� cwnd ,�� 
 / % M
� 5�������O + , R @ M
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Random error � TCP &����������� � � ��� ����

� )�*9O�+ @ 8�9 � K < = M � Fast Retransmit � @g�@�� J @ ...
� � N ����)�*9O +�� >�?
� cwnd ����� � 5�������O�+�� Q�R
� �#�9� 8�9 � @��! %9� ( .�/1K , %H=�� K ) cwnd �
��� , ��� , %H=

� =��H/ ? X�� / �<� � 8�9 �H/6- M )	* O +�,65 G�"# Y M �
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TCP-Aware Link Layer: snoop

� >�? G PEP � �������� K ����� K�� .
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snoop

� PEP � Link � K�� TCP
'�	�
 � + G���� O���

� 4�5 ack ����� : � 1 S�
 � 4�5 ack ,���� S�
 �
��� O���6���de���% '�	�
 � + @ >�? S�
�M
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snoop �����

� ��� � �� � G
�.KT ; /�,6�
	�� � 	�U � � G�� �
I V�� � �K�� K ��)	*9O�+�,�5 ,��� 0�5�+ /��
:9� %�=

� end-to-end
' E ������� 51����;

I �� 0(5 +#/ ack @�� 
�� �1��������� @ (�� �K � ' 	�
 � + G � X������ Z�G �
��Y M
� ��O�+�5 � ��+

I ��X���/���% M PEP /#�1��Y M � Z , A1B
I ��X���/ PEP @ 5 � ��+ G�N ��� � ( )�O�P�� E
� 5 , Q	R Y M @ )TCP

' O��� � ,� �! f�g
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snoop �#"�$�+

� V���% W���&�' G�" # Y M � Z , K�L %�=
I V�� � �K� � >�? 
 	�(�)�2�/�- M &�'���I ��J
I >�? 1$2 2�3�3�+���* @ e�� K , % J % M (V	H/#Q J % M ) f�g F
I +���% W1��)�O�P�� E � 5�� Q�R

� ,�-9/�� V���% W�� �!� $6% disconnect � " # K�L%�= (disconnect handling)
I ? X���� 1�2 2�3�3 + >�? @�_�` Y M
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PEP ������"�$�+

� IPsec @���� K�L %�=
I snoop , ESP S�
 ��%�� 
�� ����f(g

� ����	�% ]�^ K � ��� ,�
 �#=
� end-to-end

' E ������� 5 G � N Y M PEP � D M
� single-point of failure � _�`
� D�E � ���� _�� � 5�� �
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Summary: # % &��('
&������ TCP � PEP

� V�� link  � TCP @ A a ��
I TCP , )�* O + ,�5 G�.	/9Z�� %<� � .	/����HG
� % .

I V�� � 8�9 ����� .	/������ @�� L6F g�@��K�
� ���

I )�* O�+�,�5�� " #
I ��= PEP ���6� >�?

� �� � D M
I e.g. single-point of failure

� PEP K , % J � SACK(RFC2883) ��� ������� 1 �� � ��!�V�� link " # TCP #�$ g��� &% �('�)+*,�- S�
 . ��/
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Robust Header
Compression (ROHC)
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Robust Header Compression (ROHC)

� � � &�'���� �����	��
��� "��	� ����� #������ �
������������� #�� � � *"!�#�$ !�%'&)(�*�+ *�, �
. #�-�.
I rfc1144, rfc2508 "0/�$�1�203�� �
I SACK[rfc2018] 4 # TCP option 5 *�+ !76

� IP/TCP/UDP/RTP 208 ��9	&��
� 3GPP/3GPP2 :�#�;�<
� IETF WG:

http://www.ietf.org/html.charters/rohc-charter.html

Copyright (C) 2002 TOSHIBA CORPORATION, R&D Center – p.104/120



���������	��
��
: e.g. RFC1144

� aka VJ Compression or Compressed TCP(CTCP)

� TCP Connection 2 !�6
I c.f. RFC2508 (CRTP): Compresses

IP/UDP/RTP
I RFC1144

���� $ ! 5�#
� ��� $ � ��%0& (�������� � /������ �
� ����� /���� ��� � 5 � sequential ��5�#�/���� *�$
. � /
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IP/TCP
���	�

� � 2 ,���.�� /� ��2 (!�" ) �#� $ � �

(dst)

IP

Ver Hlen ToS

TTL

(src)

src port dst port

sequence Number

ACK Number

off/flags(excl push/urg) window

checksum urgent pointer

TCP
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���
(context)

�����

� %0&�(��
	��
I connection ��: * � ( ����
��� )TCP/IP %0&�(� 	�� $�.�� �

� 	�� �
��� %0& ( / Context ID (CID) �����
I *�+ ��������� &	� / � CID : ��� $ �  � � �
�	:"� /
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� �	�����

C I P S A W U

Context ID (C)

TCP Checksum

Urgent Pointer (U)

∆ window  (W)

Data

∆ ack  (A)

∆ sequence (S)

∆ IP ID (I)

0

1

2

3

4

�� "!$#�%
3<=n<=16

&('$)
*
bit+,�-/.
0(*/1$2�34�5$6 +(7 *
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��� � � �����	�

� ��� &	� ��
��� * � �/
I TYPE-IP: TCP �0/�� � ��� &�� (*�+ ��� � � )
I COMPRESSED-TCP: *�+ �
������� &	�
I UNCOMPRESSED-TCP: *�+ �
� .�� � � �
� &��

� Link Layer ��%�& ( ����� .�� ����� ����� *���� /
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��� ��� �! #"#$&%(' � � �!)+*(,
(out-of-sync)-/. �	0�1

� VJ Compression ��/ � TCP �  � � � ��2 �43�5�6
I Compressor 2

• sequence 798 � ����2 0 :�;
• duplicate ACK

�
��< 3 $ �9=9> � UNCOMPRESSED-TCP

� �9? $
.�@9A � refresh � /

� CRTP �0/CB�D�E�� signaling
���9F � /
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ROHC
���������	��
 �������������������� � -

� Long-Thin Pipe � 3
�
I ����� (Long Delay)
I ����� (Low Bandwidth)
I � � � ���0��� � (High Error Rate)

� � � � ����� &��! ���� / Long-Thin Pipe
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Long-Thin Pipe
��"�#
$�#���#%"&

� � �0���0��� � : � � ��� &	� ��'�(�)
I out-of-sync :��+*-, � �

� ����� : out-of-sync :�� ��6/. 2 � �
I �0��0 �21�0���3 1�4

� 5���� : out-of-sync 2 ��� 3 ��� ��6�7
I context �95�6�3 /9:�� �!8�9 %0& ( � �9? ��:

� Long-Thin Pipe �0/�4�10/�3�� �

Copyright (C) 2002 TOSHIBA CORPORATION, R&D Center – p.112/120



ROHC (RTP)

� RFC3095 (draft-ietf-rohc-rtp-09.txt)

� !�6 :�� :�� 1���� ���
I RTP/UDP/IP
I UDP/IP
I ESP[rfc2406]/IP

� ��� $ � �  ��/������ � : � �����0/��	�
� ��� &	�/��'�( 
 �0����3 ! $����� (Robust) �
%0&�(�*�+

� TCP /
����� (e.g. TAROC)
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ROHC (RTP) (cont’d)

� Robustness ���	 : ��� &��/��'�(�3 ��� Encoding
I Window-based LSB Encoding
I Scaled RTP Timestamp Encoding
I Offset IP-ID encoding

� � 4 3 # �/� encoding
����F

� CRC 3 � : Header reconstruct �� $ � � < 3
� *�+ �
� :�� 1���� � / profile �����
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LSB encoding

� ��:������ 3 !�$���� LSB k bit �� � �0 ��? ��:

Compressor:

k bits

Decompressor:

� Decompressor / ����� 3 6 8 3
	�� $ � � � ���
� : $�� �9F ��:
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Window-Based LSB encoding

� Compressor / ����� �������� , (Sliding Window)

� �9? $ � � / � ����� : $ � 	�� �
� :��
� k = max(g(v,vmin),g(v,vmax))

I � � $ vmin,vmax / ����� � ��� 
 ��� ���
I g() / ����� 3 ! $ ����� � k 2����$� :�� �

� Compressor / � Decompressor 2 ����� : $ � ���
�	��� � � � (e.g. ��� 3 ack �
��� � � *�� � � )
/ � ����� :�� /�8 �
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ROHC (RTP) (cont’d)

� Link � @�A 3 # �/� 3 , ����� �
� Unidirectional mode (U-mode)

I C � D ����� path �	5 ��F 3 1
� Bidirectional Optimistic mode (O-mode)

I ��� E 3 C � D ����� 2 � error recovery ���
	� ��5 � / D :�� feedback
I feedback channel

�
sparse 3$	 ,

� Bidirectional Reliable mode (R-mode)
I �� E 3 D � C

��� � (e.g. context update ack)
I Robustness

� ��� �
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ROHC (RTP) (cont’d)

� � )������ � 3 , � @9A 3 �  :
� e.g. Compressor

I Initialization and Refresh (IR)
I First Order (FO)
I Second Order (SO)

IR State FO State SO State

ACK
ACK ACK ACK

Static-NACK
Static-NACK NACK/Update

(in Reliable Mode)
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� ���������

� Signaling Compression
I SIP 4�� � signaling packet ��*�+ ���

� Universal Decompressor Virtual Machine (UDVM)
I *�+ � ��� � virtual machine �
	

� Efficient Protocol Independent Compression
(EPIC-LITE)
I *�+�� � �
�/ ����

� ROHC-TCP
I EPIC-lite � ��0 �
9>

� Lower Layer Guidelines for ROHC
I �
� ��������� �
��� Cellular 3 ,���� ����� 5
��: Copyright (C) 2002 TOSHIBA CORPORATION, R&D Center – p.119/120

Summary: ROHC

� ����� � !9? 3 ����� / � %0&�( 2���� : overhead
/ � �
I ��3 payload � � � ��� � 8 � � : voice

streaming 4
� Long-Thin Pipe �0/ �� 
! ��%0&�(�*�+ �0/�4�172
3�� �

� ��� &	�!1�0�3 ! ��:�" 4 (Robust)
I e.g. LSB encoding

� ����� �$#	&�� ��� ��%
& 4
I 5 � ��' �
( F
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