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From: from@company.com

Subject: xxxxxx .
Data: Fri, 5 Oct 2003 14:37:23 +09:00 e
Message—ID: xxxxxx L’ ’
MIME-Version: 1.0 e
Content-Type: application/x—pkcs7-mime; .
smime—type=enveloped—data; P
name="smime.p7m” .
Content-Transfer—-Encoding: base64 e
Content—Disposition: attachment; L
filename="smime.p7m” .

MIAGCSqGSIb3DQEHAqCAMIACAQEXxCzAJBgUrDgMCGgUAMIAGC
SqGSIb3DQEHAQAAGIIEITCCAiIUwggGOoAMCAQICAQEWDQYJKoZI

Joooooogooodoooao Y
ContentDESLI-H & S dmemmmm T Y
Content-Type: text/plain; ////
charset="is0-2022-jp” ///’
Content-Transfer-Encoding: 7bit ’,/’/
N ldOpaqueEH A—ILTT, /,/’//
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CMS(RFC2630) EnvelopedDataZ4—<vk

CMSVersion

To: tol@company.com, to2@company.com, to3@company.com .

Originatorinfo (OPTIONAL)
CertificateSet (OPTIONAL)
| Certificate H'I

CertificateRevocationLists (OPTIONAL)
| CertificateRevocationLists H'I

ReceipientInfos
CMSVersion
Recipientldentifier

IssuerAndSerialNumber

KeyEncryptionAlgorithmldentifier

EncryptedKey

EncryptedContentlnfo

ContentType

ContentEncryptionAlgorithmldentifier
EncryptedContent (OPTIONAL)

UnprotectedAttributes (OPTIONAL)
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Opaquesz =N CMS(RFC2630) SignedData74—<vk
ignedDa —
From: from@company.com A oMSVere
To: tol@company.com, to2@company.com, to3@company.com et ersion
Subject: xxxxxx // DigestAlgorithmldentifiers
Data: Fri, 5 Oct 2003 14:37:23 +09:00 /’/ EncapsulatedContentInfo
Message—ID: xxxxxx pid ContentT
4 ype se se
MIME-Version: 1.0 i P e I J_“_y_‘l’_:—“/gff‘/IXF
Content-Type: application/x—pkcs7-mime; // s, ontent :
smime-type=signed-data; e /" I GertificateSet (OPTIONAL) |
name="smime.p7m” L A o !
Content—Transfer—Encoding: base64 /’ EREOLHE = ‘l. Certificate I-l-l :
Content—Disposition: attachment; s Sy b |
. o ” P ,
filename="smime.p7m -7 e // CertificateRevocationLists (OPTIONAL) i
s 4

4 Ty CertificateR: tionList: !
MIAGCSqGSIb3DQEHAGCAMIACAQEXCzAJBgUrDgMCGgUAMIAGC S | SrTeTe Voo e !
SqGSIb3DQEHAQAAOIIEITCCAIUwggeGOoAMCAQICAQEWDQY JKoZI il / :
// / Signerlnfos (OPTIONAL) !
y // CMSVersion I |
,/ /// Signerldentifier I i
/// /// IssuerAndSerialNumber | :
, / |

4 H
:“\ ,// DigestAlgorithmldentifier I i

N 1
// \\v// SignedAttributes (OPTIONAL) I |
7 /N |
0000000000000000. i 7N ContentType !
Content®h & J/ /// AN ContentMessageDigest €4—————1 t1--—--- -

- / SigningTi
Content—Type:”text/pIa|n; ; /,’ D lgningfime B2

charset="is0-2022-jp / F?’éﬁa\ﬁ/%% L || SMIMECapabilities Hit————— .
Content—Transfer-Encoding: 7bit / TILIYRX L | |
/ N SignatureAlgorithmldentifier I |
1 |
Zh(XOpaqueEZ A—ILTT, // \\\ SignatureValue <€---------—-—-—- r------ -

AY H

4 \\ UnsignedAttributes (OPTIONAL) I

\ e
N

Note: FBRA—IEESHET, B DIAATHLY
FIRATIRELEES/ B/ 7 NIV X LEHFICE
ABIENTES
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S/MIME Ayt —

ClearZ2 & A—JL

ooooo

oooooy

From: from@company.com

NERFE & (ClearZE4)
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CMS(RFC2630) SignedDataZ4—<yk

To: tol@company.com, to2@company.com, to3@company.com
Subject: xxxxxx /

CMSVersion

Data: Fri, 5 Oct 2003 14:37:23 +09:00 /

DigestAlgorithmldentifiers

Message—ID: xxxxxx ;
MIME-Version: 1.0 /
Content-Type: multipart/signed; /

protocol="application/x—pkcs7-signature”; /

EncapsulatedContentlnfo
EncapsulatedConten

AInfoD R F (I M B(=
i tnd=)

micalg=SHAT; y
boundary="-———— here_is_boundary—————— ” . ,

CertificateSet (OPTIONAL)
| Certificate |-|'|

Content-Type: text/plain; /
charset="is0—2022-jp” /

CertificateRevocationLists (OPTIONAL)
| CertificateRevocationLists |-|'|

Content-Transfer-Encoding: 7bit /

Zh(FOpaqueERZ A*—ILTY, /

1

1

i

Content-Type: application/x—pkcs7-signature; / :
name="smime.p7s” , !
Content-Transfer—-Encoding: base64 / :
Content—Disposition: attachment; / :
filename="smime.p7s” !

| Ay —IH( D1

MIAGCSqGSIb3DQEHAqCAMIACAQEXxCzAJBgUrDgMCGg GC
SqGSIb3DQEHAQAAOIIEITCCAiIUwggGOoAMCAQICAQEwW, oZ1

Signerlnfos (OPTIONAL)
CMSVersion I
Signerldentifier

IssuerAndSerialNumber |

DigestAlgorithmldentifier I
SignedAttributes (OPTIONAL) I
ContentType

- ContentMessageDigest

SigningTime
SMIME Capabilities 1] i

SignatureAlgorithmldentifier

SignatureValue
UnsignedAttributes (OPTIONAL) I

Note: S/MIMEIZHEL TLVELWA—F—TH
AX(/S—MDRERTED
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« Windows%
e Crypto API(Microsoft)
e OpenSSL

¢« JAVAZR
— JDK/ICE

¢ UNIX%
— OpenSSL

Copyright © ELt ¥ Ay R %kX &4t

1"- THE DOCUMENT COMPANY
}'\ FUJI XEROX



o THE DOCUMENT COMPANY

Windows Crypto API FHEROR

« CSP(Crypto Service Provider) T

L
e |E4.0LIEMSIZ{H Outlook | | Internet 1S
. %%ID:)_V%:E:)J—}L’IE Express Explorer
. BROBESIVUUERE CryptoAP]
 Third Partyi2 it D CPS% #I| Fi A &E
o FIAZEDIRIEICEALTHLREZ v
S5hTLS 2 sl g
« BEIVIUEEDIEZSE. iz 25|35
Microsoftlca—FE&ZFLTH5S = =2 ||5a¢g
HEHY 25 || =8

Copyright © ELt ¥ Ay R %kX &4t



JAVA/JCE

o JAVADMREEL
iEEa1—)LEL
TProvider®TJL
TEZEINTL
1-

— 1ALV IZHEHERE
ELTEEEINT
RV

o ESHEEE/Hashig
HE/X 5095 BHE
IRIEREEZTEE

1"- THE DOCUMENT COMPANY
FUJI XEROX

KeyAgreement @ \
SecretK eyFactory

K eyGenerator A

KeyFectay
M essageDigest . :
CertificateFactory Exemptlon i eCie S

K eyPairGenerator

Copyright © ELt ¥ Ay R %kX &4t



JOK/JCE ¢ sy

java.security.cert LA (2 "H**'c“ﬂ’L’CL\é

DoATRELTESETIETZHGRE
— JDKZFPF'C'IEEEEGDEZFE’J@J\/I*'JJ7 M A BE
— JCE(Java Cryptographic Extensions) CHE 5 Y D gEx 12 it
o WindowsE#&Third PartyDICEIZZLEZ S EMAIRE
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e RFC 3379

Delegated Path Validation and Delegated Path Discovery
Protocol Requirements

— DPD(Delegated Path Discovery)
o INRIEEZIKE

— DPV(Delegated Path Verification)
o INAIRFEZIRFE

Copyright © ELt ¥ Ay R %kX &4t




I E=A0Y - H: X EROX

o CVS(Certificate Validation Protocol)
— http://lwww.ietf.org/internet-drafts/draft-ietf-pkix-cvp-01.txt

« SCVP
— http://www.ietf.org/internet-drafts/draft-ietf-pkix-scvp-10.txt

 DPD/DPV using OCSP with extensions

« DVCS(Data Validation and Certification Server Protocols)
— RFC 3029

e GPKI SEBAZEREEHY—/\
— OCSPv1Mit B Lk
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