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= SSID

= MAC

= WEP

= 802.1X

= WPA

= WPA2/802.11i
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o SSID
Closed System or Network
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# ifconfig eth1 down
# ifconfig ethl hw ether 12:34:56:aa:bb:cc
#ifconfig ethl up
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WEP (Wired Equivalent Privacy)

|
e (Confidentiality)
o) (Integrity)
o) (Authentication)
|
o What on Earth does this Protect?

e

| IcV
ICV = CRC32(Data)
Frame Header Data FCS
Frame Header Data ICV FCS
“v=24bit |
+ +

KeyID = 2bit RC4 (IV + Key) € (Data + ICV)

Frame Header Data e FCS

Key ID
€—===== D I i ><€->
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24 WPA
WPA

e.g. WEP
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Stream Cipher
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Key = K
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Property 1: If C,=P, @K, Then P,;® C,= K,

Property 2: If C,=P,® K, and C,=P,0K,
Then C,®C,=(P,®K,) & (P, ®K)=P; &P,
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= S. Fluhrer, I. Mantin, A. Shamir, Aug. 2001
= Key Recovery
|
o RC4 stream
o IV Key Byte 5% guess
n Weak IV: (B+3, 0xff, N)
= key o
= 4,000,000 6,000,000 40bit WEP
m 1,000,000
o 5Mbps, 200 bytes/packet 3125
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WEP Cracking Tools
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AirSnort
http://airsnort.
shmoo.com

http://dachbOden.com/projects/bs
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o IV
o Weak IV
|
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WEP RC4
256 RC4
N + (256 > ¢)
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D 2003 4
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s SSL 128
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RC4

= WEP

s RC4

RC4

m SSL/TLS

256

L] GTK over EAPOL
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1) 1: “abcde”
2) 2: “vwxyz"
1:
3) 2: "vwxyz” 2:
4) 3)
2:

5) 2: “vwxyz”

1: “abcde” 1: “abcde”

2: “vwxyz”
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Auth-Req Seg#1
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= WEP

o AP  Challenge
(128bytes)

> o STA
Auth-Chal Seq#?2 WEP
D AP
Auth-Resp Seg#3 > | WEP o AP
© Auth-Result Seq#4
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AP
STA

STA
T~ T

Auth-Req Seqg#1 Auth-Req Seqg#1
Auth-Chal Seg#2 Auth-Chal Seg#2
v " Auth-Resp Seq#3
_______________________________ > Key Stream
Auth-Result Seq#4 v s R .
< uth-Resp Seq b
Success! < v
Auth-Result Seg#4
Success!! g
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= WPA/802.11i
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WEP

|
e (Confidentiality)
o) (Integrity)
o) (Authentication)
|
o What on Earth does this Protect?
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2003
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WPA (Wi-Fi Protected Access)

= 802.11i

o 802.1X + EAP

o 802.1X
o TKIP

o Message Integrity Check (MIC) “Michael”
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WPA
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= 802.1X PMK (Pairwise Master Key
m TK (Temporal Key

m GK (Group Key

|
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Supplicant
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=== Authenticator

v
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Probe Request —————

@g§—— Probe Response + RSN IE

802.11 Open Auth Request ————p»

id—— 802.11 Open Auth Response

Association Request + RSN IE ————p»

d——— Association Response (success)
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PMK

P
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Supplicant H"Authenticator .
Start ———Pp
¢—— EAP-Req/ldentity ——
EAP-Resp/ldentity —Jp Identity ——P»

L

Supplicant authenticates Auth Server

>

ﬁ@[<

Auth Server authenticates Supplicant

>

l{— EAP-Success
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Temporal Key

ESupplicant

PMK

]

_

e

——  EAPOL-Key (ANonce)

€—— EAPOL-Key (ANonce, MIC, RSN |E) ——

EAPOL-Key (SNonce, MIC, RSN IE) —p»

4 way handshake
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“~—_ Authenticator

L7
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D PVK

EAPOL-Key (SNonce, MIC)
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Supplicant
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d—— EAPOL-Key (GNonce, MIC, IV, {GTK}) —

r=zrey N
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EAPOL-Key (GNonce, MIC) ——J»

2 way handshake

Authenticator
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Pairwise Key Hierarchy (for TKIP)

Pairwise Master Key
(PMK)
256 bits

4L
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Pairwise Transient Key (PTK)
512 bits
EAPOL-Key EAPOL-Key | Temporal-Key Data
MIC Key Encryption Key 128 bits MIC key
128 bits 128 bits 128 bits
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Group Key Hierarchy (for TKIP)
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Group Master Key
(GMK)
128 bits

4L

Group Transient Key (GTK)
256 bits

Temporal-Key
128bits

Data
MIC key
128bits
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TKIP (Temporal Key Integrity Protocol)

m IV 24 -> 48 hits)

= Per-packet-mixing Function
= Michael MIC (Message Integrity Code)
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Per-packet-mixing function

§TA MAC
— LIVie: IV 16

1IV32: IV 32 ;
i TTAK: TKIP mixed Transmit :
Address and Key

| ivie | 1va2
|

WEP
IV + RC4 key
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PreShared Key (PSK) Mode

= RADIUS
O
= 802.1X

o
o PMK

o 802.1X (4 and 2 way handshake,

TKIP non-PSK
= PMK (256bits) AP, STA
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o PMK?
n
m PSK
o PTK?
= 4-Way
o TK?
= PTK
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Group Key

BSS
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Group Key

- BSS
Group Key

GTK
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= FMS

=PMK

= WPA TKIP
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802.1X
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= WPA TKIP
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Integrity Protocol

TKIP Temporal Key

WEP

e
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TKIP

WEP

Temporal

IV

48bit
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s WPA

o WPA-PSK (Pre-
Shared Key) 128bit

olV  24bit  48bit

o WPA-PSK IV MAC
ol
Web A
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IEEE 802.11i

= 802.11i 2004 6

» CCMP (Counter-mode with CBC MAC Protocol)
o AES
o TKIP

] WPA

o PMK caching
o Pre-authentication
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CCMP

= Counter-mode CBC-MAC Protocol
o AES “Counter mode”
o AES “CBC-MAC”

= RFC 3610
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Counter O Counter 1 Counter 2
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CBC-MAC

pl p2 pn

cO
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WPA2
= WPA2 802.11i
Alliance
o WPA2 802.11i
= 2004 9
o 50
Personal & Enterprise
n 10
O 113 ”
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WiFi
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WEP, TKIP and CCMP
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WEP TKIP CCMP
RC4 RC4 AES
(bits) 40/104 /128 104 128
(bits) N/A 64 64
\Y (bits) 24 48 48
CRC32 Michael CCM
Michael CCM
Anti-Replay-Attack
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Evil Twin

AP
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STA Evil Twin AP
<<<<(( —-—

- AP
o associate
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war driving

= Evil Twin
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o LAN
ID /

o) ID/

o etc.
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Airsnarf
||
o Linux, httpd, dhcp, sendmail, iptables, Perl DNS
module
||
o) or AP  associate
o dhcp IP DNS
o) URL resolve
o httpd
ID/
O

" S
Evil Twin

= 802.1X
o ?
|
o]
o AP MAC
(@]
| |
o AP MAC
o SSID
o AP MAC
o MAC
@]
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AES Advanced Encryption Standard PKCS Public Key Cryptographic
AP Access Point Standard
CBC Cipher Block Chaining PMK Pairwise Master Key
CCMP Counter-mode CBC MAC Protocol PPP Point-to-Point Protocol
CFB Cipher Feedback PRF Pseudo Random Function
CRC32 Cyclic Redundancy Check 32bits PRNG Pseudo Random Number
DoS Denial of Service Generator
EAP Extensible Authentication Protocol PSK PreShared Key
EAPOL EAP over LAN PTK Pairwise Transient Key
ECB Electronic Code Book RADIUS Remote Access Dial-Up System
ESS Extended Service Set RC4 Rivest Code (or Cipher) 4
FCS Frame Check Sum RSN Remote Secure Network
GK Group Key SHA1 Secure Hash Algorithm 1
GMK Group Master Key SSID Service Set Identifier
ICV Integrity Check Value STA Station (client)
IE Information Element TA Transmit (MAC) Address
v Initialization Vector TK Temporal Key
LCG Linear Congruential Generator TKIP Temporal Key Integrity Protocol
LEAP Lightweight EAP TLS Transport Layer Security
MAC Message Authentication Code TTAK TKIP-mixed Transmit Address
MD5 Message Digest 5 and Key
MIC Message Integrity Code TTLS Tunneled TLS
OFB Output Feedback WEP Wired Equivalent Privacy
PAE Port Authentication Entity WPA Wi-Fi Protected Access
PBKDF Password-Based Key Derivation WRAP Wireless Robust Authenticated
Function Protocol
PEAP Protected EAP XOR Exclusive OR
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