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Management prefix:     2001:DB8:FFFF:0::/64
C u s to mer 2 prefix:       2001:DB8:2::/48
C u s to mer 3  prefix:       2001:DB8:3 ::/48

HFC link; assigned 2001:DB8:FFFF:0::/64 (mgmt)
Cu sto mer  2 p r emises link; assigned 2001:DB8:2:1::/64
Cu sto mer  3  p r emises link; assigned 2001:DB8:3 :1::/64

Routers span customer and MSO administrative domains

CORE To 
I n t e r n e t

H OM E /  
S M B

H OM E /  
S M B

CMTS
r o u t e r

H F CCM2
b r i d g e

Access model 1

Access model 2

Access model 3

CP E 1

CP E 2

CP E 3

CP E
r o u t e r

CM
r o u t e r

MSO admin domainC u s t ome r  admin domain

Se r v e r s
• DH C P ,  DN S
• T FT P
• T O D
• Management

CM1
b r i d g e

DOCSIS 3.x IPv6 Reference Architecture
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I P v 6  Addr es s  As s i gnm ent
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F u l lS i l v e rB r o n z eS u b j e c tF u n c t i o n

�A l l o w  u p s t r e a m  I P v 6 t r a f f i c  f r o m  C M s o n l y  f o r  o p e r a t o r  
p r o v i d e d  I P v 6 p r e f i x e sIPv6

��I P v 6 S u b M g t f i l t e r sIPv6

��U p s t r e a m  D r o p  C l a s s i f i e r sIPv6

��D n I P v 6 S F  c l a s s i f i e r sIPv6

���S u p p o r t  f o r  I P v 6 C P E  t r a f f i cIPv6

���P r o v i d e  r e s p o n s e  t o  N D  m e s s a g e s  f r o m  C MIPv6

���C M  r e g i s t e r s  i n  I P v 4 o r  I P v 6IPv6

��
M D D  m s g t o  C M  s e t s  I P  v e r s i o n ,  p r e -r e g D S I D ,  d u a l -
s t a c k  m o d e  e n a b l e d ,  a n d  a l t e r n a t e  p r o v i s i o n i n g  m o d e  
e n a b l e d

IPv6

���
M D D  m s g t o  C M  s e t s  I P  v e r s i o n ,  p r e -r e g D S I D ,  d u a l -
s t a c k  m o d e  d i s a b l e d ,  a n d  a l t e r n a t e  p r o v i s i o n i n g  m o d e  
d i s a b l e d

IPv6

���D H C P v 6 r e l a y  a g e n t  ( u n i c a s t f o r w a r d i n g )IPv6

���B a s i c  I P v 6 f o r w a r d i n g  w i t h  s t a t i c  r o u t e sIPv6

D O C S I S 3 . 0  I P v 6 R eq u i r em ent s
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e-R o u t er ��������
� ����IPv6 � � � ��	 
 � �

–I P ����� �
•I P v 6  C P E � � 	 
 � �N D / R S �� � 	
•I P v 6 � � � 	 �� � � � � � � � � �
•D N S � � �� �� �  o t h e r  c o n f i g u r a t i o n ! " �� � 	
•M L D v 1 # � $ M L D v 2  P r o x y � � 	

–% & ' ( ) * � � +, - � ( . � 	 � /
• � � 0 �1 2 �� 3 � �- � 	 � � 4 
 � I P v 6 5 6 � � �� �789�:�D H C P v 6 4 ; < � � 	 = >
•C P E � � 	 �:�I P v 6  S t a t e l e s s  A u t o n o m o u s  A u t o -C o n f i g u r a t i o n  ( S A A C ) �
 � 	

•C P E � � 	 ?@A B �D H C P -P D CD H C P v 6 �� D � = >
•T F T P CE�% & 	 F �( H T T P  G )?� ��� 3 H I �� � 	
•I P v 6 �� 3 �= > �J K L M N O K ?� � I P v 6  M I B CS N M P v 3 � � 	
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e-R o u t er ����������������� �� �� �� �� � 	� � 	� � 	� � 	 
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�¶ · eCM I P v 4  R o u t i n g

IPv6
IPv4

IPv4
IPv6
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e-R o u t er ����������������� �� �� �� �� � 	� � 	� � 	� � 	 
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� � 	 
� � 	 
� � 	 




© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 31

� �  � ��� �  � ��� �  � ��� �  � �� � �� �� �� � � � �� � �� � �� � � IPv6����������������� �� �� �� �
����:
� � � � ��	 
 � � I P v 4  �� � � ��� 
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� 45 �� ��� 
 � 6 7 8 9 *+ 
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� �� �� �� �� �� �� �� ������ � � �� � � �� � � �� � � � ����������������� �� �� �� � � � 	 
� � 	 
� � 	 
� � 	 


� PC����
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� � � � 	 � 
 � � �



© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 33

� �  �� �  �� �  �� �  � 1 :  P C � � � �� � � �� � � �� � � �

C M T S C M PC

D H C Pv6
DHCPv6, CM

DHCPv6

D N S  ( IPv6)

© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 34

� �  �� �  �� �  �� �  � 2 :  C M � �� �� �� � S T B

C M T S C M S T B

D H C Pv6
DHCPv6, CM

DHCPv6, S T B



© 2 0 0 8 C i s c o  S y s t e m s ,  I n c .  A l l  r i g h t s  r e s e r v e d . 35

� �  �� �  �� �  �� �  � 3 :  EM T A +  P C

C M T S C M
M T A

D H C Pv6
DHCPv6, CM

DHCPv6, MT A

PC
DHCPv6

C M C I
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� �  �� �  �� �  �� �  � 4 :  � � � � � � � � �� � � � � � � � �� � � � � � � � �� � � � � � � � �

C M T S C M G a t e w a y

D H C Pv6
DHCPv6, CM

DHCPv6 +  PD

PC 1

PC 2

PC 3

DHCPv6

S t a t e l e s s
A u t o c o n f
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Industry’s B ro a de st P l a tf o rm  S up p o rt

Cisco IOS 12.4/12.4TCisco IOS 12.4/12.4T
Cisco 800 Series Routers
Cisco 1 7 00 Series Routers
Cisco 1 800 Series Routers
Cisco 2 6 00 Series Routers
Cisco 2 800 Series Routers
Cisco 3 6 00 Series Routers
Cisco 3 7 00 Series Routers
Cisco 3 800 Series Routers
Cisco 7 2 00 Series Routers
Cisco 7 3 01  Series Routers
Cisco 7 5 00 Series Routers ( E oL )

Cisco IOS 12.2S familyCisco IOS 12.2S family
Ci s c o  A S R 1 0 0 0  s er i es
Ci s c o  7 2 / 7 3 0 0  S er i es  R o u t er s
Ci s c o  7 5 / 7 6 0 0  S er i es  R o u t er s
Ci s c o  1 0 0 0 0  S er i es  R o u t er s
Ca t a l y s t  3 7 5 0 / 3 5 6 0 / 2 9 6 0  S er i es
Ca t a l y s t  4 5 0 0  S er i es
Ca t a l y s t  6 5 0 0  S er i es

Cisco P r od u ct  P or t folioCisco P r od u ct  P or t folio
A S A  F i r ew a l l  ( 7 . x ) ,  F W S M 3 . 1 ,  
L MS  2 . 5 ,  CN R  6 . 2 ,  N F C 5 . x ,  N A M 
3 . x ,
MD S 9 5 0 0  s er i es ,  N ex u s  7 0 0 0 ,  
G G S N  7 . 0

Cisco IOS 12.0 S Cisco IOS 12.0 S 
Cisco 1 2 000 Series Routers
Cisco 1 07 2 0 Series

Cisco IOSCisco IOS--X RX R
CR S -1 ,  Ci s c o  1 2 0 0 0
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H i g h  C a p a c i ty F o rw a rdi ng  
C i sc o  IP v 6  S o l uti o ns

�� Cisco CRSCisco CRS--11
O C -7 68 ,  O C -4 8 ,  1 0 G E  a n d  G E  l i n e  c a r d s

�� Cisco 12 0 0 0  se r ie sCisco 12 0 0 0  se r ie s
In t e r n e t  S e r vi c e  E n g i n e  3  – u p  t o  3 . 8 M p p s  p e r  L C
In t e r n e t  S e r vi c e  E n g i n e  5  – U p  t o  1 6M p p s  p e r  L C

�� Cisco 10 0 0 0  P RE 2 / P RE 3 / P RE 4Cisco 10 0 0 0  P RE 2 / P RE 3 / P RE 4
�� Cisco A SR 10 0 0  se r ie sCisco A SR 10 0 0  se r ie s
�� Cisco 7 6 0 0  a n d  Ca t a l y st  6 5 0 0  se r ie sCisco 7 6 0 0  a n d  Ca t a l y st  6 5 0 0  se r ie s

S u p .  E n g i n e  7 2 0 ,  7 2 0 -3 B X L ,  3 2 W ,  3 2 / PIS A ,  R S P7 2 0  
– u p  t o  2 0 0 M p p s  ( E A N T C  r e p o r t )

IPv6 t u n n e l i n g —C o n f i g u r e d ,  A u t o m a t i c ,  6t o 4  a n d  
IS A T A P t u n n e l s  i n  h a r d w a r e

�� N e x u s 7 0 0 0  se r ie s,  M D S 9 5 0 0  se r ie sN e x u s 7 0 0 0  se r ie s,  M D S 9 5 0 0  se r ie s
�� Ca t a l y st  4 5 0 0  se r ie sCa t a l y st  4 5 0 0  se r ie s

S u p e r vi s o r  E n g i n e  6E
�� Ca t a l y st  3 7 5 0 / 3 5 6 0  &  3 7 5 0 E / 3 5 6 0 E  se r ie sCa t a l y st  3 7 5 0 / 3 5 6 0  &  3 7 5 0 E / 3 5 6 0 E  se r ie s
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C ab l e � �� �� �� � I P v 6 � � � �� � � �� � � �� � � �

� CMTS
uBR10012����P RE 2) ���� 12. 2(3 3 )S C A � �� �� �� �
uBR7 24 6 V X R(N P E -G 1) ���� 12. 2(3 3 )S C A � �� �� �� �
uBR7 225 V X R(N P E -G 1) ���� 12. 2(3 3 )S C A � �� �� �� �

� D H CP / TF TP
C N R 6 . 2 � �� �� �� � (L a t e s t  C N R7 . 0. 1)
Br o a d b a n d  A c c e s s  C e n t e r 4 . 0 � �� �� �� �

� Ca b l e  Mo d e m
D P C 3 000
D P C 25 05
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C M T S  I P v 6  8 � ?
1 2 . 2 ( 3 3 ) S C A
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C M T S  I P v 6   ! ! ! ! @ 1 2 . 2 ( 3 3 ) S C A ( 1 )
� ������������������������������������				
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 � �  � �
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C $ - + - � ' � $ $ � + ) ) � � $ $ � + * - � � . �  D % & * � + - % �  EC $ - + - � ' � $ $ � + ) ) � � $ $ � + * - � � . �  D % & * � + - % �  EC $ - + - � ' � $ $ � + ) ) � � $ $ � + * - � � . �  D % & * � + - % �  EC $ - + - � ' � $ $ � + ) ) � � $ $ � + * - � � . �  D % & * � + - % �  E @@@@������������������������������������F GF GF GF G 5555HHHH
IIIIJ KJ KJ KJ K 9 : L I9 : L I9 : L I9 : L I

� �� � M�� � M�� � M�� � M ,,,,�  ' N ��  ' N ��  ' N ��  ' N � O > P @O > P @O > P @O > P @ �� � ��� � ��� � ��� � � ,,,,�  ' N � �� <�  ' N � �� <�  ' N � �� <�  ' N � �� < QQQQ$ �$ �$ �$ � ����� � � �� � � �� � � �� � � � ��������
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C M T S  I P v 6   ! ! ! ! @ 1 2 . 2 ( 3 3 ) S C A ( 2 )
� �2�2�2�2 				 ' %  /' %  /' %  /' %  / ,,,,' � . + ' �' � . + ' �' � . + ' �' � . + ' � ^ _ ` X^ _ ` X^ _ ` X^ _ ` X 				< a �� M � . � 0 b ' % +  . � �< a �� M � . � 0 b ' % +  . � �< a �� M � . � 0 b ' % +  . � �< a �� M � . � 0 b ' % +  . � � c dc dc dc d ����� � � �� � � �� � � �� � � �

� �� � � � $ � * � . ��� � � � $ � * � . ��� � � � $ � * � . ��� � � � $ � * � . � ,,,,� � � % D N �� � � % D N �� � � % D N �� � � % D N � � � � �� � � �� � � �� � � � eeee  � f � �A � � f � �A � � f � �A � � f � �A �

� ggggh i j ^ k �h i j ^ k �h i j ^ k �h i j ^ k � VVVV�2�2�2�2 llll�� < E�� < E�� < E�� < E 5R m5R m5R m5R m g�n �� � �g�n �� � �g�n �� � �g�n �� � � ^ _ ` X^ _ ` X^ _ ` X^ _ ` X 	o �	o �	o �	o �� �� �� �� �
� �� �� �� � �n �� � ��n �� � ��n �� � ��n �� � � � � $ b �  $ �� � $ b �  $ �� � $ b �  $ �� � $ b �  $ � 5555p qp qp qp q 				�n �� � ��n �� � ��n �� � ��n �� � � ^ _ ` X^ _ ` X^ _ ` X^ _ ` X rrrrsssst :t :t :t :
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How to determine if CM is IPv6 enabled?
ta-v x r 1 # s c m                                                         

B  D
M A C  A d d r e s s     I P  A d d r e s s       I / F        M A C          P r i m   R x P w r T i m i n g  Nu m     P  I

S tate        S i d    ( d B m v )  O f f s e t C P E     I  P
0 0 1 8 . 6 8 3 5 . 2 7 b 3  5 0 . 3 . 3 7 . 7 6      C 4 / 0 / U 2    o n l i n e        1      1 . 0 0  1 3 7 9      0     N N
0 0 1 9 . 4 7 4 a. c 1 4 a --- C 4 / 0 / U 2    o n l i n e        2      0 . 0 0    1 3 8 4      0     N N
0 0 0 7 . 0 e 0 3 . 6 8 5 1  5 0 . 3 . 3 7 . 3 6      C 4 / 1 / U 1    o n l i n e        1      0 . 5 0  2 0 0 8      0     N N
0 0 0 7 . 0 e 0 1 . b 0 8 5  5 0 . 3 . 3 7 . 3 4      C 4 / 1 / U 1    o n l i n e        2      0 . 0 0  3 0 7 7      0     N N
0 0 1 8 . 6 8 3 5 . 2 7 aa --- C 4 / 1 / U 1    o n l i n e        3     -0 . 5 0    1 5 3 4      0     N N

ta-v x r 1 # s c m  i p v 6
D e v i c e  T y p e :  B  - C M  B r i d g e ,  R  - C M  R o u te r
I P  A s s i g n m e n t M e th o d :  D  - D H C P

M A C  A d d r e s s     T y p e  I n te r f ac e   M ac  S tate     D / I P  I P  A d d r e s s
0 0 1 8 . 6 8 3 5 . 2 7 b 3  B / D   C 4 / 0 / U 2      o n l i n e       N    ---
0 0 1 9 . 4 7 4 a. c 1 4 a B / D   C 4 / 0 / U 2      o n l i n e       N    2 0 0 1 : 4 2 0 : 3 8 0 0 : 8 0 9 : A 8 9 6 : 1 4 3 1 : 7 5 E A : 5 E A 1   
0 0 0 7 . 0 e 0 3 . 6 8 5 1  B / D   C 4 / 1 / U 1      o n l i n e       N    ---
0 0 0 7 . 0 e 0 1 . b 0 8 5  B / D   C 4 / 1 / U 1      o n l i n e       N    ---
0 0 1 8 . 6 8 3 5 . 2 7 aa B / D   C 4 / 1 / U 1      o n l i n e       N    2 0 0 1 : 4 2 0 : 3 8 0 0 : 8 0 9 : E 9 7 D : 2 9 8 6 : 9 F 3 7 : F F E    

ta-v x r 1 #
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��� � � �
IPv6� � 	 
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" #" #" #" # M S O ����$ %$ %$ %$ %
� @A �B C D E F GH !5 *I J K L M �N OP Q �ORS *
T U V W X ��P Y �Z [ \ S 5 !]

� E ^ _ *` D ^ a b c d \ S ] 3 e f � �g�h i Gjk 5 l
5 H m * n � 
 o �p ��q r �s t f u 
 �v w x � �y
z�� >�{ |

� } ~ �� D �E ^ _ � � *` D ^ a ����� ��� 
 � 6 7 GH
� ] I J K L � � �Z [ \ S ] � � �

� � J ` M �I J K L ; 
 � � �� � � � �� � � � �� � G. ]  �R
S ]
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C o m c as t & ' ( )& ' ( )& ' ( )& ' ( ) I P v 6 $ %$ %$ %$ %
� B C � >�M S O

TV���� � 2 4 4 0 �� � 	
 � D i g i t a l  1 6 8 0 ��
 � � � � � � � 1 4 7 0 �� �

� C M 6 7 � s t f u 
 �v w x � � � 
 � �yz
–1 0 . x . x . x / 8 � 1 6 m i l i o n �� � � � � � � �
–1 7 2 . 1 6 . x . x / 1 2 ��m i l i o n
–1 9 2 . 1 6 8 . x . x / 1 6 � 6 5 K

� C o m c a s t �� �  # 5 !] v w x � g�� � � ��
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C o m c as t & ' ( )& ' ( )& ' ( )& ' ( ) I P v 6 $ %$ %$ %$ %

� � � � � � � �  � ! �" # $ % & ' 	( ) * + , - . * / 0 1��2 3

� 456� ! 7 � 8�" # $ % 19:; < =< > ? @
� A �A * B * C � D � B . �" # $ % 19E F � G � � H  � G I

� J K ����L M N O�P P Q R S ���6
" # $ % & ' 9T U V W
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