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#:F: Thank wvou for zetting the order No475456  HEF: Mon § QOct 2009 11:23:50 -0500 0

Dear Customer!

Thark wou for ordering at our online store.

Your order: Sony YAID A11336514, was sent at vour address.

The tracking number of wour postal parcel is indicated in the document attached to this letter.
Flease, print out the postal label for receivineg the parcel.

[nternet Store. |ZFHBA: ‘npomd s dasveriaczaton s 7BED g dene 'eminne -
— - A Microsoft Outlook M otification for the mailer-dasmoni@list jpeert orjp - HEF: Sat, 17 Oot 2009 10:48:41 -0600 i
I installzip
“'ou hawe (5] New Message from Qutlook Microsoft
- Please re-canfigure wour Microsoft Outlook Again. EHA: "t AW I T o v, FESED shtawemEn s B
8 Conflicker B Infection Alert  HBFz Mon, 19 Oct 2009 21:2705 -0300 o

- Download attached setup file and install.

Dear Microsoft Customer, !
2] install.zi ; ; ; ; ; ;
LB P Starting 1871072008 the #donficker = worm began infect ing Microsoft customers unusual lv rapidly.
-y P b ol W Dok ko a TR - f i i i i
ﬁg”\c t‘“‘t 'f"s"’:l"‘" ':” “"IEH:&;?H:&HZ;*o:trﬁuuﬁﬁ:e:a 1;+0.900. L) I a=p Microsoft has been advised by vour Internet provider that wour network is infecteld.
- antrack ol ethlernents - N 2 -
»Greetings. To counteract further spread we advise removing the infection using an antispwware program. We
\’gjrﬁm’wjefsrerﬁ:;?ﬁigfﬁmifZ‘:?hchg:tdptggep??gl:?gnz::mﬁ:;ﬁ'::fﬁﬂf;ﬁ:‘ﬁ”re‘t' are supplving all effected Windows Users with a free svstem scan in order to clean any files
ready io make the payment on Friday for the {fEroomemgmme infected by the virus.
We are enclosing the file with prepared contrgft. Password: 345543
 rotmesmr wo e send it b fox Flease install attached file to start the scan. The process takes under a minute and will prevent
LDUkmgforr{\;ard myourd,c,s,g‘n vour files from being compromised. We appreciate wour prompt cooperation.
Regards,
Microsoft Windows Azent #2 (Hollis)
Microsoft Windows Computer Safetw Division

(2] contract_1.2ip ] installzip

B VAIO QY R—rA—JLZERST=X@EM 5 Outlook S XU conflicker (AL Tl Conficker)xt KM /\
yFEAZRTARICEIL

B ecard, DHLEAE A= LD ARABNE L LEFGGAIZZ{E X EA

B NRT—FHRBHEINTNDEDLHY. EFRIC Zip [S/IXRT—FHBMMN>TLM=7r—RL
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@ Your computer is infected!

Windows has detected spwware infection!

It iz recomended to uze special antizpyware tools to
pervent data loss Windows will now download and install
the most up—to—date antizpyware for wou.

Click here to protect vour computer from spywware!

X ERELTWWSEDAYE—T L install.exe D7 AV

R4EG7pqHZE..
Please wait, downloading. ..

% Antivirus Pro 2010 QA Ar—JLEIEES Do O—KL=ETI7MILDT 43>
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i.a/ﬂ Home Antivirus Pro 2010 Status

It
% Homre_
" % Antivirus Pro 2010

x| Malware name -~

Registry item

Recornmendation:
Activate Antivirus Pro 2010

BAZBIND
Ry T7v7

# System Scan

Registry item
rF i1 rus Pro 2010 has found 30

and UNWANTED files on your computer!

Backweblite
AceBot
Backdoor, IRCBok
Adware. IpWWins

G Internet Security

© 19 of those items are considered critical privacy compromising conkent

of those items are considered medium privacy threats

Msiebho
* 3 of those items are considered ko be junk content of low privacy threats prom—
CEBO!
@ personal data at the reach of anyonef hand A-Trojan 2.0
D Internet history records available MPower
v
fellanin 2

@ Compromising and adult material stored on your system
@ Chat sessions-logs and personal Emails easily reachable

‘fou need ko register Antivirus Pro 2010 to clean the urwanted Files Found. Click #eqister nove-

Skark | Remove |
button below to obtain the license key and remove useless or compromising material From your

FC. EJsave report

[ T AT

g Spyware alarm! bad

Antivirus Pro 2010 Status

| File name | Malware name 25

& HKEY_LOCAL_MACHINE[S0.. OFFICE11/EXCEL. EXE' [e Reqistry ikem . ..
System Scan ®  HKEV_LOCAL_MACHINE(S0., CO4FE16250}, IBodyPart Registry item Our ECan has rEpDrtEd that |:||E|:E_S I:lf maIICIDL.'IS Spyware.
# & HKEY_LOCAL MACHIMEfSo.. ING{SCRIPT/QUERY, 1400 Registry item CDdE Sic p.rESEnt el ekl ha.rl:! drl"."e. TD gEt rld Df SECUrlt'y’
& C:jDocuments and Sett...on Datajdobyqovisi.sys Backiveblite threats, click here for a Antivirus Pro 2010 scan
e Internet Security & CijDocuments and Sett., ion Datafimukibofo,bat AceBot
. C:jDocuments and Sett...on Datafixytisaken. pif Backdoor. IRCEok
& C:jDocuments and Sett.. . cuments/alehimadaw. it Adware. Ipwins
0 Personal Security ) C:jDocuments and Sett.. ers/Documents/ogaxa.dl Msiebho h |
& C:jDocuments and Sett. .. ocumentsjogirecyhi.reg AceBot - 1
& C:jDocuments and Sett. . cation Datafipuxec,scr A-Trojan 2.0 g YDI.IT CDmPUter 18 InfECtEd'
) C:jDocuments and Sett.. tion Datafnazaseti. ib MPower 2 WindDWS hEIS dEtECtEd TpYWare infECtiDn!
- at orbe amd Sabk eokien Makalabrmed oo Al __
Ix

Get

with Antivirus Pro 2010

Tileclivne Mowd: 18

Selecl Al | Deselect Al

scarning |[HHHRENERE Remove_|

Path: C:¥Documents and Set.. Media¥9. 0¥ MSDKNS.DTD

EYsave report

APrataction level: | —

(S ediom [ Hich |

TFEEAR(CRESL
TLWALEESE

It iz recomended to use special antizpyware tools to
pervent data losz Windows will now download and install
the most up—to—date antizpyware for wou.

Click here to protect vour computer from spyware!
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5, Default /
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| LAN

Computers

Flle Manager

%] Screen Capture

& System Manager

5! Key Logeer

Qﬁ Ciam Capture

B8 Bemote Shell

'iif? Voice Chat

I:'.'ig

3-1'}, Charee Name

% Change Group

ofs Seszzion Manager b
L9 Other »
[ Select All

HH Cancel Al
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~ TCP Config
DMS fIP

[ upL:
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i~ Service Config

Marne #: Met CLR

Display ©  Microsoft Met Framework COM+ Support

Desc. # Microsoft \MET and Windows ¥P COMA+ Inteqgratior
- Other

Group ¢ DeFault kerrnel Hidden

Paste above code to Ul File
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Build ‘ | Cancel

http://www.itmedia.co.jp/enterprise/articles/0907/30/news073.html

— Tracking GhostNet: Investigating a Cyber Espionage Network
http://www. scribd com/doc/13731776/Tracking—GhostNet-Investigating—a—Cyber—Espionage—Network

[15AEME

http://itpro.nikkeibp.co.jp/article/NEWS/20090827/336060/

ERNTLHEESZS . IMILRAY—I)LI Zeus IDE B

Copyright® 2009 JPCERT/CC All rights reserved.




RS ASNTF=WebMNEDEFE

JPCERT CC 2

I SV

A

®
N @ _ - 1. YRFD exe DFHA—F
ﬂ

®
1. exe M URL NEFENT=txt DFHO—F

@ svchost.exe -
1. A9oA—KLT= exe DEFT
2. EfFLERENSHEIANES

o ®exe F7AILDE o O—R5%

. . 1. SITE_C.com/wm/svchost.exe
Qi BHEI—FEET RV TN EET YA+

o . 1. SITE_B.org/aa/a3.html?y10
@ FAOHEALE iframe 12T 2 [ZHE#E

1. SITE_A.com/x js 2. SITE_B.org/aal/index.html

iframe 2T @~ i 7= e . . .
LKA il MS09-032: Microsoft Video ActiveX

SITE_B.org/aalgol.jpg Control D Hfis51EFIH-1-H 2

4 |[THEfmEL CRBEG TN IEON R
4. SITE_B.org/aa/load.jpg

Copyright® 2009 JPCERT/CC All rights reserved. 9



—REASNT-WebM D DEFE-

CD i DI Ala N iin A~
onNeEair—N\dKka uauimoiar)

C

JPCERT CC°®

B @ EE
1) WebhE A
BYILDITHRATAVT AR~
iFE 9 SHJavaScriptDIEEH A H
2 HFora—4EfT
B s EERALTEMEL.
AMDTILODITEA I A—R
B RILHIT TR
B 7hUMEREESEEITS

B BBEARS<THIER

— TR EEL &
B JavaScript D&k 1E

B TIILYIT7DEZEMN
— NI—2 1T ISR R &

BERDIILVIITRATA4VTHAF

m 7Ot XHIE
— BRI IN—T

— BEEHATOXIEDRER
B RELBFTP7OEADIR
[ AIDH B

B RYIREINHHTA
— KEERIEINTULVEL

Copyright® 2009 JPCERT/CC All rights reserved.

10



H B CREATIL JPCERT CC

IH Gumblar

o FICERAUBOEHEILFHERTE
TULVELY
martuz.cn or gumblar.cn P)‘4>1$JL(:J: U%@Z?ﬁ‘ﬁ%;)ﬁ

¥ Gumblar
g 1 g
o WMIANFERINTULNSYARIEY
) 4 FALYRTIZEEIZEEYSS
| . BBELRT LORAEE

Copyright® 2009 JPCERT/CC All rights reserved. 11



- WETAINT=-WebMN LD H

S+ F
)‘JPRlCROUdN"JIH'U

JPCERT CC*®
oY

— OSY7IYr—3>D7vITT—hk
— PUOFIALILABEDEA -EH

— REOTAVBHEOTHIUMER~ DRI
m A/ EEE

— WebaAT YD ERA- A EHDHERR
— THIMGOT DOHESR

— NAJ—KDO#EY5EH

B ELEMR-SXE

— — R OH AN EEEADTEMIE
— BB ToOEHRESR

Copyright® 2009 JPCERT/CC All right

12



Cnhi:- JPCERT CC°®

B WebMoDFE(LFISHEHED I FIC
— H—/N\AITOEFX )T EKAEHNS
B Web7 77— a> D5 EE D KSITRELT H
BFTP7hOUME, EREDWNE
B Windows ASA D ILOTT7IZHEH
— BELOHERATLDIEE
o AMDR L
B EMERHECT HEHEA
B TRIMNT DX R
— RO QSR NEERIREICELE
B Windows 7D &G (ZLYHWMREBEMNFHLO
BH—FN\—T(EGTELEHEHFNLED

Copyright® 2009 JPCERT/CC All rights reserved. 13



BN B, 25T IO HeH

JPCERTOA—T 4 r—>art 52—
— Email: office@jpcert.or.jp
— Tel:03-3518-4600
— Web: http://www.jpcert.or.jp/

A TUMRE
— Email: info@jpcert.orjp
— Web: http://www jpcert.orjp/form/

Copyright® 2009 JPCERT/CC All rights reserved.



