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- oscap xccdf eval

H

--results results-xccdf.xml --report

report-xccdf.html com.redhat.rhsa-all.xccdf.xml
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@ OpenSCAP Evaluation Report

Automatically generated XCCDF from OVAL file:
com.redhat.rhsa-all.xml

This file has been generated automatically from oval definitions file.

Evaluation Characteristics

Target machine snake.usersys.redhat.com
Benchmark URL com.redhat.rhsa-all.xccdf.xml
Started at 2017-11-06T20:44:07
Finished at 2017-11-06T20:44:29
Performed by kmoriwak

CPE Platforms

Addresses

. 127.0.0.1
10.64.193.207
192.168.122.1

.
.
. 0:0:0:0:0:0:0:1

. fe80:0:0:0:2da:a206:ae7:4200
.

.

.

00:00:00:00:00:00
D4:3D:7E:DC:C8:AD
52:54:00:2D:34:13

Compliance and Scoring

There were no failed or uncertain rules. It seems that no action is necessary.

Rule results

Severity of failed rules

Score

Scoring system Score Maximum Percent

urn:xcedf:scoring:default 100.000000  100.000000

Rule Overview
[+ pass [+ fail [# notchecked Search through XCCDF rules Search

[+ fixed [+ error [+ notapplicable

— — - hd
[v informational (v unknown Group rules by: (REIERE

Title Severity Result

» Automatically generated XCCDF from OVAL file: com.redhat.rhsa-all.xml

Generated using OpenSCAP 1.2.15
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* Spacewalk
https://spacewalkproject.github.io/

* Foreman OpenSCAP plugin

https://www.theforeman.org/plugins/foreman_openscap/0.4/
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SCAP Security Guide(SSG)
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SCAP Workbench
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Undo History Deselect All Search
I || pirectroot Logins Not Allowed Selected Item Properties &
1 [ ] Restrict Virtual Console Root Logins Title |minimum password length |

J D Restrict Serial Port Root Logins
| D Restrict Web Browser Use for Administrative Acce
J D Ensure that System Accounts Do Not Run a Shell
"I || Verify Only Root Has UID 0
J D Root Path Must Be Vendor Default

~ [_| [E3 Verify Proper Storage and Existence of PasswordHas
"I || Prevent Log In to Accounts With Empty Password 15 7 (number)
| D Verify All Account Password Hashes are Shadowe
J D All GIDs referenced in [etc/passwd must be definn'
OB Verify No netrc Files Exist

v [ | [E5 set Password Expiration Parameters
A,

D F’_accounts_password_minlen_login_defs|

Type |xccdf:Value |

Modify Val
O?]?y{!kes e'#gct when this profile is used for evaluation.

Description

Minimum number of characters in password

~% minimum password length

€31, .

- maximum password age

’.E‘\ - 0

& minimum password age

s . .
&% warning days before password expires

| || set Password Minimum Length in login.defs

Affects Rules

Delete profile Cancel oK ® Set Password Minimum Length in login.defs 12
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/\: Benchmark ID

Do not attempt to implement any of the settings in this guide without first testing them in a non-
operational envirenment. The creators of this guidance assume no responsibility whatsoever forits use
by other parties, and makes no guarantees, expressed or implied, about its quality, reliability, or any
other characteristic

Evaluation Characteristics

Target machine snake.usersys.redhat.com

Benchmark URL Jusr/share/xml/scap/ssg/content/ssg-fedora-ds.xml

xccdf_org.ssgproject.content_benchmark_FEDORA

Profile ID xcedf_org.ssgproject.content_profile_standard
Started at 2017-11-07T14:54:08
Finished at 2017-11-07T14:59:18

Performed by kmoriwak

CPE Platforms

cpeijosfedoraprojectfedora:2s
cpeijosfedoraprojectfedora:2T

cpeijosfedoraprojectiedorai2s
cpeijosfedoraprojectfedora:2s

'

Addresses

. 127.0.0.1

. 10.64.193.207

. 192.168.122.1

. 0:0:0:0:0:0:0:1

. fe80:0:0:0:2da:a206:ae7:4200
.

.

.

("IY 00:00:00:00:00:00
('8 D4:3D:7E:DC:C8:AD
(LI 52:54:00:2D:34:13

——

Compliance and Scoring

The target system did not satisfy the conditions of 4 rules! Please review rule results and consider
applying remediation.

Rule results

>Severity of failed rules

Score
Scoring system Score Maximum Percent

umn:xcedf:scoring:default 66.666664  100.000000

Rule Overview

[ pass [ fail (¥ notchecked Search through XCCDF rules Search
[+ fixed [ error (¥ notapplicable
[@ informational [ unknown Group rules by:| Default e
Title Severity Result
¥ Guide to the Secure Configuration of Fedora ZIZ)
¥ System Settings (XD
¥ Installing and Maintaining Software EXZID
; » Updating Software
¥ Software Integrity Checking €FZID
v Verify Integrity with RPM &3
Verify and Correct File Permissions with RPM low
Verify File Hashes with RPM low -m

v File Permissions and Masks €D

¥ Verify Permissions on Important Files and Directories

¥ Verify File Permissions Within Some Important Directories €7D
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Verify File Hashes with RPM

Rule ID
Result
Time
Severity

Identifiers and References

Description

Rationale

xcedf_org.ssgproject.content_rule_rpm_verify_hashes

2017-11-07T14:58:38

low
IR ci-6(d), CM-6(3), SI-7, 1496

The RPM package management system can check the hashes of installed software packages,
including many that are important to system security. Run the following command to list which files on
the system have hashes that differ from what is expected by the RPM database:

# rpm -Va | grep ""..5"

A"c"in the second column indicates that a file is a configuration file, which may appropriately be
expected to change. If the file was not expected to change, investigate the cause of the change using
audit logs or other means. The package can then be reinstalled to restore the file. Run the following
command to determine which package owns the file:

& rpm =af FILENAME

The package can be reinstalled from a dnf repository using the command:

dnf reinstall PACKAGENANE

Alternatively, the package can be reinstalled from trusted media using the command:

rpm =Uvh PACKAGENANE

The hashes of importantfiles like system executables should match the information given by the RPM
database. Executables with emmoneous hashes could be a sign of nefarious activity on the system.

verify file md5 hashes @ because of these items:

Name Epoch Version
texlive- 6 svn41139
kpathsea

gnome- (none)  2.32.0
themes

gnome- (none)  2.32.0
themes

Size Mode  Md5 Dev

Release  Arch Filepath Extended name differs differs differs diffi
33.fc26.2 noarch jusrishare texlive-kpathsea- fail fail fail pas:
Jtexlive 6:svn41139-33.fc26.2.noarch
Jtexmf-
dist/web2c

ffmtutil.cnf

15.fc26 noarch fusr/share gnome-themes- fail pass fail pas
ficons 0:2.32.0-15.fc26.noarch
JCruxficon-

theme.cache

15.fc26 noarch Jfusr/share gnome-themes- fail pass fail pas:
Jicons 0:2.32.0-15.fc26.noarch
/Mist/ficon-

theme.cache

Remediation Ansible snippet: [ [o0)]

Complexity:

Disruption:

high

medium

- name: "Set fact: Package manager reinstall command (dnf)"

set_fact:

package manager reinstall cmd: dnf reinstall -y

when: ansible distribution ==
tags:

- rpm verify hashes

= lom severity

"Fedora”
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* https://github.com/vmware/vmware-scap-edit
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oscap A< > Kl

INVIT—D8 A
#yum install openscap scap-security-guide
Frwv o)X DT
# oscap info /usr/share/xml/scap/ssg/content/ssg-rhel7-xccdf.xml
“common” 7O 71 ILTOF T v IET
# oscap xccdf eval --profile common \
--results /tmp/results.xml \
/usr/share/xml/scap/ssg/content/ssg-rhel7-xccdf.xml
remediate X7 ) 7~ DERK
# oscap xccdf generate fix --fetch-remote-resources \
--profile common --output /tmp/remediate.sh \
/tmp/results.xml
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* OpenSCAP 7O> x 7 k
- https://www.open-scap.org/
- https://github.org/OpenSCAP/
- SEBEAUNDY =)L, FLWRFa X b EBFa—FUT7IL
* OVAL @ 1J7RT 1) https://oval.cisecurity.org/repository
* OpenSCAP Scanning in Satellite 6 and CloudForms
- http://red.ht/2AwBIFk
- Red Hat DEIEY — )L & OEFEHEIC DLW THEN 20
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* 0scap-anaconda-plugin
- RHEL » Fedora D1 > A =SB TFST1 >
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