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Gartner : “Using Penetration Testing and Red Teams to Assess and Improve Security” (2017.04.17)
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oo

GAME PIECES

> A

Tha Haro's stingshot

ono sendal cybarspace 7

< , A A i
& A
[ =
! 7\

cybor wob crawlar of cybar

The clipboard of Authority

X-Raly SPOCS

xing Arthur's Rabbit code Injector

MI. ROGUO AP

wy First Burner Phone

".

N

/

SANS Natwars Enargy orink

Ught sword of Holding elack Maglc wand of SECT60
GAME MODIFIERS
eulldavoma | BONUS play sans Holday | Go Forward
ponTost b | TURN Hack challonge | 2 Spaces

e w0 00 Wsbcasts)
mllﬂlq.ngmd:gf.mmu.‘um s Nolid yhackehalisnga com

Advance to

Watch SaNs
Next Phase

0 ent
e PON Tostwobcasts

Loses Turn

RO30 SANS
Pon Tost elogs

hitps pen-testing sansarg) blog LD COm SANSPRI ISt

Tl sans | BONUS ustnto | A1l opponents
ronTest Training | TURN ey Pociest | Lose a Turn
. sanzargpentast hitpsfhsc sans edu/pedcastitl
Attondan imfosec | GO Forward rrtidpate n | Advance to
conforonce | 3 Spaces sans wotwars | Next Phase

hitps ) irhasec-conferencas com/ 385 T N ars

MM

Download a PDF version of the Pivots & Payloads poster,
additional game pieces, and game modifiers at

www.sans.org/boardgame

show network trust

MM

capture to nelp

retatlonships

Host Blue Team
catches you

SKIP NEXT TURN

You realize you
Use yourpacket | et a0 enough
screenshots: PANIC!

SKIP THAT MANY TURNS

PIVOTS

The Most Trusted Source for Information Security Training,
Certification, and Research

PAYLOADS

SIMULATE A FULL-SCALE HIGH-VALUE PENETRATION TEST

ROLL DICE,

DLP Is only

oo k|ng atemall,
S0 you can exnt
data with ease

screenshots the

Internal web app

You took

entlre time!
Good Job

Younnd SQL
Injection on

Your notes were
well written and

Target organization
runs Kansa module

Reporting

easy to follow

and sees your
process Injection

GO BACK 3 SPACES

Your proofreader
has the week off,
SKIP NEXTTURN | al

winlle you nnd a
replacement

You are able to

sat up a passive

listener on client
network

You add the target

organization’s

orts to show they

nave detection
capabllites

Get additional
cradentiats from
connguration nies

Find GItHub repo
with working
explolt

Cracked service
account password

Explolt causes
app to crash,
client mad

SKIP NEXT TURN

Paoassword Afttacks

Target
organization's
admin accounts
use multi-factor
authentication

GO BACK 2 SPACES

Your custom
payload evades
AV and 1DS

You use a honey
account and get
caught

SKIP NEXT TURN

Misconngured
service; no explolt
required!

Crack passwords
with Hashcat

Frewall stops
stager from
calling home

GO BACK 2 SPACES

Steal hashes
with Metasplolt
hashdump

You create your
own o-day

You forget to
throttle scan and
create disruption

Target organization

Glves reedbackin a

UIkes drart report!

timely manner

Look through local
system and
network shares for
Interesting nles

DNS cache shows
systems atready
communicating

Discover
unpatched
remote exploit

P

fichievement | |
Unlocked!

Target organization
wants you to
present the
nndings to the
board of directors

Outbound nrewall
connguration timits
access

Enumerate users
and grab more
password hashes

AUNAL

Target
organization Is
not reviewing
NetFlow data;
you remain
undetected

That was a honey
doc! Busted

GO BACK 2 SPACES SKIP NEXT TURN

Pivoting

Target
organization
dldn't segment
networks
appropriately;
you can pivot
with ease

Target
organization's
SOC detects
your lateral
movement

SKIP NEXT TURN

Scoanning

Target
organization
MSSP detacts

your scans

You discover a
large number of
open TCP and
UDP ports

Verlty nndings
from search
engine recon

GO BACK 2 SPACES

SKIP NEXT TURN

Scoping & Rules of Engogement

Scoping call
went great!

Target organization
provides lists of
systems to attack

Target organization
glves your "victory
conaltions"

Cllent wants to
modalty scope

GO BACK TO START

Shodan.lo helps
younind potentlal
vulnerabllities

www.sans.org/boardgame

Reconnagissance

Target
organization DNS
server allows
external zone
transrers

Search engines
reveal data
exposure

You Interacted with
a honey pot

SKIP NEXT TURN

Source : https://www.sans.org/security-resources/posters




2. RFNRSFUADSER

OARIGZASY—TY b UEENEREZETEY JimnS

8% - Bas(b
A 4
Adix
\ 4
W
A 4
1A=
A 4
RPEIRIE
A 4
BRAILK

A 4
B ET Internet

-& 13

gActive Directory J7M4) Y-\

/N RI SECURE/ © NRI SecureTechnologies, Ltd.



2. RFNRSFUADSER

OARIGZY—TY b UZENEREZIEET DES

{552 - MERE o
E-Corp [CRITBINRL—232FT A

1) B&

= PEEVEER - FNBVEAEDZEEL

= [BERMNENSIED TL\DB 8. Domain Admint&EEDZER A T
= MSSH—E X (Blue Team) DOEHZ:HMH U=\,

2) AJ-=7J
= —IRHVMEN BN ZAAE (REFEDFEMIRINRAN)

3) EhteskfF
= T —SHIRDZEEE. BHiHlF—L (Blue Team) ADEAZIRL

/N RI SECU RE/ © NRI SecureTechnologies, Ltd.



2. RFNRSFUADSER

OARIGZY—TY b UZENEREZIEET DES

8% - Bas(b
A 4
Agix
4
W
v
1A=
v
I=IEIRIF
v
RAILK

A 4
B ET Internet

-& 13

gActive Directory J7M4) Y-\

/N RI SECURE/ © NRI SecureTechnologies, Ltd.



2. REENFRTIY—I - FUZY Y - REFE
OSINT

# OSINT = Open Source INTelligence
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# Host Enumeration
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# Google Hacking
# Metadata Extraction
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Phishing Mail Sample

Fri 12/13/2018 10:05 AM

HR (HR@e-corp.com)

Employee Benefit Package Change
To:

Good Morning.

We have recently made several changes to the employee benefits package which effects
individuals receiving this message. We have previously recorded a message explaining these
changes which can be accessed via the meeting invite below. To access this meeting, please
enter your E-Corp credentials and accepts the application prompts. Once authenticated, you will
receive personalized documents detailing the specific change of your benefits package which
should not be shared with anyone else.

Meeting ID : 912-653-1534
GoGoMeeting

Sincerely
HR




Phishing Mail Sample

Fri 12/13/2018 10:05 AM

HR (HR@e-corp.com)

Employee Benefit Package Change
To:

Good Morning.

We have recently made several changes to the employee benefits package which effects
individuals receiving this message. We have previously recorded a message explaining these
changes which can be accessed via the meeting invite below. To access this meeting, please
enter your E-Corp credentials and accepts the application prompts. Once authenticated, you will
receive personalized documents detailing the specific change of your benefits package which
should not be shared with anyone else.
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# CREST : The Council of Registered Ethical Security Testers
# CBESTZ3XEIR 9 DIzbDERREIAR - ZEFEUR
# CRESTI(E, 41EFAD FAA > ZERE
# Penetration Testing

L

# Threat Intelligence
Z Incident Response
# Security Architecture

C=STe
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https://www.crest-approved.org/professional-qualifications/crest-exams/index.html
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# TIBER-EU : Threat Intelligence Based Ethical Red Teaming
Z ECB (BXMNHSRERIT) WEXRLIE I L —AD—0
7 BERNIEZEZ HBIECBESTEFU
7/ Ex) ZEERICHRIN XA]HE
# TIBER-NL
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7 FEl  SESHEHISOERES
- RV X TVOMEINAIE S, JREN(CERT SHERHD S,
7 Bl (Regulations) : IRRML—23>FX FDEI]
Z ) NYDFS (Za—3—2oNeEmb—EXR)
# f5]) FFIEC IT Examination Handbook
7 f51) PCI-DSS CKEMDRRHITEARNN)

# Form 10-K/20-F (Bifi5fEz5ikEE) (CHTDHRRER
7 KEGEERSIZEESNS [CF Disclosure Guidance: Topic No. 2
Cybersecurity] (2011) HMERaNnsd.
I AN\ —tF 1V URITPOA 22T MMTDOWTBHESNIZED(ER0)
BEDD., BE<DOHRESHNS. EISHECHXIRD, 12252 bORR
ZEFBMTDZENTED] EBMIESHRES (CHITDIEENFHREKSD D,
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7 1581 . FESEHSDOEMER
— FRERV A VMBINAIED S, B (CET StERbhid S,
7 1FRimRFDRFAHIE : Class Action
7 HEBO—EN. (AUENHZERMGRZITD) OEEEENR (=U35XK) [
KN T. ERRLKFILTEDHE
7 FHIFR(E. SRERAIIC DS R] DORBEZITD. (EFHHBIAEFIFTRAI 23 )
7 FBHFROREL. BESNEOSAERICHEREND.
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/NRI

B¥El - FESEHSDEMER

afsh J AT VOMGINAIED S, BEN(CERT ShAMHdHS.

7 [RERiRRIFDREAHIE : Class Action

7 9—5'v it (20134F - 40005 4D — RigEk+ 70005 4D 1E A [FEkiFER)
7 WEREFARET : 292 Million USD (=2 9 2 {&M)
Z 1004l EDFRER > 29 EDDT. FEBFRES LICEFEHSND
7 SRERDIRE(E. BERTTIF TRV, ZHALE153M USDIZE.,

IR
R

10.0 Million USD 2015.03

2 MasterCard 19.0 Million USD 2015.04

3 Visa 67.0 Million USD 2015.08

4 $RIiT-OL>y 1A 39.4 Million USD 2015.12

5 47MEAT 18.5 Million USD 2017.04
a5t 153.9 Million USD

Source : https://corporate.target.com/annual-reports/2016
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7582 : RRPML—23 2 F AT —DmBHER
Z Offensive Securitytt OSCP &WLWSEHMNEBEBE N TULS
# OSCP : Offensive Security Certified Professional

— 24KFEIDOEEMEER (LabIRIR(C) \w >0 & KR (CEHE)
— HERE. 24K5ELUANICRELR— MBS LITTHRET D
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7 1583  RIR(CZIRT B5EBEIM ALY (=Red Team Operation)
I PELEREITDIIRIE. HA/)\=EHFTIFRWELUTIRZTULS
. BRI

IS 1V N DA WA i
« Webt-+1 b \SDIEHRETER

+ IDH—R-o0-=27 « Ja VSRR
Ev+>0 ) - BEC
« TLNR=F)\vF> « RDTHUICKDIBERERA
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I NREANL—23>2>F A
7 EEOKRESHO=YOT, BHIICKREUBIEZEMTEEMMREEL .
fHigoF1 VT IRV EFIVITBRCE! ]
7 M52 & DB DIELY

7 fL2R
/7 BK : ERTDIEET. TLPT (Threat Lead Penetration Test)
7 K
# CBEST : CREST - TIBER/ZREDTLPT EREIMROBLZNEZ L TL\B,
7 B8z E o o mEMR

# Red Team Operation&ME(EIN., Y- /-89 (Physical - Social) £5&
JTHRERIR ) R T DRMTHON TN D,
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