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������ - Unbound

Unbound	��

server:
log-queries: yes

Nov 14 18:09:38 unbound-host unbound: [214143:0] info: start of service (unbound 1.8.1).
Nov 14 18:09:39 unbound-host unbound: [214143:1] info: 127.0.0.1 localhost. A IN
Nov 14 18:09:39 unbound-host unbound: [214143:6] info: 127.0.0.1 localhost. A IN

Unbound	�����	�������
���������
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������ – BIND9

logging {
channel querylog {
file "/var/log/named/query.log" versions 1 size 10M;
print-time yes;

};
category queries {
querylog;

};
};

BIND9���

15-Nov-2018 14:08:58.121 client ::1#53443 (www.iij.ad.jp): query: www.iij.ad.jp IN A +E (::1)
15-Nov-2018 14:09:15.150 client ::1#53446 (www.nic.ad.jp): query: www.nic.ad.jp IN A +E (::1)

����

�������

BIND9������������
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0/
l Text%� �(��96�)��
l Syslog.3	���(��:��,*�4

8/
l '�� "�(�	�)���
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�����" �" - tcpdump

# tcpdump -p -s 0
-w /var/tmp/dns.%Y%m%d%H%M.pcap
-G 60 
-Z root
-z gzip
-i eth0
port 53
-p promiscuous mode OFF
-s 0 ,1�
��������-&�
-w pcap���$'*0(strftime	24�3�
)
-G rotate�
6.
-Z ���$�����/)
-z rotate(�zip��!%��5+��89
-i�" �"��
�%������
port53 tcp/udp dst/src port 537��$�#%�

tcpdump�������	��
�����
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�����"!�" - tshark

# tshark -i en0 -Y dns
# tshark -r pcap.file -Y dns
Capturing on 'Ethernet'
326   8.784449 192.168.0.56 -> 192.168.0.20 DNS 92 Standard query 0x2f81 A localhost OPT
327   8.785773 192.168.0.20 -> 192.168.0.56 DNS 138 Standard query response 0x2f81 A localhost A 
127.0.0.1 NS localhost AAAA ::1 OPT

-��)(� �#����.&����'�
�$+,*�tshark�0	��/%���
��/%��

�����wireshark��	��
���
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l L2SW=�3�-47�8;$������DNS&�.�
J2'-�#51*5�����

l @2'-=�#51*5��?>���DNS(0-!"
��O����
��M���.$�S��	��

l DNS(0-!"��BU�PR����

VE
l PCAP0� 9��KD��: 6��,�)�Q���
���IN�<�	��XF����

l DNSYTC���/%+-�HW�������DNS 
over TLS, DNS over HTTPS��AL����
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DSC

DNS Statistics Collector
https://www.dns-oarc.net/tools/dsc

• DNS,&/�(0����	#����*
• ����������DNS������'+��
•  � �1��-).%�"��-)�
����!$
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DSC -0/5

��
" ��� https://dev.dns-oarc.net/packages/

Interface eth0; 
bpf_program “port 53 and not ( net 34%�!��'+!)”;
client_v4_mask 255.255.255.0;
client_v6_mask FFFF:FFFF:FFFF:0000:0000:0000:0000:0000;

������

• Interface
• bpf_program

• client_v4_mask

• client_v6_mask

�($�(	��+��#���
Bpf#�*����
34%�!�����)��87	���
34"� !�,21��������
)���!IP�IPv4�&��6
&�����.-�255.255.255.255
)���!IP�IPv4�&��6
&�����.-�
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
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DSC -$"'

dataset <dataset%> <type> <label1> <label2> <FILTERS> [PARAMATER] ;

Example:

dataset rcode dns ALL:null Rcode:rcode replies-only;

������

• dataset%
• type
• label1,2
• filter

�������%!
����()�dns,ip (tcp,udp��IPv4,IPv6*�label#�
��������
����� ����
Any &��
�
queries-only ������
replies-only ��� ��
nxdomains-only NXDomain�
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DSC -��"

Label��������

��	Rcode:rcode�����rcode��
����������
�
Label� ��
All:null  ����
Qtype:qtype Qtype%� �
Rcode:rcode Rcode%� �
Qname:qname Qname%� �
TLD:tld TLD%� �
SecondLD:second_ld 2LD%� �
ThirdLD:third_ld 3LD%� �
ClientAddr:client ������IP%� �
ClientSubnet:client_subnet ������IP�������%� �

#��GeoDB���	��% ���AS!$% ��
����



20

DSC -" &

dataset�������������	
����

Dataset � label1 label2
qtype All:null Qtype:qtype
rcode All:null Rcode:rcode
client_subnet All:null ClientSubnet:client_subnet
client_addr_vs_rcode ClientSubnet:client_subnet Rcode:rcode

��������������������
second_ld_vs_rcodethird_ld_vs_rcode���$�!
�
�#'��	��%������

������dataset
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DSC -�����

DNS Statistics Collector
*!') .,&.��KAC@�2;�
��(�-0

?<
l *!') .,&.4F�U�$+)����WQ���
l KA7�1�
l DSP���RG�JM7�46����
l KA7�5�(�%�L����(�%EO�8��

V<
l KA7�������XT�������P���
l ,/#')=:�>D�����$�"�BN�H9

l 4LD	������
l *!') .,&.4F��DNSYS7��3I�	���

l DNSTAP�����
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DNSTAP

DNSTAP (http://dnstap.info)

#(&������+�- 37�@:2��
��
Protocol Buffer )�"=>2��
��+%�$�/�0�
DNS!�'�Receiver�Listen	���Unix socket�
Frame Streams Protocol86�
Receiver�.;�1A��5�4�
��+%�$�
(��,�<�	
��9*"&�?�	
����

Receiver
DNS

���

���

���
��	���

��


Receiver����
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DNSTAP

DNSTAP	����
#��!$�
���� ��
message.type ��DNS������'����������

CQ:�
	����($&!+ #�
CR:�
	�������($&!+ #�%)�
RQ:��������*$&!+ #�
RR:����������*$&!+ #�%)�

query_time, response_time Time
socket_family INET or INET6
socket_protocol TCP or UDP
query_address IPv4 or IPv6 address
query_message DNS�������
��

• ���� https://github.com/dnstap/dnstap.pb/blob/master/dnstap.proto
• �"�( https://gist.github.com/edmonds/5772879

�������� ������������DNSTAP�
��
�"
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DNSTAP - Unbound+dnscap(golang-dnstap) ���

Unbound�--enable-dnstap����
��	�����

dnstap:
dnstap-enable: yes
dnstap-socket-path: "/var/run/unbound/dnstap.sock"
dnstap-send-identity: yes
dnstap-send-version: yes
dnstap-log-resolver-query-messages: yes
dnstap-log-resolver-response-messages: yes
dnstap-log-client-query-messages: yes
dnstap-log-client-response-messages: yes
dnstap-log-forwarder-query-messages: yes
dnstap-log-forwarder-query-messages: yes

���
dnstap	��
�����reload���
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DNSTAP - Unbound+dnscap(golang-dnstap) .

# sudo -u unbound dnstap -u /var/run/unbound/dnstap.sock
; dnstap.sock�-($*�unbound����+%�
sock�)��
dnstap: opened input socket /var/run/unbound/dnstap.sock
; unbound�/'
dnstap.FrameStreamSockInput: accepted a socket connection
;����!��www.nic.ad.jpIN A�&�"��
CQ 127.0.0.1 UDP 42b "www.nic.ad.jp." IN A
;�����203.119.1.1(a.dns.jp)�www.nic.ad.jpIN A�&�"��
RQ 203.119.1.1 UDP 42b "www.nic.ad.jp." IN A
; 203.119.1.1(a.dns.jp)�� ��!�
RR 203.119.1.1 UDP 412b "www.nic.ad.jp." IN A
;�����203.119.1.1(ns5.nic.ad.jp.)�www.nic.ad.jpIN A�&�"��
RQ 202.12.30.225 UDP 42b "www.nic.ad.jp." IN A
; 203.119.1.1(ns5.nic.ad.jp.) �� ��!�
RR 202.12.30.225 UDP 1964b "www.nic.ad.jp." IN A
;����!�� ��!�
CR 127.0.0.1 UDP 58b "www.nic.ad.jp." IN A

Localunbound�www.nic.ad.jpA�&�"��	#,%

��������
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DNSTAP - Unbound+dnscap(golang-dnstap) 
�

-y����yaml��������	������
---
type: MESSAGE
message:

type: CLIENT_QUERY
query_time: !!timestamp 2018-11-14 08:58:03.962419
socket_family: INET
socket_protocol: TCP
query_address: 127.0.0.1
query_port: 33806
query_message: |

;; opcode: QUERY, status: NOERROR, id: 62610
;; flags: rd; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 1

;; QUESTION SECTION:

;; ADDITIONAL SECTION:

;; OPT PSEUDOSECTION:
; EDNS: version 0; flags: ; udp: 4096
; PADDING: 

0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000000000: ; udp: 4096

��������
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DNSTAP –����

����
• Unbound
• Bind9
• Knot
• Knot Resolver
• CoreDNS
• Dnsdist

���
• NSD
• PowerDNS
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DNSTAP - Receiver

• go-dnstap
• �����
• file,tcp,unix socket������
• Text���YAML�fstrm�����	
�����

• fstrm
• https://github.com/farsightsec/fstrm
• fstrm�C����
• tcp,unix socket������
• fstrm�����	
�����

Protocol-buffer���	���)�	"'�������
#���������&���(���DSC��	
* �
$���	����	���!%
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DNSTAP -�����

87
• F@5	�������4H�3A
�����
-�&��=������

• ��-%)+�stub resolver���#"/�����
resolver��0#"/�������9?C<
• Type�
��

• PCAP�D���*�(;E�6	�
• �	����

I7
• '.+ !��3A
������=���

• NSD��
• '.+ !��1�2��4H����,$�G�>B�
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DNS1�/�IJ -���

l �����
l DNS+�.42&'%H�?L	KC

l 
��	�����
l 5�268�9;*�E�=#�!��DNS+�3�
QR��1�/	B"!

l TLSS��?L�
��
l DNSTAP

l NPA�"�DNS70-�,	B"!
l DNS+�.42&'%H�?L	KC
l TLS�?L
l 4:)(9B!�$@���!��"

l DSC
l DG�JF$<�
l DSP��E�=#��MOA�+5�2
l TLSS��?L�
��
l T���� ���"$>"���
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DNS���	��

25�
����QNAME�

������71�(�&�������	� 
>��-.'+%*),$.@?"A� ���=��
2LD�3LD����86��40�:3/<� �;�

1.www.example.jp 1 access
2.www.example.jp 1 access
���
100.www.example.jp 1 access

��
����100�	���1access
3LD�����www.example.jp�100���

DSC���!#/9
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DNS������

()�
�����"��# IP�

IPv4�/24�!���IPv6�/48/'�!����	.�

+�IPv6*$�-&	��0�!������DB	
21�����

DSC�����%,
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DNS���"%

• ��������DSC	����
• ���+*'#�	XML�	�JSON����"%

• ��������PCAP�
���DNSTAP����
• "%�'#�
�, ��$��
����
• )��������&�(!���
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DNS!� �*5

• ���
���������
• #��$*5

• ������������������	����
• Elasticsearch���+1/8�&�&�*5
• 2-�)7�!����CPU�64��#��$��
93�
• DNS��"��ES�'���	�2-��������

• %��*5,(�)70.
��
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DNS�������

• Elasticsearch�	�
• Kibana����

• DSC�����
• DSP����
• DSC����
����
Elasticsearch��	�kibana����

• ���

• ������
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DSC���� DSP
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Elasticsearch Kibana
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DSC
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DSC
���
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DSP

��

DSC

PCAP

����PCAP
PCAP
���

Elasticsearch

kibana
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*�+?�RCODE5���'�1

Refuse���

NOERROR
���	������	���������������

Rcode�63�&$�"� �8<.�(�)=:�-����
>����$#����!%"�#,��&$�@2�7�
������
0;/�49	�����	�
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DSC����	���Elasticsearch��
��Kibana�
�����

163.in-addr.arpa���������	���
������
ISP�	�	���
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• ����
	��DSC+DSP��
• DSC+Elasticsearch+kibana�����

• �����
	��Elasticsearch+kibana
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