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DNS Summer Day 2016
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* CZNIC [CKBHIEBDNSY—/\EE
e https://www.knot-dns.cz/
o Xyl atERETIL
e ALK CZNICIZ&B Knot Resolver ZZ F|FHLIZSLVESE
* GPL
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* NSD THLTESHCE

* RRL (response rate limting)

* BIND [CTTZET NSD TIETEGULNE
* automatic DNSSEC signing
* dynamic update
 DNSTAP
* GeolP
* BIND THTEELCE
* online DNSSEC signing (VL Z 2T THLEIRIIZER)
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e YAML 774 JL& LMDB T—AR—XM25EY)
« BIFFICEZ ST TIEAELY
« E ZHEA[EE(knotc conf-import/conf-export)
LR EE
# knotc conf-begin

# knotc conf-set parameter value
# knotc conf-commit

s YAML DI5E . BEEIT HETDIEIZES
- LMDB D& . BEEZRLKGENIZHR




knotc

e HfEIO<T R
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view (split-brain DNS)

* BIND Moo NE IV KDIER?
* Knot TIEXFwIEIZHEHTEIRTEHALOIZRYELE
e geoip B a2—)L(v2.7.0)
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e edns-client-subnet ZBNZLTULVA &, ECS FEFRIZKYRNEFD RAMEERHY
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 https://en.blog.nic.cz/2018/10/16/geoip-in-knot-dns-2-7/
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e Knot CTEHHULVET ..

s BRI ERZFOTHILYW —
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forward SEACEMTES

e CEAMNLEWLN>THEREIZLALY
o 7O RHIRTEHLN
« DOIFYULHEEMNIEE

FEBET vy 2DHEHTE

remote:
- id: recursive
address: [10.0.0.53, 10.0.1.53]
mod-dnsproxy:
- id: default
remote: recursive
fallback: on
template:
- id: default
global-module: mod-dnsproxy/default
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e SOA DT ILEE L Knot BNIEBEFICEFHFLTNS
« TIXIFTIEEFHFOL-UIZ +1 END
« BEIED )T ILA YYYYMMDDnn DK=L, D H5513 8508 &1LV B
Fo21FE->TLES
c MEB(ZIGL TV 7 ILEBEZERBLTHEETELELD
« 2L <X RFC1982
e serial-policy: dateserial [ZEXTE T D& YYYYMMDDnn DEEFTHULMTS
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Automatic DNSSEC signing

e policy 793> CDNSSEC MERARY S —
> E&

e zone 4232 T dnssec-signing:on [ZL T,
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« TRTTIAHILNGLRY—IXEBRTES
e M. TI4DTILIYXLIL jp TERIFED
ECDSAP256SHA256 7 (M T...
* knotc reload 5 &. ﬁt)]@'fif)‘ B T
e, BYEEANBETHEIND

policy:
- id: rsa
algorithm: RSASHA256
nsec3: on

zone:
- domain: example.jp
dnssec-signing: on
dnssec-policy: rsa
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« LURARSIZ DS BEZEERT B

« ZBRIAREZFEFIUTOOATURTHASENTES
# keymgr example.jp ds
« BEIT CDS (child DS) LA—FMNEMESNLHD T, TENZTHRASNTHEL
# kdig example.jp cds

« A CDS FEXIGEDIZ CDS MEMESNLZDAT[FLEMTNIL, HELVKLIBREE
B9 H_EBLARE

« FY —2IZ DS LaA—KFHgEEINT=5. Knot [TENZTHZ THS

# knotc zone-ksk-submitted example.jp




J—imEE

c BBO—)LA—N\—DPEBEZAENHBMEF D=8 Knot B —%E
=Mz B ELDHD
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e knotc zone-freeze/zone-thaw
e BIND @) rndc freeze/thaw &ER]LC
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e automatic signing Tl&. YV —2T74IL% Knot NEIEEZTHZ S
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on-slave signing

hidden master AXER

Knot
(hidden slave)

AXER

AXFR

e Knot [& slave THLELZMNTES

L TKRERAY —2% Knot |IZERExd 5717

* master TEEREPR YIRS

slave

slave
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on-slave signing M % 5E

s UTHASTEEDOTERTET ST
* master oY —VERIXE T HERTE
* slave MY —VEREEREFR(THKTE
* DNSSEC BEA T HEXTE
o J—RERD master EEZ D Knot
X, VV—RADIZFEAEDLELZLD THE
—RAMZIRIBLTLTREREZLY

remote:
- id: master
address: 127.0.0.1
- id: slave
address: [192.0.2.1, 192.0.2.2]
acl:
- id: master_notify
address: 127.0.0.1
action: notify
- id: slave_xfr
address: [192.0.2.1, 192.0.2.2]
action: transfer
Zone:
- domain: example.jp
dnssec-signing: on
master: master
notify: slave
acl: [master_notify, slave_xfr]
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« DS & XTI (TF X
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o —UtREITB EOEEITFRIEMNEHMI(ZS
* slave ER THERTES
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dynamic update (RFC2136)

« ZELINT-Y —FEFHT AP
e Knot [2KBDY —2ETHZLFEEET IV —URETHEHOVEDDFER
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Let's Encrypt T dns-01 ZREIE

e dns-01: ACME (Let's Encrypt TEHNAIIBAERSE I ORIIL)TE
?‘A‘_C‘:;h»%)ntb\_IEjj__to)Utg

e acme-challenge.example.com/IN/TXT IZZREEb—D > Z 501k

o SREEAICIL dns-01 LISMZELKDDVHASD . TAILEH—FEEBAE D EF
(& dns-01 LHOMVEZZELY

e certbot M dns-01 FEFIX. BEDFEEXTIFIAEZTUT47 512 EW A

o HoMD ACME ZZDIZHEIE TSN

c BEIETSTAMEANNIE LKL
c BBEDTZTAVIEIKRFDNS IRRTAVITEEED APIZFNKEDOMNIFEAEEITE..
e RFC2136 TS5 A 1551 MHY !



Knot T SSL GEBAEZE 5 B &1k

* Knot T dynamic update Z&F 1] key:

- id: acme
« dh&ld certbot [T rfc2136 plugin ZA 2R 4keymer -t acme DHAEIE R

f—ILLTRFaAVREBYONIEBK acl
e https://certbot-dns- -id:acme

rfc2136.readthedocs.io/en/stable/ I;izli:oan(frzzdate

* lego &£LVD ACME client % rfc2136 2%y zone:
L"Cij‘ - domain: example.jp

acl: acme
* https://github.com/xenolf/lego
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https://github.com/xenolf/lego
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