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IP/host: 192.168.12.2
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. SEURL

m SDP Specification v1.0
https://cloudsecurityalliance.org/artifacts/sdp-specification-v1-0/

m Software-Defined Perimeter (SDP) Specification v2.0
https://cloudsecurityalliance.org/artifacts/software-defined-perimeter-zero-trust-specification-v2/

m SDP Architecture Guide v2
https://cloudsecurityalliance.org/artifacts/sdp-architecture-quide-v2/

m Software-Defined Perimeter (SDP) and Zero Trust
https://cloudsecurityalliance.org/artifacts/software-defined-perimeter-and-zero-trust/

m Software-Defined Perimeter as a DDoS Prevention Mechanism
https://cloudsecurityalliance.org/artifacts/software-defined-perimeter-as-a-ddos-prevention-mechanism/

m Zero Trust Architecture (NIST SP800-207)
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-207.pdf

mYIRMNIITTPERDIEFRE(E
https://www.zscaler.jp/resources/security-terms-glossary/what-is-software-defined-perimeter

m How to choose a Zero Trust architecture: SDP or Reverse-Proxy?
https://cloudsecurityalliance.org/blog/2021/02/15/how-to-choose-a-zero-trust-architecture-sdp-or-reverse-proxy

mSPA (Single Packet Authorization) fi#si
https://cloudsecurityalliance.jp/newblog/2019/08/27/448/

m Single Packet Authorization A Comprehensive Guide to Strong Service Concealment with fwknop
https://www.cipherdyne.org/fwknop/docs/fwknop-tutorial.html
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. Port knockingM#gs&E (1/2)
Server (Knock-server) &Client (Knocker) TEHFAEEFIEBHNELD X,

Server (Knock-server)
XWhat is libpcap used for?

[ @ install ] knock-server-0.7-1.el7.nux.x86_64.rpm

Libpcap enables administrators to capture

and filter packets. Packet sniffing tools like

tcpdump use the Libpcap format. For

— . Windows users, there is the WinPcap

[ @ edit /etc/sysconfig/knockd format. WinPcap is another portable
packet capture library designed for

Windows devices.

(OX> R
rpm -ivh http://li.nux.ro/download/nux/dextop/el7Server/x86_64/knock-server-0.7-1.el7.nux.x86_64.rpm

[ R edit 1 /etc/knockd.conf

Windows CTL\D & ZAMDWinPcap
= )Ty hFvIFvI(IEDITATZTUDT

Client (Knocker) &ETY,

[ @ install ] knock-0.7-1.el7.nux.x86_64.rpm

(OY> R
rpm -ivh http://li.nux.ro/download/nux/dextop/el7Server/x86_64/knock-0.7-1.el7.nux.x86_64.rpm
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. Port knocking#&s& (2/2)

/etc/knockd.conf ServerFWZz il 285
! -
[options] Client Server
UseSyslog Dy s, Yo
logfile = /var/log/knockd.log Port /16‘2 /1>9 /193
Knocking
[openSSH] Client
sequence = 123:udp,179:tcp,162:udp
seq_timeout = 15 I
tcpflags = syn SSH SSH
start_command = /sbin/iptables -I INPUT -s 172.16.12.2 -p tcp --dport ssh -j ACCEPT Client | Client
cmd_timeout = 10 ==
[closeSSH]
sequence = 9:udp,9:udp,9:udp Server®DFW 7% Esh D EF
seq_timeout = 15 .
tcgﬁalgs u= syn Client Server
start_command = /sbin/iptables -D INPUT -s 172.16.12.2 -p tcp --dport ssh -j ACCEPT Wy YWp Wy ==
i = Port 7 7 7
cmd_timeout = 10 9 9 9 o
Knocking e[ Jrpp | o[ - A
Client o
SSH = SSH
Client T Client
/etc/sysconfig/knockd

2 .1
| | C||ent I ens34 Server I
OPTIONS="-i ens34" 172.16.12.0/24

© APCommunications Co., Ltd. 2023
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. SPADIBEE (1/2)

SPADIERFIE (BIF) (FUATDEESDTY,

Server & Client @ Client il cDfESE MF RT3
- . ) - $HOME/.fwknoprc
| @ tarball #9>0— K & #ER [ @ KEY 45
(O~Y> kK] (OX> K]
wget http://www.cipherdyne.org/fwknop/download/fwknop-2.6.10.tar.gz fwknop -A tcp/22 -a 203.0.113.1 -D 203.0.113.254 --key-gen --use-hmac --save-rc-stanza
(OX> K]
tar xfz fwknop-2.6.10.tar.gz Client .1 254 | Server
E=t=rid b | I l
. SHJIC 203.0.113.0/24
[@ configure ] :
libpcap
Server I TTOEZE

AE

(OY>R]
cd fwknop-2.6.10

r @ edit | /etc/fwknop/ fwknop.conf

./configure --prefix=/usr --sysconfdir=/etc && make

[@ make install ] @ edit /etc/fwknop/ access.conf

(OY>R])
make install
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. SPADIBEE (2/2)

I/etc/fwknop/access.conf Server side

~ BPREE ~ Clientlc T4
#### fwknopd access.conf stanzas ### EE UTEKEY A

SOURCE ANY e
KEY BASE64 xO5MMS5IEIUVKXMNn6PCNUKTN1qdivpLA1AHSMALKdhIU=
HMAC_KEY BASE64  i0Asqvm0zGB867vcZT15RILOTWrkbUs+4tNXAemTYF/D4MBW PMBCc/TNIGYWTILCEVbVQ==

~ LUITalg ~

/etc/fwknop /fwknopd.conf Server side Client o _ Server

CE EEE L E R E L XL EEEEEEEEE L EEEE T EEEEEEE EEEEEEEEE S AGAVE S &=

i | Cent >0 |

# [+] fwknopd - Firewall Knock Operator Daemon [+] =

# =

# This is the configuration file for fwknopd, the Firewall Knock Operator SSH SSH

# daemon. The primary authentication and authorization mechanism offered Client Client
~ RPHEE ~ =

# Define the ethernet interface on which we will sniff packets.
# Default if not set is eth0. The '-i <intf>' command line option overrides
# the PCAP_INTF setting.

) I 1 254
C |ent ens224 Server I
PCAP_INTF 224 | I
- il 203.0.113.0/24

~ LUF&lE ~
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