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IP IP
IP
1P
1
1 IP
BGP UPDATE
[RFC1771]
[S-BGP]
2.1.1. IP
1P 1Pv4 IPv6 2
IPv4 . 4 0 255
32 10.5.0.5 IPv4
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1Pv6 : 8 0 ffff 16
128 2001:0:200:3:0:0:0:1 IPv6 IPv6
0 0
2 ¢::"M
2001:0:200:3::1
27k
10.5.0.0 10.5.1.255 512 1Pv4 23
')
10.5.0.0/23 2"(32-23) =279 2001:0:200:0:0:0:0:0
2001:0:3fFfF: FFff: FFFF - FFFF. FEFF FAFF(27°89 )
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2001:0:200:0:0:0:0:0/39

2001:0:200::/39

1Pv4
10.5.0/23 1Pv6 2001:0:200/39
IP IP
DER ASN.1
DER (0x03)
( [X.690]
1
(IP
IPv4
32 10.5.0.4 DER
0x0a 0x05 0x00 0x04
1 0x00 DER
0x03 0x05 0x00 O0Ox0a 0x05 0x00 0x04
10.5.0/23 DER
0x03 0x04 0x01 0Ox0a 0x05 0x00
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1
1 1 (DER
(MUST))
1PVv6 2001:0:200:3:0:0:0:1 DER

0x03 0x11 0x00 0x20 0x01 0x00 0x00 0x02 0x00 0x00 0x03
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x01

2001:0:200/39 1
DER
0x03 0x06 0x01 0x20 0x01 0X00 0X00 0X02
2.1.2. 1P
1P
1 DER
(MUST)
10.5.0/23 10.5.0.0 10.5.1.255
16 16
DER

0x03 0x03 0x00 0x0a 0x05
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DER
0x03 0x04 0x01 0Ox0a 0x05 0x00
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2001:0:200/39 (2001:0:200::) DER-
0x03 0x06 0x01 0x20 0x01 0x00 0x00 0x02
(2001:0: 3ff- FFFF. FEFf: FFFF: FFFF- FFFF) 90 1
38
0x03 0x06 0x02 0x20 0x01 0x00 0x00 0x00
IP
1 1 DER
(MUST)
0x03 0x01 0x00
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10.64/12  DER

0x03 0x03 0x04 0Ox0a 0x40

10.64.0/20 DER

0x03 0x04 0x04 0Ox0a 0x40 0x00

2.2.
2.2.1. 0OID
0ID id-pe-ipAddrBlocks
id-pe-ipAddrBlocks OBJECT IDENTIFIER ::= { id-pe 7 }
[RFC3280]
id-pkix OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(l) security(5) mechanisms(5) pkix(7) }
id-pe  OBJECT IDENTIFIER ::= { id-pkix 1 }
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(SHOULD)
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2.2.3.

id-pe-ipAddrBlocks

IPAddrBlocks

IPAddressFamily

addressFamily

(MUST)

OBJECT IDENTIFIER ::= { id-pe 7 }

SEQUENCE OF IPAddressFamily

SEQUENCE {  -- AFI & SAFI --
OCTET STRING (SIZE (2..3)),

ipAddressChoice IPAddressChoice }
IPAddressChoice CHOICE {
inherit NULL, -- --
addressesOrRanges SEQUENCE OF IPAddressOrRange }
IPAddressOrRange CHOICE {
addressPrefix IPAddress,
addressRange IPAddressRange }
IPAddressRange SEQUENCE {
min IPAddress,
max IPAddress }
IPAddress BIT STRING
2.2.3.1. IPAddrBlocks
IPAddrBlocks IPAddressFamily
2.2.3.2. IPAddressFamily
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IPAddressFamily addressFamily ipAddressChoice
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2.2.3.3. addressFamily

addressFamily (AFD)

1 (SAFD)
AF1 SAFI L1ANA-AFI]
[1ANA-SAFI]
AF1 SAFI
IPAddrBlocks AF1/SAFI IPAddressFamily
(MUST NOT)
AF1  SAFI IPAddressFamily 1
(MUST) addressFamily
(MUST) ( ) SAFI addressFamily
SAFI (MUST) IPv4  IPv6
1Pv4 1Pv6

(MUST)(IPv4 AFl 0001 IPv6 AFl 0002 )
2.2.3.4. ipAddressChoice IPAddressChoice

ipAddressChoice IPAddressChoice IpAddressChoice
inherit addressesOrRanges CHOICE
2.2.3.5. inherit

IPAddressChoice CHOICE inherit AFI

SAFI IP addressesOrRanges
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IPAddressChoice
2.2.3.6. addressesOrRanges
addressesOrRanges IPAddressOrRange
addressPrefix addressRange
(MUST)
< 1P > | < >
" (a.b.c.d | IPv4
s:tiuiviw:x:y:z | IPv6 ) DER
2 addressPrefix
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IP | DER

10.32.0.0 | 12 03 03 04 Oa 20
10.64.0.0 | 16 03 03 00 Oa 40

32 64 10.32.0.0/12
10.64.0.0/16 (MUST) DER
IPAddressOrRange choice (MUST NOT)
(MUST)
2.2.3.7. IPAddressOrRange



IPAddressOrRange addressPrefix(IP
addressRange (IP ) CHOICE
( ) (MUST)
IPAddressRange(2
(MUST)
LET N =
IF
AND 1
THEN N IP
ELSE IPAddressRange
2.2.3.8. addressPrefix IPAddress
addressPrefix IPAddress IPAddress
( ON (1Pv4 32-N
) 1 IP
1Pv4 10.64/12 10.64.0.0 10.79.255.255

10.64.0.0 10.95.255.255
2001:0:2::

1P
DER
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DER

IPv6

2001:0:2: FEFF-FEFF-TEFF-FIFF-TFF
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X.509 Extensions for IP Addr and AS ID

2001:0:2/48
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IPAddress

(MUST)
(MUST)

1Pv6 128-N

10.64/11
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(MUST)

128.0.0.0
143.255 255 255

1000 0000.0000 0000.0000 0000.0000 0000
1000 1111.1111 1111.1111 1111.1111 1111
= 1000

= 0x03 0x02 0x04 0x80

2.2.3.9. addressRange IPAddressRange
addressRange IPAddressRange IPAddressRange (
min) ( max) IP IP
IPAddressRange
( 1P )
IPAddressRange
( IP ) 1
1
129.64.0.0 = 1000 0001.0100 0000.0000 0000.0000 0000

to 143.255.255.255 1000 1111.1111 1111.1111 1111.1111 1111

= 1000 0001.01

= 1000
= {
min 0x03 0x03 0x06 0x81 0x40
max 0x03 0x02 0x04 0x80
}
IP IP
1 1 (MUST)
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IP
IP

IP IP IP

(MUST)
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IP
IP

(MUST)

3.
(AS)
AS
3.1.
AS 1ANA RIR
IANA  AS RIR RIR
AS
AS AS
AS
AS
1
1
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AS
AS AS
AS
[RFC1930]
3.2.
3.2.1. 0ID
oID id-pe-autonomousSyslds
id-pe-autonomousSyslds OBJECT IDENTIFIER ::= { id-pe 8 }

[RFC3280]

id-pkix OBJECT IDENTIFIER ::= { iso(1l) identified-organization(3)
dod(6) internet(l) security(5) mechanisms(5) pkix(7) }

id-pe  OBJECT IDENTIFIER ::= { id-pkix 1 }
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3.2.2.
(SHOULD)
AS CA
(MUST)



3.2.3.

id-pe-autonomousSyslds

ASldentifiers = SEQUENCE {
asnum [0] EXPLICIT ASldentifierChoice OPTIONAL,
rdi [1] EXPLICIT ASldentifierChoice OPTIONAL}
ASldentifierChoice ::= CHOICE {
inherit NULL, -- --
asldsOrRanges SEQUENCE OF ASIdOrRange }
AS1dOrRange = CHOICE {
id ASld,
range ASRange }
ASRange = SEQUENCE {
min ASId,
max ASId }
ASId = INTEGER
3.2.3.1. ASldentifiers
ASldentifiers 1
(asnum ) (rdi )
ASldentifiers asnum
(MUST) AS BGP
IDRP [RFC1142]
3.2.3.2. asnum  rdi ASldentifierChoice
asnum rdi ASldentifierChoice
ASldentifierChoice inherit asldsOrRanges CHOICE

OBJECT IDENTIFIER ::= { id-pe 8 }

RFC3779

(AS

rdi
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3.2.3.3. inherit

ASldentifierChoice inherit

asldsOrRanges ASldentifierChoice
AS
asnum/rdi ASldentifiers
(MUST NOT)
3.2.3.4. asldsOrRanges
asldsOrRanges ASl1dOrRange asldsOrRanges
(MUST NOT) AS
(MUST) asldsOrRanges
AS (MUST)
3.2.3.5. AS1dOrRange
ASl1dOrRange (ASId) (ASRange) CHOICE
3.2.3.6. id
id ASId
3.2.3.7. range
range ASRange
3.2.3.8. ASRange



ASRange min max AS
3.2.3.9. min max
min max ASld min
max AS
3.2.3.10. ASld
ASId INTEGER
Lynn, et al. Standards Track
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3.3.
AS
(MUST)
(MUST)
(MUST) AS
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AS
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2 X.509 X.509
IP AS
BGP [S-BGP]
BGP
( )
IP AS
PKI
5.
Charles Gardiner Russ Housley James Manger Jim Schaad
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A -- ASN.1
PKI IP AS
ASN.1

IPAddrAndASCertExtn { iso(l) identified-organization(3) dod(6)
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internet(l) security(5) mechanisms(5) pkix(7) mod(0)
id-mod-ip-addr-and-as-ident(30) }
DEFINITIONS EXPLICIT TAGS ::=

BEGIN
-- Copyright (C) (2004)--
--  ASN.1 RFC 3779 --
-- RFC --
IMPORTS
-- PKIX 0ID --

id-pe FROM PKIX1Explicit88 { iso(l) identified-organization(3)
dod(6) internet(l) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkixl-explicit(18) };

1P oID --

id-pe-ipAddrBlocks OBJECT IDENTIFIER ::= { id-pe 7 }

— 1P -

IPAddrBlocks 1 2= SEQUENCE OF IPAddressFamily

IPAddressFamily 1= SEQUENCE { -- AFI SAFI --
addressFamily OCTET STRING (SIZE (2..3)),
ipAddressChoice IPAddressChoice }

IPAddressChoice ::= CHOICE {
inherit NULL, -- --

addressesOrRanges SEQUENCE OF IPAddressOrRange }

IPAddressOrRange ::= CHOICE {
addressPrefix IPAddress,
addressRange IPAddressRange }
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IPAddressRange SEQUENCE {
min IPAddress,
max IPAddress }
IPAddress BIT STRING
Lynn, et al. Standards Track [Page 17]
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-- oID --

id-pe-autonomousSyslds

ASldentifiers
asnum

rdi

ASldentifierChoice

inherit

asldsOrRanges

AS1dOrRange
id

range

ASRange
min

max

OBJECT IDENTIFIER ::= { id-pe 8 }

SEQUENCE {
[0] ASldentifierChoice OPTIONAL,
[1] ASldentifierChoice OPTIONAL }

CHOICE {
NULL, -- --
SEQUENCE OF ASIdOrRange }

CHOICE {
ASld,
ASRange }

SEQUENCE {
ASId,
ASId }
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ASId 2= INTEGER
END
B - 1IP
1Pv4 X.509 v3
1) 10.0.32/20 10.0.32.0 10.0.47.255
2) 10.0.64/24 10.0.64.0 10.0.64.255
3) 10.1/16 10.1.0.0  10.1.255.255
4) 10.2.48/20 10.2.48.0 10.2.63.255
5) 10.2.64/24 10.2.64.0 10.2.64.255
6) 10.3/16 10.3.0.0  10.3.255.255
7 1Pv6
(16 ):
30 46 Extension {
06 08 2b06010505070107 extnlD 1.3.6.1.5.5.7.1.7
01 01 ff critical
04 37 extnValue {
30 35 IPAddrBlocks {
30 2b IPAddressFamily {
04 03 0001 01 addressFamily: IPv4 Unicast
ipAddressChoice
30 24 addressesOrRanges {
Lynn, et al. Standards Track [Page 18]
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03

03

03

30

03

30 06
04 02

05 00

04 04 0a0020

04 00 0a0040

03 00 0a01

Oc

03 04 04 0a0230
03 04 00 0a0240

03 00 0a03

0002

IPAddressOrRange
addressPrefix10.0.32/20
IPAddressOrRange
addressPrefix10.0.64/24
IPAddressOrRange
addressPrefix 10.1/16
IPAddressOrRange
addressRange {

min 10.2.48.0

max 10.2.64.255

} --addressRange
IPAddressOrRange
addressPrefix 10.3/16

} -- addressesOrRanges

} -- IPAddressFamily

IPAddressFamily {

addressFamily: IPv6

ipAddressChoice

inherit from issuer

} -- IPAddressFamily

} -- IPAddrBlocks

} —- extnValue

} -- Extension

4

(MUST)

2 )
®
©))
(MUST)
10.2.48.0 10.2.64.255
(MUST) (



)
+ max 6
( 1
( min
) (MUST)  (DER
(MUST))
Lynn, et al. Standards Track
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+ 4 5 SEQUENCE
6 (03)

6 (MUST)
+ IPv4 (0001) IPv6

IPv6 (MUST)
1Pv6 2001:0:2/48 1Pv4 10/8

1Pv4
(16 ):
30 3d Extension {

06 08 2b06010505070107 extnlD

01 01 ff critical

04 2e extnValue {

30 2¢ IPAddrBlocks {
30 10 IPAddressFamily {

04 03 0001 01
ipAddressChoice
30 09

(0002)

addressesOrRanges {

RFC3779

) min

4
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IPAddressOrRange
03 02 00 Oa addressPrefix

IPAddressOrRange
03 03 04 b010 addressPrefix

10/8

172.16/12

} -- addressesOrRanges

} -- IPAddressFamily

30 07 IPAddressFamily {
04 03 0001 02 addressFamily: IPv4 Multicast
ipAddressChoice
05 00 inherit from issuer

} -- IPAddressFamily

30 Of IPAddressFamily {
04 02 0002 addressFamily: IPv6
ipAddressChoice
30 09 addressesOrRanges {
IPAddressOrRange

03 07 00 200100000002 addressPrefix 2001:0:2/47

} -- addressesOrRanges
} -- IPAddressFamily

} -- IPAddrBlocks
} —- extnValue

} -- Extension

Lynn, et al. Standards Track
RFC 3779 X.509 Extensions for IP Addr and AS ID
C -- AS

AS 135 3000 3999 5001
16 )

30 2b Extension {
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06 08 2b06010505070108

01 01 ff
04 1c
30 la
a0 14

30

al 02

05

D -- X.509

(RIR)

AS
AS

IP

extnlD 1.3.6.1.5.5.7.1.8
critical
extnValue {
ASldentifiers {
asnum
ASldentifierChoice
12 asldsOrRanges {
AS1dOrRange
ASId
AS1dOrRange
ASRange {

min

02 02 0087

30 08
02 02 0bb8
02 02 0f9f max
} —- ASRange
AS1dOrRange
02 02 1389 Asid
} —- asldsOrRanges
} -- asnum
rdi {
ASldentifierChoice
inherit from issuer
} —- rdi
} —- ASldentifiers

} -- extnValue

00

} -- Extension

([RFC3281]

AC)

RIR

RFC3779

AS

IP
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RIR
RIR
Lynn, et al. Standards Track
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AS
RFC 3281 1
AC 2
PKC
PKC 2
PKC
PKC
PKC
AC
( )
IP AS
PKC
2
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2
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RFC 3779 X.509 Extensions for

RFC 3281
S-BGP
1 1 AC
( ) AC
1ANA RIR  RIR ISP
IP
AC
2 4.2.9
(VAY)
3 4.5 AC

AS IP
Track
IP Addr and AS ID

ISP DSP

4.3

AC
AC

PKC

RFC3779
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NOT) AC CA
AC AC
CA AC
PKC AC
CA AC PKC
2
2
RFC 3281 AC AC
AC  AC
AC (NOC) AC ( RIR
Lynn, et al. Standards Track
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AC
AC
4 5 4_AC (
(MUST)
IP
AC
(NOC) NOC
PK1
AC

PKC
PKC

PKI

CRL

NOC)

AC

[Page 23]

June 2004

ISP

PKC

)AC

AC



RFC3779

PKC AC
AC

[1ANA-AFI] http://www.iana.org/assignments/address-family-numbers.

[1ANA-SAFI] http://www.iana.org/assignments/safi-namespace.

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requirement Level™, BCP 14, RFC 2119, March 1997.

[RFC3280] Housley, R., Polk, W., Ford, W. and D. Solo, "Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile", RFC 3280,
April 2002.

[X.690] ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998,
"Information Technology - ASN.1 Encoding Rules:
Specification of Basic Encoding Rules (BER), Canonical
Encoding Rules (CER) and Distinguished Encoding Rules
(DER)".

Lynn, et al. Standards Track [Page 24]

RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004

[RFC791] Postel, J., "Internet Protocol -- DARPA Internet Program
Protocol Specification™, RFC 791, September 1981.



RFC3779

[RFC1142] D. Oran, Ed., "0SI IS-1S Intra-domain Routing Protocol",
RFC 1142, February 1990.

[RFC1771] Rekhter, Y. and T. Li, Eds., "A Border Gateway Protocol 4
(BGP-4)", RFC 1771, March 1995.

[RFC1930] Hawkinson, J. and T. Bates, "Guidelines for creation,
selection, and registration of an Autonomous System
(AS)", BCP 6, RFC 1930, March 1996.

[RFC2050] Hubbard, K., Kosters, M., Conrad, D., Karrenberg, D. and
J. Postel, "Internet Registry IP Allocation Guidelines”,

BCP 12, RFC 2050, November 1996.

[RFC3513] Hinden, R. and S. Deering, "Internet Protocol Version 6
(IPv6) Addressing Architecture”, RFC 3513, April 2003.

[RFC3281] Farrell, S. and R. Housley, "An Internet Attribute
Certificate Profile for Authorization”, RFC 3281, April
2002.

[S-BGP] S. Kent, C. Lynn, and K. Seo, "Secure Border Gateway
Protocol (S-BGP)," IEEE JSAC Special lIssue on Network
Security, April 2000.

Lynn, et al. Standards Track [Page 25]

RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004

Charles Lynn



RFC3779

BBN Technologies

10 Moulton St.
Cambridge, MA 02138
USA

Phone: +1 (617) 873-3367
EMail: CLynn@BBN.Com

Stephen Kent

BBN Technologies

10 Moulton St.
Cambridge, MA 02138
USA

Phone: +1 (617) 873-3988
EMail: Kent@BBN.Com

Karen Seo

BBN Technologies

10 Moulton St.
Cambridge, MA 02138
USA

Phone: +1 (617) 873-3152
EMail: KSeo@BBN.Com

Lynn, et al. Standards Track [Page 26]

RFC 3779 X.509 Extensions for IP Addr and AS ID June 2004



RFC3779

Copyright (C) The Internet Society (2004). This document is subject
to the rights, licenses and restrictions contained in BCP 78, and

except as set forth therein, the authors retain all their rights.

This document and the information contained herein are provided on an
"AS 1S" basis and THE CONTRIBUTOR, THE ORGANIZATION HE/SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE INTERNET SOCIETY AND THE INTERNET
ENGINEERING TASK FORCE DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE
INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Copyright (C) The Internet Society (2004). BCP 78
(AS1S)
( ) IETF

IETF
IETF
RFC

BCP 78 BCP 79
IETF IPR
IETF IPR http://ww.ietf.org/ipr



RFC3779

IETF
IETF ietf-ipr@ietf.org
RFC
Lynn, et al. Standards Track [Page 27]



RFC3779



