RFC3779
soBGP
S-BGP




o PKI IP AS
[RFC3280]

e SOBGP

o S-BGP

soBGP S-BGP Origin AS IP AS PATH

SsoBGP BGP S-BGP BGP

1 Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile (RFC3280)
http://www.ietf.org/rfc/rfc3280.txt
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9.1. RFC3779

[RFC37792] PKI X.509v3 [RFC3280]
2 RFC
e |P
e AS
IP IP
IP AS
AS AS
IANA/RIR/LIR
IP AS
RFC BGP
IP
AS IRR
9.1.1.IP
IP extniD

iso(1).identified-organization(3).dod(6).internet(1).security(5).mechanisms(5).pkix(7).id-p
e(1).id-pe-ipAddrBlocks(7) = 1.3.6.1.5.5.7.1.7

2 X.509 Extensions for IP Address and AS Identifiers (RFC3779)
http://www.ietf.org/rfc/rfc3280.txt
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IP
° 10.0.32/20
. min 10.2.48.0, max 10.2.64.255
9-1 IP 129.0.68/22 IPv6
o [ 129 . 00 . 68 J22 |
D|1|2|3 4|5|6|7 8|9|0|1 2|3|4|5 6|7|8|9 Dll 2|3|
IPv4 2 1000[0001| [ooo0ojooo0o0| 0100|011 :
LI el Ll el Ll h]

v | 8[1)[0]0][4]4]]

ASN.1BER
Type Len Unused Bits
(0[3flof4J[o]2][8]1][0[0]|[4]34]
TBITSTRING 4
Bit
9-1 IPv4
- |Pv4/IPv6 5
Unicast/Multicast IP
IP 9-2
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Extension 20

exmio [06] [08] [20]06][01]05[05]07[01]07]
e [02] [01] [F]
v [04H 1T

enasions [301] OF
ILAddrBlockS od
ety i 104][03]|[00[01]|01]

AddressPrefix 129.0.86/22 |03||04||02||81|00|44|
l l l

9-2 IPv4

9.1.2. AS

AS extnlD
iso(1).identified-organization(3).dod(6).internet(1).security(5).mechanisms(5).pkix(7).id-p
e(1).id-pe-autonomousSyslds(8) = 1.3.6.1.5.5.7.1.8

AS 2
AS AS AS AS
e AS 135
. AS AS min 3000, max 3999
9-3 AS 6434 AS 9-4
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10 AS 6434
[T T [T TP T
AS 2 0oo01{1001f [oo1o0fo010
HEEEEN RN
16 1 9 2 2
ASN.1BER
Type Len Integer
0 2 0| 2 1 9 2 2
INTEGER
9-3 AS
AS —

Extension 19

exno (06| 08| [2b|06/01[05]05[07]01|08|

\
Critical |Ol| |Ol| | ff |
\

ExtmValue Oa
|

ASldentifiers 08

l

asnum m 06

ASIdOrRanges 04

ASId: AS6434 | 02 | | 02 | | 19 | 22 |
l

9-4 AS
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9.2. soBGP

soBGP

IP
9.2.1. soBGP
soBGP
soBGP
AS
9.2.1.1. BGP
soBGP
[RFC28427
BGP
BGP BGP Type Code
soBGP
soBGP

soBGP
JPIRR
BGP
AS IP
AS
BGP[RFC4271]

capability code

BGP

3 Capabilities Advertisement with BGP-4 (RFC2842)

http://www.ietf.org/rfc/rfc2842.txt
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BGP - soBGP
BGP BGP (
) SoBGP
9-5
0 1 2 3
0123 4567 8 9012 34516 78 901234516 789 01
crrerrrrrrrrr ettt e
Type Length
EEEEEEEEEEEEEEEE NN
crrerrrrrrrrrr ettt e
Value - o ar a» a» a» a»
HEEEEEEEEEEEEEN
9-5
Type Value Length  Value
TLV Type,Length,Value TLV
Value SECURITY Option Request Cluster List

1 SECURITY Option

BGP
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BGP

SECURITY Option TLV 9-6
0 1 2 3
0123 456 7 8 9012 3456 78 901234516 789 01
crrrrrrerrrrrrrp et
TLV Type=1 Length=2
L e e e e
crrrrrerrrrrrrrrrrr et e
Options

9-6 SECURITY Option TLV

Option
Bit0 (NLRI) -
NLRI
Routing Information Base(RIB)
Bitl Bit2

Bitl
Bit2

Bitl Bit2 iBGP
eBGP

285




2 Request TLV

Request TLV
Request TLV 9-7
0 1 2 3
012 3 45678 9012345867 8 9 012345%6 7389 01
crrrrrrrrrrrrrrp et
TLV Type=2 Length
| |
| |
Request Type Length
|
Request Indicator SubTV - aov e a» a» a» e
BERRRERRRRRERRE
Request Type Length
HEEEEEEEEEEEEN
EERRRERRRRRRRR
Request Indicator SubTV - aos o a» a» a» e
HEEEEEEEE NN

9-7 Request TLV

Request TLV Request Indicator Request Type
¢ Request Indicator EntityCerts
e Request Indicator ASPolicyCerts
e Request Indicator PrefixPolicyCerts

¢ Request Indicator
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Request Indicator /Origin AS /AS
AS IPv4 IPv6

3 Cluster List TLV

Cluster List TLV Refrect(iBGP Route Refection
) ClusterID Reflect BGP
ID
Cluster List TLV 9-8
0 1 2 3
0123 4567 8 9012 34516 7 890123456 789 01
crrrrrrrrrrrrrp e rrrrr
TLV Type=2 Length
|
Cluster ID #0
|
Cluster ID #n - aov ar avr a» a» e
EEEEEEEEEEEEEE

9-8 Clister List TLV

BGP Refection BGP BGP
ClusterList TLV
Cluster List ID
ID ClusterList TLV
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9.2.1.2. soBGP

soBGP (PKI)

[RFC3280]

SoBGP (EntityCert ) Verisign RIR AS

3
EntityCert PrivateKey
CRL

9.2.1.3. soBGP

SoBGP Entity Certificate(EntityCert) Authorization

Certificate(AuthCert) Policy Certificate(PolicyCert)

o EntityCert —» AS

e AuthCert - AS IP (Origin)
e PolicyCert — ASPolicyCert PrefixPolicyCert AS
IP

1 EntityCert

EntityCert AS (PublicKey)
AS (PublicKey) EntityCert AS
(PrivateKey)
EntityCert [RFC3280] AS [RFC3779]
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[RFC3279 * ]

shalwithRSAENcryption
EntityCert EntityCert AS
PublicKey/PrivateKey AS EntityCert CSR

EntityCert CSR

EntityCert CSR
EntityCert CSR EntityCert
EntityCert  AS

AS EntityCert [RFC3280]
EntityCert
AS EntityCert PrivateKey
SsoBGP EntityCert

CertificateSerialNumber IssuerAltName

EntityCert

4 Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure
Certificate and Certificate Revocation List (CRL) Profile (RFC3279)
http://www.ietf.org/rfc/rfc2842.txt
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e AS

e sSOBGP BGP

AS EntityCert -

EntityCert (

EntityCert

EntityCert [RFC3280]
CRL
EntityCert AS PublicKey AS

PublicKey

EntityCert(RootEntityCert)

RootEntityCert

RootEntityCert

RootEntityCert ( )

IANA/RIR/LIR
EntityCert soBGP
RootEntityCert

EntityCert 9-9
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BGP

EntityCert EntityCert EntityCert Table
-A -A M AS-B, PublicKey -B
AS -A AS -A AS-C, PublicKey -C \

A A AS-D, PublicKey -D
o B _ \\
EntityCert

P AS-B N\
-8
AS  -B
B AS-B ‘

A AS-D, Publickey -D

EntityCert EntityCert Table M
R
e |_AS-ABUblctey 5>+
-A AS-B, Publickey -B //J

AS  -A Py AS-C, Publickey -C ‘ \

EntityCert ‘ [
AS-B
-C
AS _-C
C AS-C
/
EntityCert EntityCert Table
GAlE s e =
A AS-B, Publickey -B > |
A -A AS-C, PublicKey -C \
A | AS-D, Publickey -D
EntityCert
AS-D
-D
AS -D
D AS-D EntityCert

9-9  EntityCert

EntityCert
(CRL)
ASPolicyCert( )

CRL EntityCert EntityCert

PublicKey/PrivateKey
EntityCert AuthCert PolicyCert

EntityCert(PrivateKey/PublicKey ) EntityCert

2 AuthCert

201



AuthCert

AuthCert
[RFC3279]
TLV

EntityCert PublicKey

TLV

AuthCert

AS

AS

TLV

AS

AuthCert(PrefixPolicyCert)

Origin IP
IP
AS RIR
TLV
AuthCert

PrivateKey IP

9-10
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IP
IP /
TLV
TLV
AuthCert

PrefixPolicyCert



BGP
AuthCert Prefix Policy Cert _I
AS-B P Table =
AS-A AS-B (Origin AS) AS-B, IP Block-B, Palicy
AS-B (Origin AS) AS-C, IP Block-C, Policy
EntityCert URL AS-D, IP Block-D, Policy \ 3 / N
EntityCert URL AuthCert AS-B EntityCert Table \
AS URL | rs-A ey —T
P -B AS-A AS-B, PublicKey -B
AS-A AS-C, Publickey -C
AS-D, Publickey -D
AS-B ‘
AuthCert Prefix Policy Cert n M
AS-C - P Table
AS-A AS-C (Origin AS) AS-B. IP Block-B, Poicy_[ ¢~ >
AS-C (Origin AS) AS-C, IP Block-C, Policy { \ J
EntityCert URL AS-D, IP Block-D, Policy | g
EntityCert URL AuthCert AS-C EntityCert Table |
s w i Fo— i
P -C AS-A AS-B, PublicKey -B
AS-A AS-C, PublicKey -C
AS-D, PublicKey -D
AS-C y
/
AuthCert Prefix Policy Cert
AS-D " P Table K ‘ ‘
AS-A AS-D (Origin AS) AS-B, IP Block-B, Policy \m / I
AS-D (Origin AS) AS-C, IP Block-C, Policy \ \/
EntityCert URL AS-D, IP Block-D, Policy
EntityCert URL AuthCert AS-D EntityCert Table
AS URL AS-A(
P -D AS-A AS-B, Publickey -B
AS-A AS-C, PublicKey -C
AS-D ot PrefixPolicy Cert

9-10 AuthCert

AuthCert
EntityCert
AuthCert

AuthCert
Address Prefix TLV

AuthCert
EntityCert
2
AuthCert

EntityCert
AuthCert
EntityCert
PublicKey AuthCert
Prefix
AuthCert

IP

Validation List Uniform Resource Locator

)

Authorization Certificate Validity List
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Authorized Originator TLV

EntityCert

AuthCert
AS

Authorizing AS
ASPolicyCert(



AuthCert 9-11

0 1 2 3
0123456 7890123456 789012345¢67282901
crrrrrrprrrrrrrp et
Cert. Marker Type ID Length
EEEEEEEEEEEEEEEEE NN
crrerrrrrrrr ettt e
TLVs - o ar av a» a» a»

9-11 AuthCert

Cert. Marker SsoBGP 162 (0xa2)
Type Id AuthCert 1
Length TLV
TLV Authorizing AS Authorized Originator Serial Number
Authorizing AS EntityCert Uniform Resource Locator Authorizing AS
Validation List Uniform Resource Locator  Address Prefix Signature
Authorizing AS TLV IP AS
Authorizing AS TLV 9-12
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0 1 2 3
0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=1 Length=4

AN
crrrrrrrrrrrrrr et
Autonomous System = AS
IR,
9-12 Authorizing AS TLV
Authorized Originator TLV IP IP
AS
Authorized Originator TLV 9-13
0 1 2 3

0123 45678 9012 345¢6 789012345256 718901

TLV Type=2 Length=4

ENEEEEEEE NN
crrrrrerrrrrr ettt e e e
Autonomous System = AS

IR

9-13 Authorized Originator

Serial Number TLV IP

Serial Number TLV 9-14
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0 1

2 3

0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=3

Length=4

Serial Number

9-14 Serial Number TLV

Authorizing AS EntityCert Uniform Resource Locator TLV IP
EntityCert URL

TLV AuthCert

EntityCert

Authorizing AS EntityCert Uniform Resource Locator TLV

9-15

0 1 2 3
0123456789012 345¢6789012345¢678901
e rrrrrrrp et
TLV Type=4 Length = URL

L e
crrrrrrrrrrrrr et e
URL - aov ar av a» a» a»

9-15 Authorizing AS EntityCert Uniform Resource Lcator TLV

Authorizing AS Validation List Uniform Resource Locator TLV

IP

(ASPolicyCert ) TLV
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Authorizing AS Validation List Uniform Resource Locator TLV

9-16

0 1 2 3
0123 456 7 8 9012 3456 7 8 9 012 34546 7 89 01
et rerrrrrprrrrrr e rrrrrr
TLV Type=5 Length = URL

Lo et et
crrrrrrrrrrr ettt e rrrrr ey
URL - aor ar o o o e

9-16 Authorizing AS Validation List Uniform Resource Locator TLV

Address Prefix TLV IP IP
Address Family Identifier [IANA-AFI"]
Subsequent AFI [IANA-SAFI] NLRI Data
[RFC2858] IP
Address Prefix TLV 9-17
0 1 2 3
0123 45678 9012345¢6 738 9 012345%6 738901
crrrrrrrrrrrrrrp et
TLV Type=14 Length=TLV
Address Family Identifier RESERVED Subsequent AFI
NLRI Data - o ar av a» a» a»
EEEEEEEEEEEEEE

9-17 Address Prefix TLV

5 http://www.iana.org/assignments/address-family-numbers
6 http://www.iana.org/assignments/safi-namespace
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Signature TLV ~ AuthCert Signature Type

Signature Type = 1 [RFC3279] shalwithRSAEnNcryption

Number of Issuers

Number of Issuers>1 EntityCert  PublicKey
2 EntityCert PrivateKey
AuthCert
Entity Certificate Issuer Autonomous System AS
Entity Certificate Serial Number EntityCert

Signature  Signature Type

Signature TLV 9-18
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0 1 2 3
0123 45678 9012 345¢6 7 89012345256 718901

TLV Type = 65535 Length = TLV

Signature Type Number of Issuers

Entity Certificate Issuer Autonomous System

Entity Certificate Serial Number

Signature - ar av a» a» e &

9-18 Signature TLV

3 PrefixPolicyCert

PrefixPolicyCert IP AS PATH
Origin AS IP
Origin AS AuthCert
PrefixPolicyCert CSR IP Origin AS
PrefixPolicyCert TLV TLV [RFC3279]
TLV TLV
TLV PrefixPolicyCert

PrivateKey  IP AS
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EntityCert PublicKey

PrefixPolicyCert 2
PrefixPolicyCert  AuthCert PrefixPolicyCert
PrefixPolicyCert AuthCert
EntityCert
EntityCert PrefixPolicyCert
EntityCert EntityCert
EntityCert PublicKey
AuthCert IP PrefixPolicyCert
PrefixPolicyCert ( ) 2
EntityCert
PrefixPolicyCert ASPolicyCert( ) Prefix Policy
Certificate Validity List TLV TLV

PrefixPolicyCert

PrefixPolicyCert 9-19
0 1 2 3
0123456 7890123456 789012345¢67282901
crrerrrprrrrrr ettt e
Cert. Marker Type ID Length
EEEEEEEEEEEEEEEEE NN
crrerrrrrrrr ettt e
TLVs -aoe o ar a» a» a»

9-19 PrefixPolicyCert

Cert. Marker SoBGP 162 (0xa2) Type
Id PrefixPolicyCert 2

300



Length TLV
TLV Originating Autonomous System Serial Number Serial
Number  Authorizing AS EntityCert Uniform Resource Locator  AuthCert
Policies  SubTVs Signature

Originating Autonomous System TLV  Origin AS

Originating Autonomous System TLV 9-20

0 1 2 3
012 3 4567 8 90123456738 90123 45©6 789 01

TLV Type=1 Length =4

Originating Autonomous System

9-20 Originating Autonomous System TLV

Serial Number TLV PrefixPolicyCert

Serial Number TLV 9-21
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0 1

0123 45678 9012 345¢6 789012345256 718901

2 3

TLV Type=2

Length=4

Serial Number

9-21 Serial Number TLV

Authorizing AS EntityCerts Uniform Resource Locator TLV

TLV PrefixPolicyCert

IP
URL
EntityCert

EntityCert

Authorizing AS EntityCerts Uniform Resource Locator TLV

9-22

0 1

0123 45678 9012 345¢6 7 89012345256 718901

2 3

TLV Type=3

Length = URL

9-22 Authorizing AS EntityCerts Uniform Resource Locator TLV

AuthCert TLV AuthCert

IP

AuthCert TLV

PrefixPolicyCert
AuthCert

9-23
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1

2 3

0123 45678 9012 345¢6 7 89012345256 718901

crrrrrrrrrrrrrrp e
TLV Type=4 Length = AuthCert TLV
AN
crrrrrrrrrrrrrrrrrr e
AuthCert TLV - o av a» a» a» a»
NN
9-23 AuthCert TLV
Policies TLV AuthCert IP
Option
SubTv( )
Policies TLV 9-24
0 1 2 3
0123 4567 8 9012 34516 7 8901234586 789 01
crrrrrrrrrrrrrrp et
TLV Type=5 Length =
e e e e e
crrrrrrrrrrrrrrpr ettt e
Options SubTVs - a» a»
L e el
9-24 Policies TLV
Options Bit0 AS PATH
Bitl ASPATH 2
AS AS

303




SubTVs AuthCert IP

TV Type
3
SubTVs 9-25
0 1

012 3 456 7 8 9 012 3456 7 89

2 3
01 2 3 456 78901

TV Type Data e a» a»
Lt ety
9-25 SubTVs
TV Type 1 AuthCert IP Data
AS AS PATH TV Type 2
AuthCert IP Data
AS AS PATH TV Type Data
AuthCert IP Prefix

Signature TLV PrefixPolicyCert

Signature Type
Signature Type = 1

[RFC3279] shalwithRSAENcryption

Number of Issuers
Number of Issuers > 1

PrefixPolicyCert
Autonomous System

Serial Number
Signature  Signature Type

Signature TLV 9-26
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EntityCert PublicKey
EntityCert
Entity Certificate Issuer
AS Entity Certificate
EntityCert



0 1

2

3

0123 45678 9012345¢%6 789 012345¢%6 718901

TLV Type = 65535

Length=TLV

Signature Type

Number of Issuers

Entity Certificate Issuer Autonomous System

Entity Certificate Serial Number

9-26 Signature TLV

4 ASPolicyCert

ASPolicyCert AS
AS
Certificate Validity List

ASPolicyCert TLV

AS

TLV

TLV

ASPolicyCert

PrivateKey AS EntityCert PublicKey

ASPolicyCert  Origin AS
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Signature - o ar a»r ar a» a»

Authorization

[RFC3279]
TLV TLV

PrivateKey



ASPolicyCert TLV

TLV
9-27

ﬁ ™ BGP
AS Policy Cert Aﬁ
AS-C( AS) AS-B 1
EntityCert CRL — 4
AS-B (Origin AS) A
AuthCert
-01-B
PrefixCert EntityCert  URL ¢ Fw\ I" N
Ai:o;cy(:ert R EntityCert Table \
- AS-A, PublicKey-A T
AS.PATH Map AS-B, Publickey-B
= | AS-CPublickey=C> N
AuthCert
AS.B m—— ! \
‘[ AS Policy Cert Aﬂ "/
AS-B( AS) AS-C
ASDC A9 AS-C (Origin AS) \m
EntityCert CRL o1C
:ruTc:rt EntityCert  URL ¢ ‘k
ks ert‘ EntityCert Table &
ASPolicyCert URL AS—A, Publickey—A I 7'
— AS_PATH Maj AS-BPublicKey B>
AuthCe}t L | AS-C, Publickey-C
AS-C PrefixCert ! AS_D@ /
VA
//
AS Policy Cert 4
AS-C( AS) AS-D "
Aut:;:cen = AS-D (Origin AS) ¢ Mr/
-01-D
PrefixCert 7
- EntityCert URL N
ASPolicyCert URL EntityCert Table
AS-D 'S
AS-A, PublicKey-A I
AS_PATH Map | :z:z%‘?\
AuthCert - )
AS-D PrefixCert ! DO bt ASPolicy Cert
9-27 ASPolicyCert
ASPolicyCert EntityCert
EntityCert ASPolicyCert
EntityCert EntityCert PublicKey
ASPolicyCert EntityCert CRL
ASPolicyCert AS Validation List
ASPolicyCert
ASPolicyCert EntityCert

AS

306




ASPolicyCert ASPolicyCert

ASPolicyCert 9-28
0 1 2 3
0123 456 7 8 9012 3456 78 9012345867389 01
crrerrrprrrrrr ettt e
Cert. Marker Type ID Length
EEEEEEN NN,
crrerrrrrrrr ettt e
TLVs - aov av a» a» a» a»

9-28 ASPolicyCert

Cert. Marker SoBGP 162 (0xa2) Type
ID ASPolicyCert 3
Length TLV
TLV Originating Autonomous System  Serial Number  Authorizing

AS EntityCert Uniform Resource Locator Attached Transit Autonomous
Systems Attached Non-transit Autonomous Systems Revoked Entity
Certificate List ~ Authorization Certificate Validity List(With Validity Ranges)
Prefix Policy Certificate Validity List(With Validity Ranges) = Most Recent AS
Policy Certificate Uniform Resource Locator Signature

Originating Autonomous System TLV  Origin AS

Originating Autonomous System TLV 9-29
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0 1 2 3
012 3 45678 9012 345¢6 789012345256 718901

TLV Type=1 Length=4

Originating Autonomous System

9-29 Originating Autonomous System TLV

Serial Number TLV

Serial Number TLV 9-30

0 1 2 3
012 3 4567 8 90123456738 90123 45©6 789 01

TLV Type=2 Length=4

Serial Number

9-30 Serial Number TLV

Authorizing AS EntityCert Uniform Resource Locator TLV
EntityCert URL TLV ASPolicyCert
EntityCert
TLV

Authorizing AS EntityCert Uniform Resource Locator TLV
9-31
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0 1 2 3
012345678 9012345¢6789012345¢678901
crrrrrrrrrrrrrrp et
TLV Type=3 Length = URL

HEEEEE NN
crrrrrrrrrrrrr et
URL - aosv ar av a» & a»

9-31 Authorizing AS EntityCert Uniform Resource Locator TLV

Attached Transit Autonomous Systems TLV

AS AS
TLV Address Family
Identifier [IANA-AFI] Subsequent AFI [IANA-SAFI]
Autonomous Systems
AS
Attached Transit Autonomous Systems TLV 9-32
0 1 2 3

0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=4

Length =

Address Family Identifier

RESERVED Subsequent AFI

Autonomous Systems

9-32 Attached Transit Autonomous Systems TLV

Attached Non-transit Autonomous Systems TLV

AS
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TLV
Family Identifier [IANA-AFI]

[IANA-SAFI] Autonomous Systems

AS

Attached Non-transit Autonomous Systems TLV

0 1

2

Address
Subsequent AFI

9-33

3

0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=5

Length =

Address Family Identifier

RESERV

ED

Subsequent AFI

Autonomous Systems

9-33 Attached Non-transit Autonomous Systems TLV

Revoked Entity Certificate List TLV

[RFC3280]

Revoked Entity Certificat List TLV
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0 1 2 3
0123 45678 9012 345¢6 7 89012345256 718901

TLV Type=6 Length =

Entity Certificate Revocation List eu» e» e» o» e a» e

9-34 Revoked Entity Certificat List TLV

Authorization Certificate Validity List TLV Origin AS
AuthCert Validity Ranges SubTV
AuthCert

Authorization Certificate Validity List TLV 9-35
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0 1 2 3
0123 45678 9012 345¢6 789012345256 718901

TLV Type=7 Length =

Validity Ranges - o as av a» a» e

9-35 Authorization Certificate Validity List TLV

Validity Ranges SubTV
SubTV Type Size of Range
Lowest Authorization Serial Number

SubTV  Prefix Policy Certificate Validity List TLV

Validity Ranges SubTV 9-36

0 1 2 3
012 3 4567 8 90123456738 90123 45%6 738901

SubTV Type Size of Range

Lowest Authorization Serial Number

9-36 Validity Ranges SubTV

Prefix Policy Certificate Validity List TLV Origin AS
PrefixPolicyCert Validity Ranges SubTV
PrefixPolicyCert
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Prefix Policy Certificate Validity List TLV

0 1
01 2 3 456 7 890123475

9-37

2 3

6 7 8 9 01 2 3 456 7 8 9 01

TLV Type=8

Length =

Validity Ranges

9-37 Prefix Policy Certificate Validity List TLV

Most Recent AS Policy Certificate Uniform Resource Locator TLV

Origin AS

Most Recent AS Policy Certificate
9-38

0 1
01 2 3 456 7 8 90123475

ASPolicyCert

URL

Uniform Resource Locator TLV

2 3

6 7 8 9 012 3 456 7 8 9 01

TLV Type=9

Length =

9-38 Most Recent AS Policy Certificate Uniform Resource Locator TLV

Signature TLV ASPolicyCert
1
[RFC3279]
Number of Issuers

EntityCert
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Signature Type
Signature Type = 1

shalwithRSAEnNcryption

Number of Issuers > 1
PublicKey




2 EntityCert ASPolicyCert
Entity Certificate Issuer Autonomous System  Origin AS  AS
Entity Certificate Serial Number Origin AS  EntityCert
Signature  Signature Type

Signature TLV 9-39

0 1 2 3
0123 456 78 9 012 3452%6 789 012 3452%6 738901

TLV Type = 65535 Length=TLV

Signature Type Number of Issuers

Entity Certificate Issuer Autonomous System

Entity Certificate Serial Number

Signature e> e av v a» e =

9-39 Signature TLV

9-40
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EntityCert 1
EntityCert Root CA Cert
| | Root CA | | Root CA
?——fSignatur | f——fSignature
IP AS \
EntityCert
[ As | | 1P Block
e — Signature
P AS \ Y \
EntityCert AuthCert ' PrefixPolicyCert
| | | As | AS | 1P Biock | AS | AuthCert |
e Signature Signature Signature
ASPalicyCert
AS |
Signature
9-40
9.2.1.4.
9-40 Signature
3 CA 3
CA 3 CA
EntityCert soBGP soBGP
Root
9.2.1.5. soBGP
soBGP 9-41
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BGP Peer

soBGP
9-41 soBGP
soBGP EntityCert( RootEntityCert )
3 CA
{Serial AS PublicKey}

BGP Peer Capability

Security
Option Checkpoint BGP Routing
Table Checkpoint
Routing Table Routing Table
BGP Routing Table Checkpoint Routing Table
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RIB
Routing Table
Routing Table

Routing Table

EntityCert PrefixPolicyCert ASPolicyCert

Cert
Checkpoint

Checkpoint
AS AS
PrefixPolicyCert
Prefix

9.2.2. 1P

JPNIC

JPNIC

soBGP

PrivateKey
SoBGP
PrivateKey

BGP Peer

PrefixPolicyCert  ASPolicyCert

ASPolicyCert AS
AS PATH
Prefix Length Origin AS
JPIRR
IP JPIRR  soBGP
JPNIC IP AS
IP
JPIRR
PrivateKey
AS
AS PrivateKey
SsoBGP
PrivateKey
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PrivateKey

9.2.2.1. soBGP

9-40
JPNIC

9.2.2.2.

JPNIC

EntityCert
Routing

AS soBGP
JPIRR

Routing
TLV

(IP
TLV  Secure

JPIRR
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soBGP

TLV

AS

PrivateKey

AS

Routing
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9-42
2nd Level CA
JPNIC
HTTP
IP
JPIRR P
I P
SSL/TLS
Routing P P
AS
9-42
IP
IP JPNIC JPNIC
IP AS CSR
(EntityCert) TLV  (AuthCert, PrefixPolicyCert)
IP

IP JPNIC
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AS AS TLV

IP
JPIRR
3 AS
AS AS
AS CSR(EntityCert) IP
TLV  (AuthCert, PrefixPolicyCert, ASPolicyCert)
AS
JPIRR
4 AS
AS AS AS
CSR (EntityCert) TLV  (AuthCert, PrefixPolicyCert)
9.2.2.3. soBGP
EntityCert (RootEntityCert)
RootEntityCert RIR
JPNIC  RootEntityCert 3
JPNIC JPNIC IP
RootEntityCert JPNIC RootEntityCert
PublicKey/PrivateKey [RFC3280] CSR AS
[RFC3779] CSR PublicKey
JPNIC IP PrivateKey (RootEntityCert)
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AS RootEntityCert JPNIC IP

CA RootEntityCert
RootEntityCert SubjectAltName AS PublicKey
SoBGP
9.2.24. AS EntityCert
AS PublicKey/PrivateKey EntityCert CSR
IP IP
CSR
CSR IP PrivateKey
AS EntityCert
RootEntityCert
EntityCert SubjectAltName
PublicKey
EntityCert RootEntityCert
2
PrivateKey  AS AS
EntityCert 9-43
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IP

AS

EntityCert



SOBGP

AS

EntityCert EntityCert
PrivateKey CSR

EntityCert

EntityCert

EntityCert
AS P
JPNIC P
EntityCert CSR
EntityCert CSR
EntityCert CSR
EntityCert CSR
EntityCert CSR
EntityCert CSR
NO™~_OK?
YE! EntityCert CSR
EntityCert
EntityCert
EntityCert
EntityCert
P
P

EntityCert

EntityCert

EntityCert
EntityCert

v v ) J ) J y Y

9.225. AS

AS
AuthCert TLV
IP

IP

9-43 EntityCert

PrefixPolicyCert

AS

TLV

JPNIC

AuthCert

TLV

AS
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TLV
IP TLV
TLV
TLV
PrefixPolicyCert
PrefixPolicyCert TLV

EntityCert



RootEntityCert AuthCert AuthCert
PrefixPolicy TLV
AuthCert(AC)TLV & PrefixPolicyCert(PP)TLV 9-44
AuthACSert(AC)TLV & PrefixPolicyCert(PP)TLV »
ACEPP LV CSR ACEPP TLV CSR
C&PP TLV CSR oK
J— ACEPP TLV AC&PP TLV
o O AC&PP TLV
==
AC&PP TLV
(V Y Y ) J Y Y )
9-44 AuthCert(AC)TLV & PrefixPolicyCert(PP)TLV
9.2.26. AS ASPolicyCert
AS ASPolicyCert TLV TLV
AS AS
ASPolicyCert
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TLV

AS policy(AP)TLV

SOBGP AS

AP TLV CSR

[ ]

AC&PP TLV

AP

AP

EntityCert ASPolicy
9-45
AS Policy AP) TLV .
JPNIC P
AP TLV
AP TLV
CSR
AP TLV.
AP TLV
NO AP TLV
OK?
YES
AP TLV
AP TLV
AP
-]
A A A4 A4 Y Y

9-45 AS policy(AP)TLV

RootEntityCert EntityCert PrefixPolicyCert ASPolicyCert
BGP Update Checkpoint
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9.2.2.7. EntityCert

CRL EntityCert EntityCert
URL CRL EntityCert

9.2.2.8. PrefixPolicy AuthCert

PrefixPolicy  AuthCert ASPolicyCert
Validity List PrefixPolicy
9.2.3.
soBGP  TLV URL
SoBGP
S-BGP
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9.3. S-BGP

JPNIC IP

9.3.1. S-BGP

S-BGP

BGP Path Attribute

S-BGP

S-BGP

S-BGP BGP
IPsec

S-BGP 9-46

RA

BGP
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JPIRR



Router-A
P AS-A (ﬁ\

AS-A

P Address-A
Router-A
P
P ress L BGP Update
ASB 1 AS PATHAS-A
Address-B Address-A
Router-B l
as-c RA AS-A+
Address-C ’
B ress Routor-C AS-A Rputer-A

Address-A
Router-A
ASB
Address-B
Router-B

AS-B

ASC
Address-C
Router-C

[W\

AS-B

AS-B
Address-B

BGP Update

Router-B
e 1 — ASPATH:
Address-A AS-A, AS-B
Router-A Address-A
AS-C
Address-C RA AS-A*
Router-C RA AS-B+

AS-B

\\

Router-C

AS-C
Address-C
Router-C

9-46 S-BGP

9.3.1.1. BGP Path Attribute

BGP Update 4096 Path Attribute

S-BGP

Path Attribute Route Attestations( ) Address Attestations( )

BGP Path Attribue 9-47
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Encoding of Attestations

BGP | Addr Pref. of Rtes Path Dest. Addr
UPDATE Header | Being Withdrawn | Pattributes | Pref.(NLRI)

Path Attribute Attribute Route + Address
for Attestations Header Attestations
Attestation:| Attestation ssuer | Cert ID Signed | Algorithm ID
Route or Address Header Info & Signature
. , Exp | AS Path NLRI
Signed Info Subject Date Info * e

*explicit in the aggregation case

9-47 BGP Path Attribue

Address Route Attestation 9-48
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0 1 2 3
0123 45678 901234567 89012345¢6 78901
(I)blt ERERRRRRER
jec
Type Length
RERRRRRRERRRRE
Signer (variable length) - ar ar a» a» e e
R
Signature (variable length) - ar ar o» a0 e e
R

Expiry (length = 8 for RAs, 6 for AAs) - aor a» a» e

Signed

ExplicitPA (variable length) - o ar on a» a» e
RERERRRRRRRRRRR
Target (variable length) - o as v a» o =
HEEEEEEEEEEE NN
9-48 Address Route Attestation
Part Code+Length Code 4 Length 12
16 ( )

Part Code Length 9-49
0 1 2 3

01234567 8 9012345678 9012345¢%6 728901

Part
Code Length

9-49 Part Code Length
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1 Object Type

Attestation(RA)

14

0

Object Type

Code

1

9-50

Code 8

Route

Address Attestation(AA) Code
Extract File Authenticator

2

3

0123 456 789012 345%6 789 012 345%6 718901

(I)bllt BERRRRRERE
jec
Type Length
EEEEEEEEEEEEE
9-50 Object Type
2 Signer
SignerData +2 AFI
SignerData AFI
Signer 9-51
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Code
[IANA-AFI]

SignerLength



0 1 2 3
0123 456 78 9 012 345%6 789 012 345%6 718901

cerprerrrrrrrrrp et

0 0 01| SignerLength AFI

SignerData

- AS Number&IPv4 is 4 Octet

- IPv6 is 18 Octet

- Textual DNS NameﬁN octets, not NIL terminated))

9-51 Signer
3 Signature
SignerData Code 2 SignatureLength
Signature Algorithm ID(SigAlgID)
[TANA-SAN] 3(DSA/SHAL[RFC2536" DSA SHA-1])
Keyld SignerData
Keyld

SubjectKeyldentifier CoverageLen CoverageMask

Object Type AA CoverageLen 0 Object Type
RA CoverageMask PATH

Signature  SigAlgID

Signature 9-52

7 DSA KEYs and SIGs in the Domain Name System (DNS) (RFC2536)
http://www.ietf.org/rfc/rfc2536.txt
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0

1

2

3

0123 456 78 9012 345%6 789 012 345%6 718901

0010

crrrrrrrr e

SignatureLength AFI

KeyID

CoveragenLen CoverageMask (variable length)

(40 octets for DSA signature ...)
(20 octets of DSA R)
(20 octets of DSA S)

SignatureBytes

0

9-52 Signature

1

2

3

0123 456 789 012 345%6 789 012 3452%6 718901

7?7710

00?2?2?200?20000°7?

0: NLRI or MP_REACH_NLRI; 1: ORIGIN; 2: AS PATH,;
6: ATOMIC AGGREGATE; 7: AGGREGATOR,; 8: COMMUNITIES
11: DPA,; 16: EXTENDED COMMUNITY; ... (others to be defined)

9-53 CoverageMask

4 Expiry
Code
Object Type AA 4 RA
Day RA
A Route
Expiry 9-54
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3 ExpiryLength

6
A
RASC

Year
RASC

Month



0 1 2 3
012 3 456 7 8 901234546 7 8 9012345%6 78901
BR IEIIILIIthIIIII RERERRERERRERE
xpiryLeng
0011 (AA=4, RA=6) Year
Ll
Month Day
0000159 00[°°%00000
Al RASC (RAs Only)
L]
9-54 Expiry
5 ExplicitPA
AS IP
IP Path Attribute
Path Attribute Code 4 ExplicitPALength
ExplicitPA 9-55
0 1 2 3

0123 456 78 9012 345%6 78901234586 78901

010 0| ExplicitPALength

ExplicitPAs (variable length)
- sequence of path attributes

9-55 ExplicitPA
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IP Prefix IP

AddressFamilylndicator [IANA-AFI] SAFI
[IANA-SAFI][RFC2858] RA MaxPrefixLen 0
AA IP
Prefix Prefix IP
IP
Prefix Encoding 9-56
0 1 2 3
012 3 456 78 9012 3456 7 8 9 012 3456 789 01
crrrrreprrrrrrrp et
110E0O00O0O0| TypeCodeO Length :Extended Length
Address Family Indicator SAFI MaxPrefixLen
Prefix Length Prefix (other PrefixLength/Prefix pairs) - e a»
NN

9-56 Prefix Encoding

(1) Target
RA AS PATH AS AA
IP Origin AS Code 5 TargetLength
AFl AS 18 [IANA-AFI]
AS
Target Part 9-57
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0 1 2 3

012 3 456 7 8 90123456 78 9012345%6 78901
crerrerrrrrrrrrp ettt

0 101 TargetlLength AFI =18 (AS number)
e e e e e e
crrrrrrrrrrrrrrr ettt e
AS Numbers - as ar ap a» e =

9-57 Target Part

9.3.1.2. S-BGP

S-BGP (PKI)

RFC3280 (
)
S-BGP IANA Root AS
IANA
IANA

9.3.1.3. S-BGP

S-BGP CA RouterID-CA

Address Attestations Route Attestation 4

1 Address Attestations

Address Attestations Origin AS IP
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Address Attestations [RFC3280]
[RFC3779] AS IP
[IANA-SAN?] (SHA-1/DSA)
CA  PrivateKey

2 Route Attestation

Route Attestation AS PATH AS
Route Attestations BGP Path Attribute  Object Type=3
[IANA-SAN] (SHA-1/DSA)
RouterID-CA  PrivateKey Signature
Path Attribute BGP Update Next
Hop AS
AS AS PATH AS RA
AS RA
AS PATH
Origin AS IP AA
2

8 SIG (0) ALGORITHM NUMBERS
http://www.iana.org/assignments/sig-alg-numbers
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3 RouterID-CA

RouterID-CA RA
AS PATH AS
AS AS PATH
RouterID-CA
AS AS PATH
RouterID-CA [RFC3280]
[RFC3779] AS
[IANA-SAN] (SHA-1/DSA)
PrivateKey
4
CA AS
CSR
CA RFC3280
RFC3779 AS IP
[IANA-SAN] (SHA-1/DSA)

CA  PrivateKey
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5
9-58
IANA ps 1
Root CA IP/AS
| RootCA L AS P Block
—r Signature Signature
RIR 1
RIR CA IP/AS
| ca — AS IP Block
—T Signatur Signaturg
LIR 1
LIRCA L IP/AS
| ca — AS IP Block
e Signature Signaturg
-
CA Address attestations
| | As | 1P Block |- AS IPBlock | |
Signature T signature
Router|D-CA #1 Route attestations
| | | AS | RouteriD#1l [ AS | Router|D#1
T Signaturé Signaturg
RouterlD-CA # Route attestations
| | | AS | RouterlD# [ AS | Router|D#
I T Signaturg Signature
9-58
9.3.1.4.
Signature
IANA CA
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9.3.1.5. S-BGP

S-BGP

9-59

BGP Peer S-BGP

IPSec

S-BGP
Path Attribute

BGP
Routing
Table

Public Key
Database

S-BGP
Policy Database

9-59 S-BGP
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S-BGP (CRL)

CRL 3 Database
Originating AS Database Database =~ Address Attestations
Origin AS IP Prefix
Public Key Database Database
AS PublicKey
S-BGP Policy Database Database AS
3
S-BGP
IPsec-ESP [RFC2406°
BGP Route Attestation BGP
Update AS AS PATH RA
Path Attribute AS AS BGP Update
RA
Origin AS IP Prefix BGP Update Origin AS IP

Prefix ~ Address Attestations

9.3.2. IP JPIRR

JPNIC IP JPIRR  S-BGP

IP JPNIC IP AS

9 |IP Encapsulating Security Payload (ESP) (RFC2406)
http://www.ietf.org/rfc/rfc2536.txt
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S-BGP

PrivateKey
S-BGP
PrivateKey

PrivateKey

9.3.2.1. S-BGP

JPNIC

9-58
JPNIC

9.3.2.2.

JPNIC IP

Secure

AS S-BGP

JPIRR JPIRR

341

PrivateKey

AS
AS PrivateKey
S-BGP
PrivateKey
S-BGP
PrivateKey
IP AS
S-BGP
AS
RA



Routing

TLV

9-60

2nd Level CA

9-60

S-BGP
CA
RouterID-CA#n , Address Attestations
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IP JPNIC JPNIC

AS

IP AS CSR (
)
IP JPNIC
AS AS
JPIRR

AS AS
AS CSR IP

CSR AS

JPIRR
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AS AS AS
CSR
9.3.2.3. S-BGP
AS ( )
IANA/RIR JPNIC
IANA/RIR JPNIC JPNIC IP
9.3.24. AS
AS PublicKey/PrivateKey CSR IP
IP IP
CSR IP
CSR IP PrivateKey
AS
PrivateKey ~ AS AS
9-61
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AS
S-BGP AS

CSR
PrivateKey

JPNIC

CSR

OK?

9-61

9.3.2.5. Address Attestations (AAS)

AS JPNIC
AA CSR

AS

Address Attestations(AA)

AS

345

9-62

AS

CSR




" Address Attestations AA)
S-BGP AS JPNIC
AA

AACSR

AA CSR

AA

AA

9-62 Address Attestations(AA)

9.3.2.6. Route Attestations (RAS)

AS PublicKey/PrivateKey
AS
PrivateKey AS RA
RA
AS RA
Route Attestations(RA) 9-63

346

RA CSR AS
AS CSR
AS
RA



AS A
S-BGP

Route Attestations RA)

RA

‘ RA }‘ RA CSR

AA CSR

RA

JPNIC

RA

RA

RA

9-63 Route Attestations(RA)

9.3.2.7.

CRL
CRL

BGP Update

347

RA
Checkpoint
URL
CRL
AS



9.4.

IP IP
IRR IRR
soBGP/S-BGP

IP IRR
IRR

soBGP/S-BGP
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BGP-4
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