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— Red Hat TurboLinux Slackware Debian
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Red Hat

. RedHat 5.2
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. PC (AT )

(Red Hat 5.2

o Server
(Custom )
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— CD-ROM
— FTP updates
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— pS ax

— /etc/inetd.conf
— /etc/hosts.allow

—4.2 pwconvs 5.X pwconv
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« UNIX
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e telnet FTP

 POP IMAP
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e | INux

— tcp wrapper
— Tripwire swatch
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[etc/passwd

— /etc/shadow

root:Xf4xQo72TYXgY:0:0:root:/root:/bin/bash
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[etc/shadow

— pwconvb (4.2) pwconv (5.x)
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telnet

. telnet

r-cmd
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root

— /etc/passwd

Copyright © 1998 by Motoharu Kubo



(OTP)

y ( )
« OPIE S/Key

— opie-2.22 |logdaemon-5.6
« RPM
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Secure Shell (SSH)

» s5sh-2.0.9
+ RPM FTP
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OTPv.s. SSH

. OTP

+ SSH

—rlogin rsh rcp
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OTPv.s. SSH

. OTP

+ SSH

. telnet
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Inetd

—telnet ftp pop Imap finger

e /etc/inetd.conf
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[etc/inetd.conf

wrapper
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tcp



[etc/inetd.conf

. Imap

Imap stream tcp nowait root /usr/sbin/tcpd imapd

l

#imap stream tcp nowait root /usr/sbin/tcpd imapd

. inetd SIGHUP
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TCP wrapper (tcpd)

. fusr/sbin/tcpd
. [etc/hosts.allow /etc/hosts.deny
. 2

— [etc/hosts.allow
* man 5 hosts access
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[etc/hosts.allow

ALL: ALL: ALLOW

. (192.168.0.0/255.255.255.0)

ALL: 192.168.0.0/255.255.255.0: ALLOW
ALL: ALL: DENY
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[etc/hosts.allow

ALL: ALL:

spawn (/usr/sbin/safe_finger -l @%h | /bin/mail -s
"%d-%h" root) &:¥DENY

ALL: 192.168.0.0/255.255.255.0: ALLOW
in.ftpd: ALL: ALLOW

popper: 210.123.45.67. ALLOW
ALL: ALL: DENY
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Phf (WWW )
o phf

 /etc/passwd

 /var/log/httpd/access_log
.... "GET /cqgi-bin/phf?.... 404 -

— 404
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— DNS (named)
— (sendmail)
- WWW (httpd)
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e /etc/rc.d/rc3.d/
° S(
— S80sendmail
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 /etc/rc.d/rc3.d/ [start|stop]
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 Red Hat 5.2
 Red Hat 4.2
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e | INux

— Ipfwadm
— Red Hat 4.2
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tftp  69/udp

finger 79/tcp

sunrpc 111/tcp,111/udp
netbios137~139/tcp

soimp 161/udp
exec 512/udp
login  513/tcp
shell 514/tcp

e telnet 1map
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 /var/log/messages

—FAIL INVALID
e /var/log/secure

— refuse warning
— |ast
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 /var/log/maillog

 /var/log/httpd/access_log
- WWW
. (14 40” 7 phf”
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. swatch

/FAILED/ mail=admin
[INVALID/ mail=admin
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o Tripwire
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CERT

 http://www.cert.org

(1988

— CERT Advisories

— CERT Advisories FTP

Copyright © 1998 by Motoharu Kubo



CERT

 CERT Advisories
(ftp://info.cert.org/pub/cert_advisories/)

 CERT Bulletins
(ftp://info.cert.org/pub/cert_bulleting/)

 CERT Advisories
(http://www.voj.toda.saitama.j p/cert-ca.sntml )

o CERT Bulletins
(http://www.voj.toda.saitama.jp/cert-vb.shtml )
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(1PA)

 http://www.ipa.go.jp/index-j.html

— (http://www.ipa.go.jp/SECURITY /index-|.html)
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(JPCERT/CC)
o http://www.|pcert.or.jp/
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* linux-security-|p
— Linux

— CERT Advisories

— http://www.3ware.co.|p/opensoc/index.html
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 Red Hat FTP
— ftp://ftp.redhat.com/
— FTP

e CERT Advisories
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e telnet pop3 bind
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— L 1nux
named
— root
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DoS

DoS:. Denial of Service
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OS



SPAM

— /etc/mail/ip_allow /etc/mail/relay allow (5.2)
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SPAM

e /etc/mail/ip_allow

127.0.0.1
192.168.0

o /etc/mail/relay allow

mydomain.co.jp
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