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99/12/14 Internet Week '99
Agenda
e Mobile P

— IETF Mobile IPWG
—Mobile IP protocol specification(RFC2002 2004)
— Other topics
+Mobile IP
- (AAA/DIAMETER)

o MobilelIP
- NCG, Mobile Node)
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Mobile P
¢ |[ETF Mobile IPWG
Internet (mobility)

(- See http://www.ietf.org/html.charters/mobileip-charter.html)

* roaming
- IP

Mobility, NOT Nomadicity

MobilelP RFC

+ IPin P Tunneling (RFC1853)

+ |P Mobility Support (RFC2002)

« | P Encapsulation within 1P (RFC2003)

+ Minimal Encapsulation within I[P (RFC2004)

o Applicability Statement for IP Mobility Support(RFC2005)

+ The Definitions of Managed Objects for IP Mobility
Support using SM1v2 (RFC2006)

+ Mobile IPv4 configuration option for PPP | PCP(RFC2290)
+ Reverse Tunneling for Mobile IP (RFC 2344)
+ Sun's SKIP Firewall Traversal for Mobile IP (RFC 2356)
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MobilelP Draft(99 10

+ Route Optimization in MobileIP

& Mobility Support in IPv6

+ Mobile P Regionalized Tunnel Management

+ MobilelP Challenge/Response Extensions

+ MobilelP Network Access |dentifier Extension

+ Requirementson Mobile I P from a Cellular Perspective
+ [P micro-mobility support using HAWAI |

+ Paging support for | P mobility ussng HAWAI I

+ MobilelP Vendor/Organization-Specific Extensions

+ |P Mobility Support for |Pv4, revised

+ MobilelP Authentication, Authorization, and
Accounting Requirements

¢ DIAMETER Mobile | P Extension
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*

*

*

MobilelP

RFC2002, 2003, (2004)
— RFC2005 RFC2006 MIB

- Mobile IPv6, DIAMETER

- v4
WG:IPNG,IPSEC,PPPEXT,SVRLOC,AAA

ML (mobile-ip@standards.nortel networks.com)
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MobilelP

L 4
— MN(Mobile Node) CN(Correspondent Node)

— HA(Home Agent) MN

—FA(Foreign Agent) MN MN
MN
L 4
— MN Network ID(Home address)
— MN Care-of address
Home address

— HA,FA Care-of address
MN




(FA

¢FA
- Foreign Agent
— Care-of Address FA IP (MN

~FA HA
MN

+ Co-located Care-of Address
- Foreign Agent MN FA
— MN ad hoc
— Care-of Address MN DHCP
- MN
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FA

Agent Advertisement
Agent Solicitation
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Co-located Care-of address

CN

MN

DHCP
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REC2002

1. Introduction

2. Agent Discovery -MN
2.1. Agent Advertisement , 2.2. Agent Solicitation

3. Registration -MN

3.1. Registration Overview ,3.2. Authentication, 3.3. Registration Request,
3.4. Registration Reply, 3.5. Registration Extensions

4. Routing Considerations -MN
4.1. Encapsulation Types, 4.2. Unicast Datagram Routing,
4.3. Broadcast Datagrams, 4.4. Multicast Datagram Routing,
4.5. Mobile Routers, 4.6. ARP, Proxy ARP, and Gratuitous ARP
5. Security Considerations
6. Acknowledgments
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Agent Advertisement/Solicitation

oFA Care-of address
+MN
- Agent Advertisement
Solicitation

¢ Agent Advertisement — ICMP router

advertisement
¢ Agent Solicitation — ICMP router solicitation

(TTL=1
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Agent Advertisement

IP header

ICMP Router Advertisement Message

Type Length Sequence Number

Registration Lifetime RIB|H|F|M|G|V| reserved

Zero or more Care-of addresses

R:Registration Required B:Busy

H:Home Agent F:Foreign Agent
M:Minimal Encapsulation G:GRE Encapsulation
V:Van Jacobson header compression
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Mobile I P (Registration)

Request UDP | Registration | Mobile-Home | Mobile-Foreign
packet | header | header | request Auth. Ext. Auth. Ext.
MN - FA - HA
Reply UDP | Registration | Mobile-Home | Mobile-Foreign
packet | header | header | reply Auth. Ext. Auth. Ext.
HA - FA - MN
Authentication | Type Length SPI
Extention
Authenticator
99/12/14 Internet Week '99 15
Registration
Type |Flags| Lifetime Type |Code |Lifetime Code-
Home Address Home Address 0,1:(-)K
Home Agent Home Agent 64 88:NG(FA)
Care-of Address Care-of Address 128 =NG(HA)
Identification Identification
Extensions Extensions
< > < >
S:Simultaneous Binding
[Flags] B:Broadcast Datagrams
D:Decapsulation by Mobile Node
SIB|D Clrsv M:Minimal Encapsulation
G:GRE Encapsulation
V:V .Jacobson Header Compression
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Registration Extension

¢ MD5
—M obile-Home Authentication Extension ( )
—Mobile-Foreign Authentication Extension
— Foreign-Home Authentication Extension

Type Length SPI

SPI(cont’d) Authenticator

Type: 32(M obile-Home)
33(Mobile-Foreign)
34(Foreign-Home)

- extension(NAI, challenge-response)
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Proxy ARP, Gratuitous ARP

¢ Home Agent

¢ Proxy ARP
-~ ARP
— MN HA

¢ Gratuitous ARP
- ARP

— MN HA
- MN MN
RFC2002 section4.6
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Datagram MN

o HA Care-of addr

L 4
— IP in-IP (RFC2003)
— Minimal Encapsulation (RFC2004)

— GRE Encapsulation (RFC1701)
o FA FA
MN
¢ Co-located CoA MN
|P-in-1P (REC2003)
| P header
Src.CN

Dst:MN'sHome|  |P Payload
| P header | P header

Src:HA Src:.CN

Dst:MN'sCoA | Dst:MN'sHome| | P Payload

99/12/14 Internet Week '99
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Minimal Encapsulation (RFC2004)

| P header

Src.CN
Dst:MN'sHome|  |P Payload

<

| P header
Src:HA
Dst:MN’s CoA IP Payload
MN’s Home
99/12/14 Internet Week '99 21

Other Mobilel P topics

2
— End-to-End Mobility support
2
— MN address
spoofing
o Mobile IPv6
99/12/14 Internet Week '99 22
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(Route Optimization)

¢ Binding Cache

— MN Care-of Address
— FAHA CN
+MN Binding Update UDP
MN-CN FA_- FA
HA.CN CN
* CN
V6 routing option
Mobile I P
*
— MN
¢lP (IPSEC)
- (SA)
- (AH) (ESP)
*
- ( )

99/12/14
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Reverse Tunneling

2
— MN tunneling HA CN
— MN Care-of Address(
CN
N ——
/'O\ o
/,7\//0
MG
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| PSEC
¢ RFC2356:Sun’s SKIP firewall traversal for
Mobile P
— |PSEC
2 ISS'97
— End-to-End SA
— Link-by-link SA
— |IPSEC
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|PSEC

|
- -

99/12/14 Internet Week '99

M obile | Pvb

¢ FA Co-located CoA
— Care-of Address stateful /statel ess

+ | Pv6 Destination Option
— Care-of Address (Routing header
— Binding Update

4
— anycast Dynamic Home Agent Discovery

4 Last call, RFC

- (KAME
—  WG(IPNG, IPSEC)

99/12/14 Internet Week '99
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M obile | Pvb

~

2:IPinIP

3: Binding Update

CN MN
. 5: 1P with routing header .

Binding cache
4: cache
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+IMT-2000
«Cellular IP (
*|MT-2000 requirement

o AAA(Authentication Authorization and
Accounting)

. ISP
*AAA-WG, 3GPP2 Draft: cdma2000
Wireless Data Requirement for AAA)
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AAA

« Authentication/Authorization/Accounting
-~ IETF WG ...
— sub-WG
(1) Authentication, (2) Authorization,
(3) Accounting, (4) Mobile IP, (5) E-commerce
. Mobile IP ?
- IMT2000 by ANSI(TIA:Telecommunication Industry

Association aka 3GPP2)
— RADIUS DIAMETER( )
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ANSI Mobile IP model for IMT2000

Foreign network Home networ k

VLR 7
’ AAAF AAAH

! Home
Foreign Agent
Agent

Internet Internet
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DIAMETER MobilelP extension

Mobile IP
- extention SA
- ISP
extension
— cross-domain authentication  authorization
- ISP SA

- Accounting Extension

- IP NAI(Network
Access | dentifier)
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| nter-domain Mobile | P network

99/12/14 Internet Week '99
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(1)ChaJIenge
(Z)Reg reg(response)
(3 AMR
(AHAMR
(B5)HAR
—_—
OHAA
THAMA
8)AMA
(AReg-reply
99/12/14 Internet Week '99 35
SA MIP
Reg-req(MN-FA-Auth, MN-HA-Auth)

~ Reg-Rep(MN-HA-Auth,

Reg-r eq(MN-HA-Auth,FA-HA-Auth)

Reg-Rep(MN-HA-Auth FA-HA-Auth)
MN-FA-Auth)

99/12/14
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MobilelP

* (Nomadicity)
(Mobility)
|P
L 2
2
99/12/14 Internet Week '99 37
Mobilel P
. HA
HA MohilelP
2
End-to-End P
|PSJ DiCoMo ‘99)
[ 1
— End-to-End
99/12/14 Internet Week '99 38
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M obility protocol
#|Psec Tunnel Mode
- End-to-End
IS (Haddr) (CoA)
¢ Tunnel Endpoint
— SA Gateway Update/ SA Local Update
DNS Haddr Resource Record
— HAAAA/HA
99/12/14 Internet Week '99 39
(1)
+MN |Psec Tunnel Mode
— Application Haddr [Psec Endpoint CoA
¢MN
— Dynamic DNS update CoA
— SA Local update SA dest
CoA CoA
— SA Gateway update SA dest
CoA
CoA
99/12/14 Internet Week '99 40
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MN

€)

(1)

x 7

SA

CN

A

Src:CoAl

(2) | pst:CN

ESP Src:Haddr
SPI=cl | Dst:CN

A4

Src.CN

(3) | Dst:coAl

ESP Src:.CN
SPI=m1| Dst:Haddr

v

A

(

CoA2

(4)Dynamic DNS Update

CoA2

DNS

(5) SA Gateway Update : Haddr CoAl - CoA2

A

(6)

Src.CN
Dst:CoA2

ESP Src:CN
SPI=m1| Dst:Haddr

v
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— DNS
—AAAA

MN

(2):MN

AA

AA/HAAAA

SA

3)

HAAAA

(1)DNS MN CN

AAAA(COAL),HAAAA (Haddr)

e

SA

A

Src:.CN
(4) | Dst:CoA

ESP Src:CN
1| SPI=m1| Dst:Haddr

v

A

®)

Src.CoAl
Dst:CN

ESP Src:Haddr
SPI=cl | Dst:CN

99/12/14
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& | Psec
— CoA

& SA Gateway Update
— IPsec Tunnel

¢ HAAAA
- CoA

ik
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MobilelP

. (95 11 97 4 99 7

- IETF
12 Base protocol (v4,v6)

— UNIX
*3 Base protocol + DIAMETER AAA
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'URL (1)

*Stanford (Linux):
http://mosquitonet/stanford.edu/software/mip.html

*CMU (FreeBSD):
http://monarch.cs.cmu.edu/software.html

*National Univ. of Singapore (Linux, Windows?):
http://mip.ee.nus.edu.sg

*Portland State univ. (FreeBSD):
http://www.cs.pdx.edu/research/SMN/index.html

*Politehnica univ. of Bucharest (Windows NT):
http://mip-nt.aii.pub. ro/

eLancaster univ (Linux):
http://www.cs-ipv6.lancs.ac.uk/MobilelP

*IKV++ GmbH (Windows NT):
http://www.ikv.de/products/roamin

*Sun (Solaris, Linux):

http://playground.sun.com/pub/ mobile-ip
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:URL (2)
*Cisco (10S):

http://www.cisco.com/univercd/cc/td/doc/product/software
/i0s120/120newft/120t/120t1/ mobileip.htm

*Ecutel (Windows):
http://www. ecutel.com/viatores.html

*Telxon (embeded):
http://www.telxon.com

*Toshiba (Solaris, Windows):
http://www.toshiba.co.jp/product/nc/ncg

eHelsinki univ. (Linux):
http://www.cs.hut.fi/Research/Dynamics

*Microsoft (Windows):
http://www.research. microsoft.com/msripv6

*Charles Perkins:
http://computer.org/internet/v2nl/perkins.htm
http://www.svrloc.org/~charliep
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¢ Network CryptoGate (NCG)
— MobilelP [PSEC
— http://www.toshiba.co.j p/product/nc/ncg

- ‘09
¢ Mobile Node
— Windows 95/98 MN
— HA/FA Cisco (10S12.0T )
- Mobile IP(MN), DHCP, PPP
99/12/14 Internet Week '99

a7
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NCG

o NCG Server
— Solaris workstation/WindowsNT server
— Mobile-IP

¢ NCG Client

—Windows NT/95 PC
— Mobile-IP

¢NCG Manager

—-NCG VPN
-GUI HP OpenView ( )
99/12/14 Internet Week '99 49
MobileNode
HA/FA FA FA
BS BS BS

home network visiting network CSMA/CD

22 Oct 1999 ToshibaR&D Center 50
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+ Jim Solomon:Mobile IP -- The Internet Unplugged

Mobilel P

Prentice Hall
MOBILEIP WG Chair

o Charles E.Perkins: Mobile IP -- Design Principles and

Practices, Addsison Wedey
RFC2002 Advanced topics

.
+ACM: MobiCom(MC2R)
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