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RC4
(Triple)DES, AES, MISTY/KASUMI
RSA
ElGamal, Diffie-Hellman
EC-ElGamal, EC-Diffie-Hellman
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MITSUBISHI Changes for WWI

0 2000 4000 6000 8000 10000 12000 14000 16000

—— (NFS) —m— (Gordon) (Rho) ‘ 7

=L

MITSUBISHI Changes for WWI

3

— Academic attack

— Practical attack
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1
. (attacker) (rules of the game)
(goal)
/
MITE%J&SHI Changes for the Better
2
- (ciphertext-only attack)

- (known plaintext attack)

- (chosen plaintext attack)

— (chosen ciphertext attack)
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ID
R
ENC(R,K.,)
OK/NG
ENC
ENC
R
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=mmis
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14




MITSUBISHI
=HRMn

CBC

Changes for the Better

(1)

mI(l)
lalblcld[elflglh]— LIT T T T T T
! !
! !
— D —®D (2) m=1
| | “format error”
LITTTTITT] Ix[xIx[xIx[313[3] m=1
format error k
format error 1+k+h 15
MITE%J&SHI Changes for the Better
CBC (2)
e CBC attack
— By Serge Vaudenay (Eurocrypt 2002)
— PKCS#5
— 128 1
n 128n

- MAC
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Integrity OKING
MAC: Message Authentication Code 17
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Special Topic |

Is SHAL dead?
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SHA1
« 2004 Xiaoyun Wang (
Collision
SHAO, RIPEMD, MD4, MD5, HAVAL12S, ...
e 2005 Wang
SHA1  Collision 263
SHA1 280
« SHAI1
Wang
NIST 2011
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(Hash Function)
. ( )
X
H
v
H(x)

— etc

. (Cryptographic)
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My name is Alice...f

Changes for the Better

public key

Qcr7Ta80Cd

My name is Alice...

=1

Changes for the Better

— ISO/IEC 10118-2

dedicated hash functions)

— ISO/IEC 10118-3, FIPS 180-2

- SHA1

22




MITSUBISHI
=HRMn

Changes for the Better

MD2 128 bit 128 bit - RFC1319

MD4 128 bit 512 bit 48 | RFC1320

MD5 128 bit 512 bit 64 | RFC1321

SHA 160 bit 512 bit 80 | FIPS180-2/1SO18033-3

SHA1l | 160 bit 512 bit 80

SHA256 | 256 bit 512 bit 64

SHA512 | 512 bit 1024 bit 80

Collision
Collision
Collision

LN
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* Preimage resistance
-y y=H(x) X

« 2"d-preimage resistance

- y=HX) Xy
H(X)=H(x’) X" (&X)

e Collision resistance
— H(x) = H(X) X X (x=&X7)

Changes for the Better

&

y
X X’
v v
H H
v v
y y
X X’
v v
H H
v v
y y

24




MI'I'_SUBISHl Changes for the Better
=Tt ]

h:

e Preimage resistance
—2h preimage
 2"d-preimage resistance
—2h 2"d preimage

e Collision resistance

— 2n2 collision
(Birthday Paradox)
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Birthday Paradox

. 30
70%

e N

M=N12
. p = 1 —exp(-M?4/2N)

M=N1/2 39%, M=2N12 86%
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Birthday Paradox
64 (ex. DES)
. AES
128
. birthday paradox
CBC

(ciphertext matching attack)
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Py P 73 Ps Pi: i
v —b —b —b —b — IC\; |
n.

2n/2 | J
n=64 22 = 32GB
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=num
n h
2n-1 2M2 (birthday paradox)
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Merkle-Damgard (MD) Strengthening

H(M,||M,[[M;)

IV ( Initial Vector)
M. ( ) 512 30
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T 100000000]
1000000
000000000000000000000000000000000]
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MITSE&SHI Changes for the Beiter

SHA1: Compression Function

Input/Output: HOJ|H||H?||H3||H* Message: MO||MY|]...||M1°

(1) Message Scheduling
Wt=Mt (0 t 15)
Wt = Rol1(WE3A WEBAWELAAWELE) (16t 79)
(2) Main Loop
a=H?, b=H!, c=H?, d=H3, e=H*
For t=0to 79 /
T=Rol5(a)+f {(b,c,d)+e+Kt+Wt,
e=d, d=c, c=Rol30(b), b=a, a=T

Ho=a+H?° H!=b+H! H?=c+H?, H3=d+H3, H*=e+H*

one round

32
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SHAZL: One Round

fi(x,y, 2) = Cc d e
(X&Y)MN~x&2) (0 t S
XNz (20 t
(X&Y)M(x&2)MNy&z) (40 t \
xX"y"z (60 t
\ @\
b C d e
(XEY)MN~x&2) : Ch(x,y,2) Kt:
(X&Y)Nx&Z)My&2) - Maj(x,y,2)
33
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BT
MD4
« 1990 Rivest
. 128 : 512 , 48
o 220 collision (Dobbertin 96)
. collision (Wang ’04)

o 256 preimage (Wang ’05)
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MD5

1991 Rivest
. 128 , 512 . 64

IV collision (Dobbertin *96)
o 239 collision (Wang ’04)
230 ( ) collision

« SHA1

. 35
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SHA (SHAO0)

« 1993 NSA , NIST

. 160 512,80

o 2°1 collision (Joux ’04)

o 239 collision (Wang ’05)

e 95 SHA1 SHAO

. (NSA )

36
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=L
SHA1
e 1995 NSA CNIST
* 160 512 80
o 269 collision (Wang ’05)
o 263 collision (Wang ’05)

(1) Message Scheduling SHAO SHA1
Wi=Mt (0 t 15) /
Wt:RO|1(Wt'3’\ Wt-8AWt-14/\Wt-16) (16 t 79) .

M“E%J;.;SHI Changes for the Better
SHA1l
. 280
263 Collision

2 3 SHA1 Collision

Collision

— SHAZL’ or SHA256 or a complete new design?

38
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NIST

NIST's Policy on Hash Functions March 15, 2006: The SHA-2
family of hash functions (i.e., SHA-224, SHA-256, SHA-384
and SHA-512) may be used by Federal agencies for all
applications using secure hash algorithms. Federal agencies
should stop using SHA-1 for digital signatures, digital time
stamping and other applications that require collision resistance as
soon as practical, and must use the SHA-2 family of hash
functions for these applications after 2010. After 2010, Federal
agencies may use SHA-1 only for the following applications:
hash-based message authentication codes (HMACS); key
derivation functions (KDFs); and random number generators
(RNGSs). Regardless of use, NIST encourages application and
protocol designers to use the SHA-2 family of hash functions for
all new applications and protocols.
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SHAZ2

« 2002 NIST

« SHA1L 3
SHA256, SHA384, SHA512

« 2004 SHA224

. SHAZ2

SHA224 | 224 bit 512 bit 64 32 bit SHA224 SHA256

v
SHA256 | 256 bit
SHA384 | 384 bit 1024 bit 80 64 bit SHA384 SHA512

. v
SHA512 | 512 bit

40




M“_SUB'SHI Changes for the Better
=Tt ]

SHA?256: Compression Function

Input/Output: HOJ|HY||...||H’ Message: MO||MY]]...||M1°

(1) Message Scheduling

Wt=Mt (0 t 15)

Wt= o (Wt'2)+Wt‘7+O'O (WH15)+ W16 (16t 63)
(2) Main Loop

a=Ho, b=H1, ..., h=H"’

For t=0 to 63 /one round
T,=h+=(e)+Ch(e f,g)+K+Wt, *
T,=2,(a)+Maj(a,b,c)
h=g, g=f, f=e, e=d+T,, d=c, c=b, b=a, a=T,+T,

Ho=a+H?° H=b+H!, ..., H'=h+H~’ a1
M“%ﬂSH' Changes for the Better
SHA256: One Round
o, (X)=Ror2(x) * Ror13(x) * Ror22(x)
O, (X)=Ror6(x) * Rorl1(x) » Ror25(x)
2 (x)=Ror7(x) * Ror18(x) * Shr3(x)
2, (x)=Ror17(x) » Rorl9(x) * Shr10(x)
a
=
H

42
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C

(MBytes/sec)/GHz 'H Pentium IIl @ Pentium 4|
250

200

150

100

50

0 MD4 MD5 SHAO SHA1 SHA256 SHAS512 AES

NESSIE report (http://cryptnessie.org/) 42

MITSE&SHI Changes for the Beiter

M Pentium Il (C ) BPentium4 C )
(MBytes/sec)/GHz | pentium 4 (ASM) M Athlon64 (ASM)

100

80

60

40

20

SHA256 SHA512 AES
ASM: 64
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Message Scheduling  Main Loop
_Message Scheduling MainLoop
' J !
| Wh |———>| Round n |
v P v
| Wh+1 H Round n+1 |
! L I |
| Wi ——— Roundn+2 | !
v P v '
| W I*——>| Round n+3 |
{ o v
W, -~ Roundn - W, - Round n+1 — ...
45
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NIST
2008
2009 1
2010 2
2011
2012 FIPS
AES

46
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SHA1

SHA256
SHA256

SHA256 2011

a7

MlT_SUB‘iSHl Changes for the Beiter
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NIST FIPS
http://www.itl.nist.gov/fipspubs/index.htm

NIST Hash
http://www.csrc.nist.gov/pki/HashWorkshop/index.html

CRYPTREC ( )
http://www.cryptrec.jp/

NESSIE ( )
http://cryptonessie.org/

IACR ( )
http://www.iacr.org/

48
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Special Topic Il
PC

How Far Can We G0?
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MITSUBISH

~mme 2 Block/Hash primitives & Intel processors Changes for the Better

70 | 1971: 4004 (4bit,4KB,740KHz) First processor

HEL

BLUE

1974: 8080 (8hit,64KB,2MHz)

75
1976: DES (for hardware)

1978: 8086 (16bit,1MB,5-10MHz) Segment

80
1982: 80286 (16bit,16MB,6-12.5MHz) Protect mode

85 | 1985: 80386 (32bit,4GB,16-33MHz) Virtual memory
1987: RC2 (16bit), FEAL (8bit)

1989: MD2 (16bit) _ _ 90 | 1989: 80486 (25-100MHz) on chip L1 cache
1990: MD4 (32bit), Multi2 (32bit)
1991 IDEA (16bit)

1992: MD5 (32bit) 1993: Pentium (60-200MHz) Superscalar

1994: RC5 (32bit 1995: Pentium Pro (150-200MH

1995 SHA-1 (32t)3it) 95 | 1995: Pentium Pro ( 2

1996: MISTY1 1997: Pentium Il (233-1300MHz) 64-bit MMX

1998: AES, RC6, Serpent, Mars, Blowfish 1999: Pentium 111 (450-1400MHz) SSE

2000: Kasumi, Camellia, Whirlpool (64bit)| 00 | 2000: Pentium 4 (-3.4GHz) SSE2 “Northwood”

2002: SHA-2 (32,64bit) 2003: Pentium M (-2.1GHz)

2004: ARIA 05 2004: Pentium 4 (-3.8GHz) SSE3 “Prescott” EM64T
2006: Core (-2.33GHz) 51
2006: Core2(-2.93GHz) SSE4 EM64T

MIT_S'UBISHI Changes for the Beiter
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X86 Architecture

L eax = [ax|=| £¢ghall | mmO |
Lebx |=[ [bX|=| bl | mm1 |
Leex =[ Ilex|=| £ghel | mm2 |
- edx |= dx | = hdl

e E5E I e
. B | mm5 |
L'ebp | =] [opl | mme6 |
ese | = [0 | mm7 |

| xmm0 |
) | xmml

CISC Instruction Set | s |
) . xmm3

Xor eax, [esi+ebx] 128b|t: — :

add 12[ebp], al | o |

T T | Xmmé |

| |

destination source XMm7 52
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Pentium Il & 4: at a glance

Encryption speed of Gladman’s Serpent assembly codes optimized for P3

Pentium Il | Pentium 4 Pentium 4
Coppermine | Northwood Prescott
32-bit x86:  Straightforward | 773 1267 689
64-bit MMX: 2-block parallel | 570 1052 1119
128-bit XMM: 4-block parallel 656 681
32-bit x86 (cycles/block)
block1 |
| _blockl | block2 | 128-bit XMM
| blockl | block2 | block3 | block4 | .,
M“_S'UBISHI Changes for the Better
= 1]

Micro-operations (pops)

e Pentium instructions are decomposed into RISC-
style simple operations (nops) at the decoding stage
— Intel has not published exact details on pops

« Programmers cannot direct read/write a code of
micro-operations

. . Virtual Registers
Physical Register

xor eax,[mem]

load regl,[mem]
Xor reg2,regl

A Pentium instruction Corresponding pops
54
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Pentium |11

» Decoding

— three decoders: DO, D1, D2

— complex decoding rules very often bottleneck in P3
* RAT (register alias table)

— 3 pops/cycle : performance limit of P3

— at most 2 physical registers to virtual registers
e Execution

— p0,pl: arithmetic/logical p2:read p3,p4: write

— out-of-order execution

— 1/3 of pops should be memory pops (read/write)

55

M“_%JESHI COde Exam p I e: S N OW2 A 0 Changes for the Better
Lops
8B 1D 00000014 R mov ebx, [S+20] ;1 \
OF B6 F2 movzx esi,dl !
Cl C1 08 rol ecx,8 ;1
8B 04 B5 00000848 R mov eax, [esi1*4+T0] ;1
03 DF add ebx,edi ;1
OF B6 FE movzx edi,dh ;1
33 04 BD 00000C48 R xor eax, [edi*4+T1] ;2
Cl EA 10 shr edx,16 ;1
OF B6 F9 movzx edi,cl ;1
33 0D 00000008 R Xor ecx, [S+8] ;2
OF B6 35 0000002C R movzx esi,byte ptr [S+44] ; 1 > 27 pops
33 0C BD 00000048 R xor ecx, [edi*4+A] ; 2
8B 3D 0000002C R mov edi, [S+44] ;1
Cl EF 08 shr edi,8 ;1
33 0C B5 00000448 R xor ecx, [esi*4+Al] ; 2
33 CF Xor ecx,edi ;1
OF B6 FA movzx edi,dl ;1
89 0D 00000000 R mov [S].,ecx ; 2
33 04 BD 00001048 R xor eax, [edi*4+T2] ;2
Cl EA 08 shr edx,8 ;1
;1

S~

8B 3C 95 00001448 R mov edi, [edx*4+T3] 56
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Decoding Stage on Pentium Il Changes ror the Beter
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8B 1D 00000014 R mov ebx, [S+20] ;1 DO 1

OF B6 F2 movzx esi,dl ;1 D1

Cl1 C1 08 rol ecx,8 ;1 D2

8B 04 B5 00000848 R mov eax, [esi1*4+T0] ;1 DO 2

03 DF add ebx,edi ;1 D1

OF B6 FE movzx edi,dh ;1 D2
—33 04 BD 00000C48 R xor eax, [edi*4+T1] ;2 DO 3
—C1 EA 10 shr edx,16 ;1 D1

OF B6 F9 movzx edi,cl ;1 D2

33 0D 00000008 R Xor ecx, [S+8] ;2 DO 4

OF B6 35 0000002C R movzx esi,byte ptr [S+44] ; 1 D1

33 0C BD 00000048 R xor ecx, [edi*4+A] ;2 DO 5

8B 3D 0000002C R mov edi, [S+44] ;1 D1

Cl EF 08 shr edi,8 ;1 D2

33 0C B5 00000448 R xor ecx, [esi*4+Al] ; 2 DO 6

33 CF Xor ecx,edi ;1 D1

OF B6 FA movzx edi,dl ;1 D2

89 0D 00000000 R mov [S].ecx ;2 DO 7

33 04 BD 00001048 R xor eax, [edi*4+T2] ;2 DO 8

Cl EA 08 shr edx,8 1 D1

8B 3C 95 00001448 R mov edi, [edx*4+T3] ;1 DO 9 -
WIECESl  Decoding can be a Bottleneck — cranges ror the Beter

8B 1D 00000014 R mov ebx, [S+20] ;1 DO 1

OF B6 F2 movzx esi,dl ;1 D1

Cl1 C1 08 rol ecx,8 ;1 D2

8B 04 B5 00000848 R mov eax, [esi1*4+T0] ;1 DO 2

03 DF add ebx,edi ;1 D1

OF B6 FE movzx edi,dh ;1 D2
—C1 EA 10 shr edx,16 ;1 DO 3
——33 04 BD 00000C48 R xor eax, [edi*4+T1] ;2 DO 4

OF B6 F9 movzx edi,cl ;1 D1

33 0D 00000008 R Xor ecx, [S+8] ;2 DO 5

OF B6 35 0000002C R movzx esi,byte ptr [S+44] ; 1 DO 6

33 0C BD 00000048 R xor ecx, [edi*4+A] ;2 DO 7

8B 3D 0000002C R mov edi, [S+44] ;1 DO 8

Cl EF 08 shr edi,8 ;1 D1

33 0C B5 00000448 R xor ecx, [esi*4+Al] ;2 DO 9

33 CF Xor ecx,edi -1 DO 10

OF B6 FA movzx edi,dl ;1 D1

89 0D 00000000 R mov [S],ecx ;2 DO 11

33 04 BD 00001048 R xor eax, [edi*4+T2] ;2 DO 12

Cl EA 08 shr edx,8 1 D1

mov

edr, jeax™4+

’ 58
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Pentium 4

e Trace Cache 12K entries

— Instructions are cached after being decoded

— 0ne pop occupies one or two trace cache entries
o Still cannot exceed 3 pops/cycle

— can read 6 entries/2 cycles

— complex rules about trace cache handling

* One-sided focused on high clock frequency
— Long pipeline stages with many (hidden) stall factors
— Different units run in different speed
— Additional cycles if moving different units

59
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Pentium Il and 4: a bit more

Pentium 111 Pentium 4 Northwood Pentium 4 Prescott
Pipeline Stages 10 20 32
L1 data cache 16KB 8KB 16KB
Max. efficiency 3 nops/cycle 3 nops/cycle 2.88 pops/cycle (?)
32-bit load 3/1 2/1 4/1
32-bit add 1/0.5 0.5/0.25 1/0.25
32-bit xor 1/05 05/05 1/0.5
32-bit shift 1/1 4/1 1/ >05
mov ebx,[eax] 4 cycles 3 cycles 5 cycles
mov eax,ebx
movg mmoO,[eax] 4 cycles 13 cycles 18 cycles
mov eax,mm0
Other stall factor decoding unit transfer

(latency/throughput) 60
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How to measure performance

XOr eax,eax XOr eax,eax & ”

cpuid cpuid Overhead

rdtsc rdtsc

mov CLK1,eax mov CLK3,eax

XOr eax,eax XOr eax,eax

cpuid cpuid

Encryption(...,block) /* nothing */

XOr eax,eax XOr eax,eax

cpuid cpuid

rdtsc rdtsc

mov CLK2,eax mov CLK4,eax

XOr eax,eax XOr eax,eax

cpuid cpuid

( (CLK2-CLK1) - (CLK4-CLK3) )/ block .

M“_SUBISHI Changes for the Better
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Difficulties in Measurement

e Common Implicit Assumptions
— Should run in a constant time without interruptions
— Should take more cycles if an interruption takes place

» These assumptions do not hold on Pentium 4 (?)

HT: Hyperthread Northwood w/o HT | Northwood with HT
Most frequent cycles | 632 cycles 636 cycles

Minimum cycles 632 cycles 600 cycles (very rare)

“Overhead” measurement results

Also Prescott Stepping 3 Revision 0 looks unstable
62




Advanced Encryption Standard

Cipher(byte in[4*Hb], byte out[4*Hb], word w[Hb* (He+l)1)
begin
byte state[4,6Hb]

state = in

for round = 1 atep 1 to Hr-1

SubBytes (ztate] !l See Sec. H.
ShiftRows (atate) /f See Sec. 5.
MixColumns (atate) // See Sec. 5.
AddRouwndEey (state | wlround*Nbk, (round+l)*Nb-1])

end for

SubBytea(atate)
EhiftRows (atate)
AddRoundEey (atate, w[Hr*Nbk, ([(Hr+l)*HNbh-1])

out = atate
end

AddRoundFey (state, w[0, Nb-1]) /f See Sec. 5.1.4

Figure 5. Pseudo Code for the Cipher.!

Changes for the Better

63

S_Box . - ShiftRows ()
sﬂ.l'l s

5, 3, 5 5, 5, 5 5
o1 | %02 | foz1— | 00 | So1 | S0z | So3 ~a
S0 L2 | S13 5 T b | S ' ' ' '
5., s, 2 Sro |Sed [Sr2|Ses Sr0| S |Sr2 |53
LT y (R - .
Sz | f21 | 22| Sas S10| %21 | S22 | S23
' : s
Fi0| 51| Faz [ 5aa J3p | Fan | Saz | Saa
. . Soa | So1 | S0z [S03 Soo [ Soa1 | fo2 | Saz
Figure 6. SubBytes () applies the S-box to each byte of the State.
So | S [ Sz | S @ S| S | s | Sne
S10| 521|822 |53 ]@ 532 [ S23 | %20 | 511
S50 | %51 | 552 |53 @ S33 [ S50 | a1 | a2

50| [02 03 01 01][s.
5. (01 02 03 01| s,

“lo1 01 02 03||s,
50| [03 01 01 02]|s,,

Changes for the Better

MixColumns ()

LY .
0,
50,2 [Joa alll P
512 |13 Sie 15,2 | 513
52| %23 S2c 15,5 | 523
5 i 3 . .
532 [ S33 3 [532| S1a Figure 10. addRoundKey () XORs each column of the State with a word

Figure 9. MixColumns () operates on the State column-by-colur.....

from the key schedule.

64
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One round of AES is simple

ShiftRow+SubBytes+MixColumn

A’= TO[A,] ~ T1[B,1 ~ T2[C,] " T3[D,]l AA/B&/CMDO
B”= TO[B,] ~ TL[C;] ~ T2[D,] ~ T3[A] |A1]Bu|Ca[Ds
C’= TO[C,] ™ T1[D,1 ™ T2[A,1] ™ T3[Bsl A,[B,|C,| D,
D= TO[D,] ~ T1[A,] ~ T2[B,] ~ T3[C,] Aa/\Bj\C D
AddRoundKey T T T T
A = A N KeyA ABCD
B = B” ™ KeyB A,B,C,D,A”,B”,C?,D’:4-byte data
C =C” ™ KeyC A;: i-th byte of A
D =D" "™ KeyD Ti: 1KB table (1byte->4bytes)
Another tables i1In the final round
65
MITE%J;%SHI Changes for the Better
AES round function In x86
ShiftRow+SubBytes+MixColumn
] : 2 0 can be done by a four-time repetition
X o reeee of the following sequence:
ebx [ | reg32 1 movzx esi,cl
— B mov/xor reg32 2,T2[esi*4]
— movzXx esi,ch
ecx —| reg32_2 mov/xor reg32 1,T1[esi*4]
— shr ecx,16
] movzx esi,cl
edx% — reg32_3 mov/xor reg32 0,TO[esi*4]
- movzx esi,ch

mov/xor reg32_3,T3[esi*4]

66
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Changes for the Better

=sRun
Our implementation of AES
Pentium 11l | Pentium 4 Pentium 4
Northwood | Prescott
pops / block 596 654 654
cycles / block 237 251 284
cycles / byte 14.5 15.7 17.8
uops / cycles 2.57 2.61 2.30
Slow in Prescott probably due to its high load latency
67
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X86 Vvs. x64:. Registers

64bit 32bit 128bit
rax| [ eax | = TJax|=[ Emal | XmmO |
rbx | [ ebx |=[ [bx]=[ bholl | xmmd |
rex| | eex = fex|=[ khell | xmm2 |
rox| | eox |=[ fax|=| dhdll | xmm3 |
rsi| | esi |- [st|=] sil | xmmé4 |
rdi | | egr |=[ [du]-=| gil | xmm5 |
rbp| | ebp |=[ [bp|=| bpl | Xmmé |
rsp| | esp |=[ lsp|-=| spl | xmm7 |
rg | [ r8d J=[_ Tréw| = | [8p | Xmm8 |
ro | [ rod J=[_ Trow] = | Fon | xmm9 |
rio| [ riod ] = [ [riow = | fi0b | xmm10 |
riif [ r1id | = [ Ir1iW = | M | xmm11 |
ri2| [ ri2d | =1 [r12w = | Mizh | xmm12 |
ri3| [ r13d = [ r13w = | f13p | xmmi13 |
ri4| | riad | = | [r14v = | fi4p | xmml14 |
ris| | ris5d |=[__ [ri5wW = | ey | xmm15 s
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x64: Better and Worse

(+) more registers, longer registers

(+) most instructions have a 64-bit form
ex) rol reg32,8 => rol reg64,8

(-) longer instruction, inefficient decoding
a prefix byte needed for an extended instruction form.
(-) a 64-bit instruction is not always fast

ex) “shift” and “rotate” on Pentium 4
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Pentium 4 vs. Athlon 64

Pentium 4 (Prescott core) up to 3.8GHz
(+) long pipeline stages, high clock frequency

(+) instructions are cached after being decoded
(-) poorly documented, never works as Intel claims

Athlon 64 up to 2.8GHz

(+) high superscalability (5 uops/cycle)

(+) well documented, less frustrating for programmers
(-) its decoding stage can be a bottleneck
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Instruction Latency/Throughput

Processor Pentium 4 Prescott Athlon 64
(EMBA4T) (AMD64)
Operand Size 32-bit | 64-bit 32-hit 64-bit
mov reg, [mem] 4, 1 4, 1 3, 2 ' 3, 2
mov reg,reg 1, 2.88 1, 2.88 1, 3 1, 3
add/sub reg,reg 1, 2.88 1, 2.88 1, 3 1, 3
xor/and/or reg,reg 1, 2 1, 2 1, 3 1, 3
shr reg, imm 1, 1.75 7, 1 1, 3 1, 3
shl reg, imm 1, 1.75 1, 1.75 1, 3 D1, 3
ror/rol reg, imm 1,1 7, 0.14-1 1, 3 1, 3
latency, throughput
slow 64-bit right shifts and 64-bit rotations -
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Rotate shifts on 64-bit Pentium 4

rol rax,1
rol rbx,1
rol rcx,1
rol rdx,1
rol rsi,l
rol rdi,1
rol rbp,1

rol
Xor
rol
Xor
rol
Xor
rol
Xor
rol
Xor
rol
Xor
rol

rax,1
ro,r9
rbx, 1
ro,r9
rcx,1
ro,r9
rdx,1
ro,r9
rsi,l
ro,r9
rdi,1
ro,r9
rbp,1

49 cycles (throughput: 1/7) 7 cycles (throughput : 1)
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32 bit 64 bit (1) ! 64 bit (2)
xor eax,0O[esi+ecx] xor rax,0[rsi+rcx] 1 xor rax, TABLE+O[rcx]
xor ebx,4[esi+ecx] xor rbx,8[rsi+rcx] i Xor rbx,TABLE+8[rcx]
add ecx,8 add rcx,16 + add rex,16
Length 10 bytes 13 bytes i 18 bytes
Pentium 4 2.2 cycles 2.2 cycles i 2.2 cycles
Athlon 64 1.0 cycle 1.0 cycle i 1.4 — 1.9 cycles
32 bit 64 bit (1) ! 64 bit (2)
movzx ecx,al movzx rcx,al imovzx rcx,al
xor  ebx,[esi+tecx*4] | xor  rbx,[rsi+rcx*8] | xor  rbx,TABLE[rcx*8]
shr  eax,8 shr  rax,8 i shr  rax,8
Length 9 bytes 12 bytes i 16 bytes
Pentium 4 1.7 cycles 7.0 cycles i 7.0 cycles
Athlon 64 1.0 cycle 1.0 cycle i 1.0 cycle
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Performance of AES on x64 Processors

» The structure of AES is optimized for 32-bit processors.
» Free from “register starvation” due to 16 general registers.

Performance of AES (128-bit key) on Athlon64/Pentium 4

AES
Processors Athlon 64 | Pentium 4 Pentium 4
64-bit 64-bit 32-bit
cycles/block 170 256 284
instructions/cycle 2.74 1.81 -
uops/cycle 3.53 2.34 -
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Bitslice Implementation of Block Ciphers

Introduced by Biham (FSE’97)

n-block parallel execution using n-bit registers

1 software instruction = n simple hardware gates
— AND, OR, XOR, NOT...

Very efficient if

— registers are long

— registers are many

— the target algorithm is small in hardware

Protection against cache timing attack
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Principle of Bitslice Implementation

‘ ‘ i i |ﬂ v v i
_n-bit register 1 Il Cipher | | Cipher Cipher
n-bit register 2 Block Block | ------- Block
n-bit register 3 1 2 n

Ex) xor regl,reg2

Is an n-parallel execution of

[\_M u 2-bit-input/1-bit-output XOR
‘ _n-bit register b |

of each block.
VY, \V 76
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Bitslice and S-box

» Many recent block ciphers have adopted
an 8x8 S-box (a lookup table), linearly equivalent to
an inversion over GF(28).
— AES, Camellia, SNOW?2.0, ARIA etc

« An inversion over GF(29) is strong against
differential/linear attacks (actually best known),
but can be weak against cache timing attacks.

» The bitslice implementation can compute
an inversion over GF(28) without a table lookup.
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Multiplication over GF(22") using GF(2")

Basis of GF(22")/GF(2"): (1, a)

*Nr(a)
Mul »Conl
Add— Zo
:Mul
Add— Z;
o Add
X, I
Mul
Yo Add
Yy 3 multiplications over GF(2")

ZytZ,a = (XX @) (YotY,a)  where Tr(a)=1
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Inversion over GF(22") using GF(2")

\ 4 A 4

Add

Changes for the Better

Mul—— <,

Add

Invi—

Mul—— 4,

ZytZ,a = 1/ (X+X)

where Tr(a)=1
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Implementation Results

The Full AES S-box

Basis Change
(before inversion)

Inversion

Basis Change
(after inversion)

Constant XOR

Total

12

177

16

(4)

205 (209)

Performance of Bitsliced AES/Camellia on Athlon64/Pentium 4

AES Camellia
Processors Athlon 64 | Pentium 4 | Athlon 64 | Pentium 4
cycles/block 250 418 243 415
instructions/cycle 2.75 1.66 2.74 1.61
uops/cycle 3.20 1.93 2.99 1.75

80




M"_SUB.SHI Changes for the Better
=11

Concluding Remarks

» A combination of lookup tables and logical operations
Is suitable for both software and hardware.

« Understanding hardware is important in doing software.

» Pentium 4 looks a dead end of processor design

— The long pipeline leads to an overheating problem
— AMD Athlon64 very often runs faster than Pentium 4

 Parallel encryption will be increasingly important

 Intel’s new ‘Core’ processors go back to Pentium Il

— Bitsliced ciphers can be much faster on Core2 o
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