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Dobbertin, “Cryptanalysis of MD4,"
Journal of Cryptology, Vol. 11 No. 4

h(x|R1) = h(x|R2)

Daum and Lucks, “Attacking Hash Functions by Poisoned Messages "The Story of
Alice and her Boss",” Presented at the rump session of EUROCRYPT '05, 2005 ]

Max Gebhardt, Georg lllies, and Werner Schindler, “A Note on the Practical Value of u

Single Hash Collisions for Special File Formats,” Proceedings of Cryptographic

Hash Workshop
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SSL/TLS

RC2(40), DES (40,56), Triple DES, IDEA, AES, Camellia, SEED
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SHA-1, MD5

128 bit SSL J

BABRORE (IR | DFER )
Lgawm[; TSR A AR T 1 T AR T
128b°it88|_t:=tf51‘£‘ﬁﬁ’s-{l%7k5§®ﬂ%%1 bAoA (ZL T, (EALREEICE

haF U M IERE, PR LIOB=E TR RANY, F a4
ST/ T B ERRIELET, Yy
<

(128 bit S5L(Secure Sockets Laver) B S{bEihOIFHA

DREEE SR, 4839 B{EE128 bit 35L(Secure Sackets Layer) 1133
AIESLIEITEEAL. HESTOESGRBIAEI NI, EECEFRISNYENLLS
\oFELTLE T, J

(1) EIET —2OESE
S5l HEE HHFIEREDIESEHEHTERIAL T
LET.

A =2y MR A 2BE TR SSH Secure SoketsLayer RS {LEEATERA
* SREAUT LA LD RERIE S EEERAL T, BIROEE- B0 SR 5L, TRUE
T
AR TIES LN ETHO BRI 201 08B DR S5 IR DTS
fal, iz, AT Bbizfa U T-raEEh L T S bl i T E T,

AR BT 1280 o ROAY 188 9 Triple-DES7IE MIEEI 3 N7 60AE ), SSLaTHEEN T ETAT DEESH LT
NWETOT, FNLICHEL TWAZFS T REHFEL. BEATEENCRE T L0 TEE .

@  (Camellia | 20081127 internet Week 2008

|
SSL2.0
SSL 2.0 HTTPS SSL
IPA
Sell
1—R Ir
- tﬂﬂiﬂ"ﬂ}saﬁﬁitfﬁ'::w'y:‘z:z{?"-ﬂ*rHﬂ
EV SSL o mne]
|§ bl /220157262133 uiFindestim] e \@ EIERZOIZ - \ -

|: IE  Firefox :|

ITPro>

@  CamelIlla | 20081127 internet Week 2008




" JEE
SSL/TLS

: (RSA,DSA, DH), (MD5,SHA-1),
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Pre Master Secret SSL J

\ { Pre Master Secret} )
l SSL \

Pre Master Secret
Master Secret Master Secret

Session Key } Session Key

L‘Elﬂ]ﬂ_ﬂ'lﬂ 20081127 Internet Week 2008

[ |
B AES256-SHA RC4-SHA
_ 2048 RSA 1024 RSA
_ AES 256 512 RSA
E RC4 SHA1l
[
F 128 SSL
[
E SSL

K e -
e Cameéllia 20081127 Internet Week 2008




u
SSL
u 2008 10 11
u
|
i
B IE6, IE7, Firefox3
147 138

b =5 #
B CarfieTlia B e

SHA1 SHA1 SHA1
with RSA — 1 with RSA SHAT™ o with RSA

2048 1000 _vithRSA M- 1000
HISS- sHa1 | Mpswith 7 /e RsA  29%
: with RSA RSA St 1024
2048 1024 SHAT : 13.0%
31.3% = 25.2% with RSA
Sh od—— | e
with RSA ,3-5%“""'”;253“ SHAT
1024 SHA1 with RSA
EVSSL with RSA E:gg; 1024
1.4% 1024 SHAL with RSA 1024 EVSSL E 50.0%
41.5%
2~3%F
14ELIA, 1E~1EE 1EL~2F 2~3F 3FELL 14ELIA, 1S~ 152 15~ 20 O
17.7% 40.8% 6.1% 34.0%  1.4% 44.9% 34.1% 15.9% 3¢

MK ~, s
e Cameéllia 20081127 Internet Week 2008




“

~

CAMELLIA256-SHA 0.0% 10.0% |
AES256-SHA |1158.5% 1 . 674%
JCRYPTREC
CAMELLIA128-SHA 0.0% 10.0% |
AES128-SHA [11160.5% 1] essr |
|

DES-CBC3-SHA |NONBRII

RC4-SHA I
IDEA-CBC-SHA 17.7% 11.6% |
RC4-MD5 98.0% | 100.0% |
DES-CBC-SHA - —| =6
Y— 1 GERASHREELL 1% —|
RS L —| 40
SSL2.0FIF |
Camellia  so0s1127 internet week 2008
Internet Explorer 6 (XP SP2) Firefox 3 (XP SP2)
i | AES256 7R

0.7 %/ﬁ/ -~ DES\:\*\\\ -SHA 2.7%

CBC3-
11.6%  SHA $128

2.7% =SHA -/

CBC3-SHA

RC4-MD5

2+ Cameéllia 20081127 Internet Week 2008




"

Internet Explorer 6 (XP SP2) Firefox 3 (XP SP2)

BHR AES256 7B
-SHA  1.4%

Camellia 20081127 Internet Week 2008

AES256-SHA

AES256-SHA

Camellla | 20081127 internet Week 2008




" JdE
SSL
Firefox 3 (XP SP2) AES

SHA1
with
RSA

2048

EVSSL

0.0%

SHA1
with
RSA

MDS
with RSA 1 4%

1024

23.6%

SHA1
with RSA
2048
30.6%

SHA1
with RSA _
1024

EVSSL

SHA1
with
RSA

g

20081127 Internet Week 2008

&, Cameétlia

1000

SHA1
with
RSA

1024

32.9%

SHAT
~ with
RSA
1024

3.8%

Www

( SSL/TLS

by Camellia

Sever: Apache+OpenSSL
‘ Camellia

AR TTIAT

Apache Lounge
mrrr s & dan e

The Camellia cipher

This ciphe me: n MESSIE project, the Japanese CRYPTREC project, added
o the SSLTLS chher’ hst bv RFC 4132 e CameHla algarithm will be in FlraFox % Ttis not enabled bv default in
OpenssL.

The Cameliia home site mentions that there are export (from Japan) restrictions which may make Japanese
distributars cautious, but these are general restrictions on all strong {64+ bit) cryptography. There is nothing
camellis-specific about these Japanese export restrictions, so adding Camellia doss ot change the Japansse sxport
situation,

OpenssL

If you build dpenSSL for distribution to Japan or
Code:

PERL Configure VC-WIN32 enable-camesllia

Europe, adding camellia is recommended:

Apache Lounge, http://www.apachelounge.com/forum/viewtopic.php?t=1992

Camellia

oS OpenSSL Camellia

Fedora Core 9
FreeBSD 7.0

OpenSUSE 10.3 Gentoo Linux 2008.0
FreeBSD ports 2007/6/12
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