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Value [T Code Reference [Z]
1 ORIGIN RFC4271]
2 AS_PATH [REC4271]
3 MNEXT_HOP RFC4271]
4 MULTI_EXIT_DISC RFC4271]
5 LOCAL _PREF [RFC4271]
6 ATOMIC_AGGREGATE RFC4271]
7 AGGREGATOR RFC4271]
8 COMMUNITY RFC1397]
9 ORIGINATOR_ID RFC4456]
10 CLUSTER_LIST RFC4456]
11 DPA [Chen, E.. Bates. T., "Destination Preference Attribute for BGP". Waork in progress, March 1996.]
12 ADVERTISER {Historic) RFC1863][RFC4223]
13 RCID_PATH / CLUSTER_ID (Historic) RFC1863][RFC4223]
14 MP_REACH_MLRI RFC4760]
15 MP_UNREACH_MLRI RFC4760]
16 EXTENDED COMMUNITIES [Eric_Rosen][draft-ramachandra-bgp-ext-communities-00][REC4360]
17 AS4_PATH RFC4593]
18 AS4_AGGREGATOR [REC4593]
19 SAF| Specific Attribute (SSA) [Gargi_Malawade][draft-kapoor-nalawade-idr-bgp-ssa-00][draft-nalawade-idr-mdt-safi-00][draft-wijnands-mt-discovery-00]
20 Connector Attribute [Gargi_Malawade][draft-kapoor-nalawade-idr-bgp-ssa-00][draft-nalawade-idr-mdt-safi-00][draft-wijnands-mt-discovery-00]
21 AS_PATHLIMIT (TEMPORARY - Expires 27 October 2007) | [draft-ietf-idr-as-pathlimit]
22 PMSI_TUMMEL (TEMPORARY - Expires 19 June 2008) draft-ietf-l3vpn-2547his-mcast-bgp]
23 Tunnel Encapsulation Attribute RFC5512]
24 Traffic Engineering RFC5543]
25 IPvG Address Specific Extended Community [REC-igtf-| 3vpn-vG-ext-communities-02]
26-254 | Unassigned
255 Reserved for development

http://beta.iana.org/assignments/bgp-parameters/bgp-parameters.xml#bgp-parameters-2

http://beta.jana.org/assignments/bgp-parameters/ : BGPEH#EDAFE/XT A — &
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2. 200942 A AS_PATH too long

+ WD TRVASSZALHE N, Y E— b OPeerdSLIH

s 2009/2/17 1:23~2:23 (JST) AS478687%
2521

94.125.216.0/21 *[BGP/170] 00:31:49, MED 22367, localpref 100

AS path: 3356 29113 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868 47868
47868 47868 47868 47868 47868 47868 47868 1
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N
AS path length update time (UTC) announced prefix Prepending AS originAS
257 (251 prepends)Matches Mikrotik Bug 2009-02-09 18:31 [AS path] @ AS45307 @ AS45307 @
{ 255 (252 prepends)Matches Mikrotik Bug 2009-02-16 17:06 [AS path] @ AS47368 @ AS47865 @
249 (242 prepends) 2009-03-14 17:59 [AS path] @ AS48262 @ AS45262 @
248 (242 prepends) 2009-03-14 23:35 (A4S path] @ AS48262 AS48262
203 (200 prepends) 2009-08-27 04:32 [AS path] @ nsz9786 O asz9786 O
181 (176 prepends)Matches Mikrotik Bug 2009-02-19 21:02 [AS path] @ AS20912 @ AS20912 @
47868 % 256 —_ 252 149 (145 prepends)Matches Mikrotik Bug 2009-04-03 15:23 [AS path] @ AS8337 @ AS8337 @
143 (129 prepends) 2009-02-25 19:56 [AS path] @ AS44436 O AS44436 O
AN % ) :6 — o1 142 (134 prepends)Matches Mikrotik Bug 2009-04-10 06:34 [AS path] @ AS48262 O AS48262 @
TJIIYY / 7Y =9V “=J+ 141 (134 prepends)Matches Mikrotik Bug 2009-03-29 21:37 (AS path] @ AS4E262 AS48262 O
141 (134 prepends)Matches Mikrotik Bug 2009-04-09 11:47 [AS path] @ AS45262 O AS45262 O
125 (121 prepends) 2009-07-28 15:52 [AS path] @ AS30625 @ AS30625 @
118 (108 prepends) 2000-02-13 23:46 [AS path] @ nS320625 @ 1520625 @
111 (100 prepends) 2009-08-30 02:18 [AS path] @ AS538753 @ A538753 0
105 (101 prepends) 2009-07-27 07:58 [AS path] @ AS539625 @ AS539625 @
104 (101 prepends) 2009-10-27 21:38 (AS path] @ 4539625 @ A539625 @
104 (101 prepends) 2009-10-27 23:02 (A5 path] @ 1539625 @ 1539625 @
1032 (101 prepends) 2009-10-12 10:17 [AS path] @ AS30625 @ AS30625 @
1032 (101 prepends) 2000-10-13 00:25 [AS path] @ nS320625 @ 1520625 @
103 (101 prepends) 2009-10-19 19:53 [AS path] @ A539625 @ A530625 @
102 (94 prepends) 2009-07-01 02:20 [AS path] @ AS532258 @ AS32258 O
94 (91 prepends) 2009-10-14 00:52 (AS path] @ 4539625 @ A539625 @
94 (91 prepends) 2009-10-17 02:26 (A5 path] @ 1539625 @ 1539625 @
94 (91 prepends) 2000-10-20 03:37 [AS path] @ 4539625 @ A539625 @
94 (91 prepends) 2009-10-20 23:04 (a5 path] @ 1539625 @ 1539625 @
04 (91 prepends) 2009-10-22 14:14 [AS path] @ 4530625 @ A5320625 @

http://www.bgpmon.net/maxASpath.php
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3. 20094E3 8 AS CONFED_SET/SEQUENCE in AS4 PATH

H LY : OLD BGP speaker&ENEW BGP Speaker

AS 100000 E : AS 500

: AS4 Aware

AS4 Aware

AS4 Aware

AS PATH 100000 200 23456 300 200 23456 400 300 200 23456 500 400 300 200 100000

AS4_PATH 200 100000 200 100000 200 100000

http://irs.ietf.to/past/docs_20090218/irs19_ MK_IRS_AS4_PATH.pdf
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3. 20094E3 8 AS CONFED_SET/SEQUENCE in AS4 PATH

H =5l : ConfederationBF D IELULNENE

AS 100000 AS 500
AS4 Aware
AS4 Aware
— "\\‘ '
Sul:j-AS 65001 Sub-AS 65011
UPDATE> - ‘-I
AS4 Aware AS 200
AS PATH 100000 (65001) 23456 200 23456 400 200 23456 500 400 200 100000
AS4 PATH 100000 100000 100000

2009/11/25

http://irs.ietf.to/past/docs_20090218/irs19_ MK_IRS_AS4_PATH.pdf
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3. 20094E3 8 AS CONFED_SET/SEQUENCE in AS4 PATH

IL—EREIZE-TIE,
Malformed attributed&

L. ETEEET .

( rfc4271 section 61Z1%

'!'S'Lf:'.mﬂi} ..... I AS4 Aware

AS 100000

AS PATH 100000 (65001) 23456 200 23456 400 200 23456

coht
AS4 PATH fE &L =(65001) 100000 (65001) 100000 (65001) 100000

http://irs.ietf.to/past/docs_20090218/irs19_ MK_IRS_AS4_PATH.pdf
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3. 20094E3 8 AS CONFED_SET/SEQUENCE in AS4 PATH

- RFC4271Tl%. PeerZresetd "Zx Lil#iEh T3
o D, A4 TldReset L7z1Z 5 3D DFEEE
o VendorBPRFCZHEH L T NTHDONLELLEDONTND
o ARIZKEE TPeer YW S AU, transit S N T ITHFLITT NS
o ZUREIE D A Zignore T HEEEPLEE LD TIX?
o — RO AELEIZ X D Peer2EDBY Y FENBLEIZTR VDO TIE?

o SBOF
o Error handling(Z B U THEHNIZ E€FET D HInIC
= draft-ietf-idr-rfc4893bis-01.txt
A NEW BGP speaker that receives a malformed AS4_PATH attribute in an
UPDATE message from an OLD BGP speaker MUST discard the attribute,

and continue processing the UPDATE message. The error SHOULD be
logged locally for analysis.

+ Discard U CPeerlZflkii 4 X Z & HH
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4. 2009%

~8

problem), Data:

AS4 PATH OxE01100

- AS4_PATH [oxEo1100] DORREEHIAE L. UK E G LIEEHE
DY E— FASDPeerHup/downZf ) 83
= bgp_read_v4_message: NOTIFICATION received from

xxX.xxx.Xxx.xxx (ExternalAS 65400):

» code 3 (Update Message Error) subcode 11 (AS path attribute

€0 11 00

Value [T Code [T] Reference
1 ORIGIN [REC4271]
2 AS_PATH [REC4271]
3 NEXT_HOP [REC4271]
4 MULTI_EXIT_DISC [REC4271]
5 LOCAL_PREF [REC4271]
6 ATOMIC_AGGREGATE [REC4271]
7 AGGREGATOR [REC4271]
3 COMMUNTY [REC19497]
9 ORIGINATOR_ID [REC4456]
10 CLUSTER_LIST [REC4456]

11 DPA

[Chen. E., Bates. T.. "Destination Preference Attribute for BGP", Work in progress, March 1996 ]

12 ADVERTISER (Historic)

[RFC1863][REC4223]

13 RCID_PATH / CLUSTER_ID {Historic)

[REC1863][REC4223]

e:
1:optional

1 transitive

1 partial

o attribute length=10ctet
o}

0Xx11=17

14 MP_REACH_NLRI [REC4T60]

15 MP_UNREACH_MNLRI [RECATEQ]

16 EXTEMDED COMMUNITIES Eric_Rosen draﬂ-ramachandra-bcE-ext-commumties-UOURFC-iSBUW
—=— o - =TRA e

13 AS4_AGGREGATOR [REC4593]

19 SAF| Specific Attribute [SSA)

[Gargi_MNalawade][draft-kapoor-nalawade-idr-bop-ssa-00][draft-nalawade-idr-mdt-safi-00] [draft-wijnand s-mt-discovery-00]

Connector Attribute

[Gargi_MNalawade][draft-kapoor-nalawade-idr-bgp-s5a-00][draft-nalawade-idr-mdt-safi-00] [draft-wijnands-mt-discovery-00]

pal AS_PATHLIMIT (TEMPORARY - Expires 27 Qctober 2007)

[draft-istf-idr-as-pathlimit]

22 PMSI_TUNMEL (TEMPORARY - Expires 19 June 2008) [draft-ietf-I3vpn-2547his-mcast-bop]
23 Tunnel Encapsulation Attribute [REC5512]
24 Traffic Engineering [REC5543]
25-254 | Unassigned
255 Reserved for development

2009/11/25
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nanog@nanog.orq 8718

From: "Ballard, Eric" <Eric.Ballard@suddenlink.com>

Date: Mon, 17 Aug 2009 17:21:08 -0500

Subject: RE: Anyone else seeing "(invalid or corrupt AS path) 3 bytes
Eo1100" ?

With the help from our transit providers and Cisco TAC the issues looks to be
that ASXXXX is sending ASo and causing the corruption when processed in
our Cisco CRS routers.

. LUR

2009/11/25 copyright (c¢) 2009 Tomoya Yoshida



4. 200948 A AS4 PATH 0xE01100

BGP Update @ AS38639

Aug 18 02:07:25.304209 BGP RECV message type 2 (Update) length 61

Aug 18 02:07:25.304223 BGP RECV flags 0x40 code Origin(1): IGP

Aug 18 02:07:25.304236 BGP RECV flags 0x40 code ASPath(2) length 6: 4713 9354
Aug 18 02:07:25.304247 BGP RECV flags 0x40 code NextHop(3): x.x.x.x

Aug 18 02:07:25.304256 BGP RECV flags 0x80 code MultiExitDisc(4): 0

Aug 18 02:07:25.304266 BGP RECV flags oxeo code AS4Path(17) length o: <null>
Aug 18 02:07:25.304287 BGP RECV XXX.XXX.192.0/20 , XXX.XXX.112.0/20

Aug 18 02:07:25.304368 bgp_ rcv_nlri: xxx.xxx.192.0/20

Aug 18 02:07:25.304398 bgp_ rcv_nlri: xxx.xxx.192.0/20 duplicate update

Aug 18 02:07:25.304409 bgp_rcv_nlri: xxx.xxx.112.0/20

Aug 18 02:07:25.304425 bgp_rev_nlri: xxx.xxx.112.0/20 duplicate update

H# TBGP/¥7 » b Z&dumpL TH< T LAIFETT
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Bogon 7 « /L&

= Bogon/L'— |
o bogus(fB D D) LS FEPLLHIRAELEZELD T, Bogonb—  &id, &
KL & ENR U PrefixD Z &
- Bogon” 1 L X
= Bogonl— FZGWNL—XETT7 4 NEZ L, KRILEESNEZRE TR

WIS ZE 7 A NRTHT &
TF7AR—=FT RL R 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16
N—T Ny T RLRA 127.0.0.0/8
Vo rua—hAn7 RLRA 169.254.0.0/16
TEST-NET 192.0.2.0/24
RVF<—T7F5 R b 198.18.0.0/15
<N FEXEXYx AT LR 224.0.0.0/3

IANA Reserve BIAE /8 x26
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IRR: fltr-unallocated object

$whois —h jpirr.nic.ad.jp fltr-unallocated

filter-set: fltr-unallocated admin-c:

descr: _Unallocated (by IANA) IPv4 prefixes. tech-c:

filter: ({1.0.0.0/8"+, - remarks:
5.0.0.0/8"+,
14.0.0.0/8"+,
23.0.0.0/8"+,
27.0.0.0/8"+, notify:
31.0.0.0/8"+, mnt-by:
36.0.0.0/8"+, changed:
37.0.0.0/8"+, changed:
39.0.0.0/8"+, changed:
42.0.0.0/8"+, changed:
49.0.0.0/8"+, changed:
50.0.0.0/8"+, changed:
100.0.0.0/8"+, changed:
101.0.0.0/8"+, — 26@ changed:
102.0.0.0/8"+, changed:
103.0.0.0/8"+, changed:
104.0.0.0/8"+, changed:
105.0.0.0/8"+, changed:
106.0.0.0/8"+, changed:
107.0.0.0/8"+, changed:
176.0.0.0/8"+, changed:
177.0.0.0/8"+, changed:
179.0.0.0/8"+, changed:
181.0.0.0/8"+, changed:
185.0.0.0/8"+, source:

223.0.0.0/8"+}

RED #R Y D /8% F3FTRRMDObject

TY6070JP
TY6070JP
For the complete set of bogons, please see:
fltr-martian - special use and reserved prefixes.
fltr-bogons - fltr-unallocated + fltr-martian.
http://www.cymru.com/Documents/bogon-list.html
irr-admin@nic.ad.jp
MAINT-JPIRR
irr-admin@nic.ad.jp 20060712
irr-admin@nic.ad.jp 20060831 #RIPEx3
irr-admin@nic.ad.jp 20061011 #ARINx4
irr-admin@nic.ad.jp 20070118 #APNICx5
irr-admin@nic.ad.jp 20070330 #RIPEx2
irr-admin@nic.ad.jp 20070731 #RIPEx2
irr-admin@nic.ad.jp 20071001 #LACNICx2
irr-admin@nic.ad.jp 20071030 #APNICx2
irr-admin@nic.ad.jp 20080215 #ARINx2
irr-admin@nic.ad.jp 20080215 #add 014/8
irr-admin@nic.ad.jp 20080529 #APNIC 112/8 113/8
irr-admin@nic.ad.jp 20081104 #AfriNIC 197/8
irr-admin@nic.ad.jp 20081113 #APNIC 110/8 111/8
irr-admin@nic.ad.jp 20081224 #ARIN 108/8 184/8
irr-admin@nic.ad.jp 20090204 #RIPE NCC 109/8 178/8
irr-admin@nic.ad.jp 20090501 #APNIC 180/8 183/8
irr-admin@nic.ad.jp 20090804 #APNIC 175/8 182/8
irr-admin@nic.ad.jp 20090922 #RIPE 2/8 46/
JPIRR

AllocationE NN TWR\/8ZR# LIEIRRDF 7V =7 b D
BIEJPNICIZ TAF 7T = 7k ZRERFEHr
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- BT 4 VA HEH

o FOREID IR D FFITIEE B A
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HLTWS

NANOGADIANADRHDY <A U X

On 09/10/2009 4:22, "Matthew Walster" <matthew at walster.org> wrote:

> A customer of mine is reporting that there are a large number of addresses

> he can not reach with his addresses in the 109/8 range. This was

> declassified as a BOGON and assigned by IANA to RIPE in January 2009.

>

> If you have a manually updated BOGON list, can I please ask that you review
> it and update it as soon as possible please? His addresses in 89/8 and 83/8
> work just fine, hence this presumption of BOGON filtering.

This might be a good moment to list all the /8s allocated so far this year.

046/8 RIPENCC 2009-09 whois.ripe.net ALLOCATED
002/8 RIPENCC 2009-09 whois.ripe.net ALLOCATED
182/8 APNIC 2009-08 whois.apnic.net ALLOCATED
175/8 APNIC  2009-08 whois.apnic.net ALLOCATED
183/8 APNIC 2009-04 whois.apnic.net ALLOCATED
180/8 APNIC 2009-04 whois.apnic.net ALLOCATED
178/8 RIPENCC 2009-01 whois.ripe.net ALLOCATED
109/8 RIPENCC 2009-01 whois.ripe.net ALLOCATED

Also, I'd like to mention that if you ever want to check your filters

against the registry, we have made the columns sortable. It's now nice and

easy to identify newly allocated /8s.
http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.xml

Regards,

Leo Vegoda

2009/11/25 copyright (¢) 2009 Tomoya Yoshida




