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ICANN, NTIA, VeriSignMD & LBH{%

ICANN DoC NTIA VeriSign

IANA Functions Operator U.S. Department of Commerce Root Zone Maintainer
National Telecommunications and Information Administration

e Manages the Key Signing Key (KSK) ® Authorizes changes to the root zone ® Manages the Zone Signing Key (ZSK)

Accepts DS records from TLD operators > DS records Incorporates NTIA-authorized changes

» Key Signing Keys

Verifies and processes request Signs the root zone with the ZSK

» DNSSEC update requests follow the same
Sends update requests to DoC for process as other changes

,a“thlo”zat'o",‘ and to VeriSign for o Checks that ICANN has followed their
implementation agreed upon verification/processing policies
and procedures

Distributes the signed zone to the root
server operators

DINE réconds sanf iram Verifigd data  Authorizad dals Roal Zone
TLD operalor io ICANN waryf iy Dol sl fo VaniSign disfribifad o
‘ e ald

VerlSign

ICAMN
D Root
et ™ M =l DoC |——=| | Unsigned root [—e Signar | Signed root ‘

PA  http://sel.icann.org/meetings/seoul2009/presentation-dnssec-workshop-lamb-28oct09-en.pdf
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’ 201 OEE-I H _7 ﬁ ® December 1,2009
— A—MIZxt L CIER RS + Root zone signed

® [nitially signed zone stays internal to ICANN and VeriSign

- » ICANN and VeriSign begin KSR processing
¢ 201 0£_7ﬁ e ZSK and KSK rolls
® January - July 2010
- E Faﬁ JU T » Incremental roll out of signed root
- FSRNTUH—E A "5 bt
» KSK rolled and trust anchor published

Draft Timeline

} Signed root fully deployed
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Effects of Root Zone Changes

Types of Stress

HNew TLDs DMSSEC IDNs IPv6 addresses

« ZOne size
— In itself not much of a problem ...
— ... but a bigger zone leads to ...

| f TLD enfries m bl M
the root zone
Increases size of
the root zone fil X X X X
Increases amount
£ data per TLD X X X -
ncreases mumbe « Zone volatility
f vanables per b X . .
LD — Affects the volume of data per unit of time
i —— . . that needs to be transferred from the
| TED peryear distribution masters to the individual root
servers.
20 13
PA http://sel.icann.org/meetings/seoul2009/presentation-scaling-the-root-summary-findings-28oct09-en.pdf
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Findings

root zone on the order of thousands of new entries can be
managed only with changes to the current arrangements of
one or more actors.

= On the provisioning side, the ability to scale the root is
completely dominated by the steps that involve human
intervention.

= On the publication side, scaling the root primarily affects
poorly-connected Internet locations.

+  The risks associated addition of a few hundred TLDs can be
managed without changing any actor's current arrangement.

« The risks associated with an annual increase in the size of the

Root Server Operator Headroom

Impact as factor of zone size

capacity

RSO
CAPACITY

RSO
CAPACITY

ROOT ZONE
SIZE

ROOT ZONE

SIZE [
\\ - time | » time
ROOT SIGNED ROOT SIGNED
BEFORE GROWTH AFTER GROWTH

HEADROOM

opyrig apan enter

http://sel.icann.org/meetings/seoul2009/presentation-scaling-the-root-summary-findings-28oct09-en.pdf
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Phase 2 - Signing the Zones

* Turned on afternoon of July 1, 2009

* Both VeriSign and ARIN NOC Operations
on high alert

* Saw increase of outbound traffic z.arin.net:
— Prior to DNSSEC, we were doing ~ 4.5 Mbps.
— After DNSSEC, we jumped up to about 10.5 Mbps.
— Currently 15-17 Mbps

Obligatory Graph

z1 - Traffic - eth0

E 4.0H
o

: \ ~ ~
2 3.0M rr mﬁ\hfiff{iﬁfﬁhl’\qj"\fwff” ﬁhf-\uf"‘\ll

»‘ua‘

b1

Week 27 Week 2% Week 31 Weak 33 Week 35 Week 37 Week 30 Week 41 Week 43
From 20609,/06/22 14:35:32 To 2069/10/22 14:35:32

@ Inbound Current: 1.19 M Average: 1.62 M Maximum: 1.36 M
W Outbound Current: 3.768 M Average: 3.02 M
Maximum: 4,35 M

One instance in load-balanced site

AR_IN

Amarizan Asglsary for ntermat Numbars
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