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M Microsoft Visual Studio: Buffer Security Check(/GS)
B GCC StackGuard(-fstack-protector)

= B: DATA
p DEP(Data Execution Prevention)
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B Apple 10S B Android
M Jailbreak M Rooting

il SoftBank 3G 19:10 @ > O 81%E=" & M@ 17:12

JailbreakMe

by comex (et al.)

GingerBreak v1.2

Options

_ ' Root device
Version too new. You need to Runs the exploit and installs SuperUser
downgrade 1o 4.0.1/3.2.1 or earlier S AT EE e S e

(which may be impossible, UnRoot device

explanation) before you can use this
site.
More Info »

Attempts to unroot the device

Donate

Donate with PayPal

Chal
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http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=android�
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=android�
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=apple+ios�
http://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=apple+ios�
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o ikee (2009 11 )

p Jailbreak IPhone
W OpenSSH

B Android.Geinimi(2010 12 )

P Android

P

P bot
® DroidDream(2011 3 )

P Android

P AndroidMarket

p adb

(rageagainstthecage)
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B ZeuS, SpyEye for Android
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www.dhanjani. L‘.Omﬁp

bankofamerica.com/ < “

Bankof America 55>

Fake demo site for iPhone users only. The bankofamerica.com/ n

URL above is just an image. Scroll up to see

the real URL. Bank of America >
: Fake demo site for iPhone users only. The
Main Men G :
URL above is just an image. Scroll up o see

the real URL.

Main Menu

: http://www.dhanjani.com/ios-safari-ui-spoofing/

Copyright© 2010-2011 JPCERT/CC All rights reserved.

18



A4
(4) JPCERT CC°

o

Raising awareness about inadvertent information sharing

Contact Us

Who have we stalked recently? Links

ICanStalkU was able to stalk _at
http://maps.gpogle.com/?q=-23.2071666667,-45.9136666667

4 minutes ago * .

ICanStalkU was able to stalk at
http://maps.google.com/?q=43.8686833333,-79.5162333333 >

4 minutes ago - v

.« & & @

ICanStalkU was able to stalk at Private Eugene OR

5 minutes ago -

ICanStalkU was able to stalk at Did you know that a lot
.http:.-' /maps.google.com/?q=10.6448833333,-71.6187333333 | of smart phones encode
7 minutes ago - . . . the location of where
pictures are taken?

ICanStalkU was able to stalk at Anyone who has a copy
. http://maps.google.com/?q=29.5594555556,-95.3857666667 can access this

7 minutes ago - - fnkmmmn imm

: http://icanstalku.com/
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Contact Information JPCERT CC°®

Faral
A9

JPCERT Coordination Center
P Email: office@jpcert.or.jp
p Tel: +81-3-3518-4600
P Web: https://www.}pcert.or.jp/

Incident Reports
p Email: info@jpcert.or.jp
P Web: https://www.jpcert.or.jp/form/

Analysis Center
p Email: aa-info@]jpcert.or.jp
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