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Undermining the Business of DDoS Services
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RTBHAHODcommunity

B [ETF grow(Global Routing Operations) WGI(CC.
CommunityDILBIELDIREN SN TULND

65535:666 (C/2DR1AH

Motivation: Different Triggers for Blackholing

Different triggers for Blackholing at IXPs (selection):
* DE-CIX Apollon Blackhole IP Address: FRA: 80.81.193.66, NY: 206.130.10.66

* Netix Blackhole Community: 65499:999

* MSK-IX.ru Blackhole Community: 0:666 %

* NIX.CZ Fenix: RTBH

* TPIX.pl Blackhole Community: 29535:666 \

% Policy control at route servers

Different triggers for Blackholing at ISPs (selection):

* |nit7: Blackhole Community: 65000:666
* Team Cymru: Blackhole Community: 64496: 666
* Hurrican Electric: Blackhole Community: 6939:666
¢ NTT: Blackhole Community: 2914:666

Proposal: One commonly agreed way to trigger Blackholing at IXPs and

ISPs -> Internet Draft
https://tools.ietf.org/html/draft-ymbk-grow-blackholing-00
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Selective Blackhole communities

2914:661 only blackhole inside the region the announcement originated
2914:663 only blackhole inside the country the announcement originated
2914:660 only blackhole outside the region the announcement originated
2914:664 only blackhole outside the country the announcement originated

https://www.us.ntt.net/support/policy/routing.cfm
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B ACL:Access Control ListlC &3P 1HDEFE]
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B BGP flowspec(C KB FhHlDYFE
« StuplezX—X & UEHIE)L—)LZ R (CHCSB] 6.
o MIIL—FINMESNTND flowspeciRERARRIL—74

routing-options {
flow {
route example {
match {
destination X.X.X.X/32;
source Y.Y.Y.Y/32;
destination-port N;
b
then discard;
b
b
b

HARJIL—5 .

protocols {
bgp {
group iBGP {
type internal;
family inet {
flow {
no-validate;

¥
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BGP flowspec(C &k B PAiil

BGP Flowspec(RFC5575)+draft-ietf-idr-flow-spec-v6

Dst IP
src IP e o o
protocol | AFI(2 octets) 1 and 2 I
port P R e e S
Dst port traffic-rate i SAFI (1 octet) 133 and 134 l
Src Port traffic-action | Length of Next Hop Network Address (1 octet) |
ICMP Type . e e o o s +
ICMP Code redirect | Network Address of Next Hop (variable) |
traffic-markin R A T e i e G A
TCP Flags g | Reserved (1 octet) |
Packet Length ) e e T e |
DSCP Action Rule | Network Layer Reachability Information (variable) I
Fragment T
SAFI
Flow Type 133 Dissemination of flow specification rules
134 L3VPN dissemination of flow specification rules
‘eiseo’

JANOG35: BGP Flowspec(RFC5575)
https://www.janog.gr.jp/meeting/janog35/program/bgpfs/ : G
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