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« Demo

‘There are two ways to pay a fine:

Willful possession of extremist materials is a federal crime that carries penaities of up to

fifteen years in federal prison, a $250,000 fine, forfeiture and restitution (18 U.S.C $.2339A)

You were trying to access an extremist directory or due to neglect your system was compromised(Section 297 ‘Computer Neglect').
As a first-tirne offender you are required by law to pay a fine of 250 USD

If the fine is not pald within three days, a warrant will be issued for your arrest,

which will be forwarded to your local authorities. You will be charged, fined, convicted for up to 15 years,

to Fundamental Islamists d

1.You can pay the fine online throug!
Click the tabs below to find the nea

» CryptoLocker

Your personal files are encrypted!

Your mportant files encryption produced on this compuzer: photos, videos, 3
documents, etc. Here s @ complete Is of encrypted fies, and vou can personaly verify
this.

Encryption was produced Lsing 3 unique pudlic key RSA-2048 generated for th
computer. To dacrypt files you need o obtain the private key.

The single copy of the private key, which wil zllove you to ¢ ier-Sthe fik o ¥ |
an 3 secret server on the Internet; server viil * e Key 3atte 3l e
specified in this window. After that. nobodv “nd fie, er\ Wllbe=" 20 % v "o

To obtain tha private kay for thiss™ ut*. @b h e UL TROG™ _Bcry ~ e you
need to pay 300 USD [ 300 EURY . 7 40"t 1 30 he _aréh~"

Click «Next» to select the methog @l @ car

Any attempt to remove or damage this software will lead to the immediate
Private key will he destroyed on destruction of the private key by server.

10/12/2013
3:15 AM

Time left

68:28:

WARNING
We have encrypted your files with CryptoLocker virus

You [fp % th ' (including those on the network disk(s), USB, etc): photos, videos, documents etc. were
A ae "~ it Cr, ‘oLocker virus. The onty way to get your files back is to buy our decryption software.

C. ‘tion’ 2emovi..0f CryptoLocker will not restore access to your encrypted files. The only way to save your
file is 4 buy a decryption software. Otherwise, your files will be lost.

ic re to buy de tion softwar

Our website should also be accessible from one of these links:

http:// 1

Frequently Asked Questions

[+] What happened to my files ?
Understanding the issue

[+] How can | get my files back ?
The only way to restore your files

[+] What should | do next ?
Buy decryption software

[+] 1 can not access to your website, what should | do ?
Accessing website using mirrors
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