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« DNSSEC ValidationskBaooOo =19 B
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— BIND: named.conflCLLTFZE/0

logging {
category dnssec { dnssec_log; };
category lame-servers { dnssec_log; };
channel dnssec _log {syslog local2;
severity info; }; };

— Unbound: unbound.conflCEA %1800

server:
val-log-level: 1

or
server:
val-log-level: 2 (KDFFEHICHD)
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bind

dnssec channel:

#[El: validating dnssec-failed.org/DNSKEY: no valid signature found (DS)

cachehit: validating dnssec-failed.org/A: bad cache hit
(dnssec-failed.org/DNSKEY) — ZPIFRR T DIEUNCHD

lame-server channel:
no valid RRSIG resolving 'dnssec-failed.org/DNSKEY/IN":

2001:558:1004:7:68:87:85:132#53 <« PILIZiFits
broken trust chain resolving 'dnssec-failed.org/A/IN':
2001:558:fe23:8:69:252:250:103#53 — ZRIFRR T DITUICHD




BE#R O27% unbound

« Unbound
- val-log-level: 1

info: validation failure dnssec-failed.org. AAAA IN
info: validation failure dnssec-failed.org. A IN

- val-log-level: 2

info: validation failure <dnssec-failed.org. AAAA IN> no keys have a DS with
algorithm RSASHA1 from 68.87.72.244 for key dnssec-failed.org. while
building chain of trust

info: validation failure <dnssec-failed.org. A IN> key for validation
dnssec-failed.org. is marked as invalid because of a previous validation
failure <dnssec-failed.org. AAAA IN>: no keys have a DS with algorithm
RSASHA1 from 68.87.72.244 for key dnssec-failed.org. while building
chain of trust
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SERVFAILIGE%

queries resulted in SERVFAIL

num.answer.rcode.SERVFAIL

FREIE SR BER

DNSSEC validation failed

num.answer.bogus

« queries resulted in SERVFAIL

— bogus(C/&BRRZ5| N TZ[E

« DNSSEC validation failed
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— bogusi®RRZ1[E5] < & HVia
« num.answer.rcode.SERVFAIL/num.answer.bogus

bogus/dRR7Z 1[o
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log(1—0Q)

_log(l_DxeS)
1000/W

H: Iﬁ%ﬁﬁ%ﬂ%tﬁi (sec)

w: IREER]8ERFR (ms) (Attacker&cache®RTT)

0 & ESZI)JEET

F: INENTREOEN (IRE/\T v MR (pps) x EZOIgERfE (sec))
D: transact|on ID#% (0-65535)

U : source PortZ% (1024-65535)

S WEITRORRDIERH —/\—DER

&Y X: 125byte, &1%: 50Mbps,
Attackerecache®RTT: 0.5ms,

cacheSHERVDRTT: 170ms, tE}ESZ*j—/ \—:2IPOEAHT T
0=0.90—>106hr, 9=0.95—138hr, 9=0.99—>211hr
CTIBX D] EE

Emanuel Petr. An analy5|s of the DNS cache poisoning attack
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Root KSK rollover
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- HERAIDRIRE Tbogus(C/> TULMehY, I TIC
bogus T/A< XD CLWBIGFEIETFETHv v

> 1% HIBRLUThIT D ETsecurellidd
vind

$ rndc flush (JER CDINTCDOF+rwvw=>1)
$ rndc flushname $NAME
$ rndc flushtree $NAME

* unbound

DL L

$ unbound-control flush zone $NAME
$ unbound-control flush bogus

157



Validation OFF (£4)®D7% (bind)
* bind:
1. named.confC

dnssec-validation: no;

(C L Crndc reconfig (or BicE))

$ rndc validation disable
enable TBRIC
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Validation OFF (£4)®D753% (unbound)

 unbound:

DL L

1. unbound.conf/)5| auto-trust-anchor-file
Dtk Z Hl Bk L Cunbound-control realod
(or FBicE))
2. unbound.confCLATICEE LU CHEEH)

server:
module-config: “iterator”

3. unbound.conf(CEIFZ=1E)NU Creload
(or EHEitcE))

server:
val-permissive-mode: yes

bogus(c A SRRIZVFCD bit% 17 CIoARiaiRs 5
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I\l'a-li.c'llation OFF ({Ek»!)dD75iE

« Negative Trust Anchors (NTA)
- RFC7646

— unbound, bind(9.11L4%), Nominum
Vantio’lR ETIER D
m unbound&Vantioldd > ERINMNSER D

MII.II&IWII: R L


https://tools.ietf.org/html/rfc7646

‘Validation OFF ({E5I)dD%i% (bind)

« BIND
- 9,10&ET: LT EOFFICT B LML
- 9. 11U IRTUTZ 3 MR):
m dnssec.fail®validationZ 1 HEzh1L
$ rndc nta -lifetime 86400 dnssec.fail

Negative trust anchor added: dnssec.fail/ default,
expires 11-Nov-2015 10:38:46.000
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‘Validation OFF ({E5I)dD%i% (bind)

 ENMEESN TV BRE & AR —E

$ rndc nta -dump

dnssec.fail: expiry 11-Nov-2015 23:15:18.000
fail.dnssec.jp: expiry 18-Nov-2015 20:56:01.000

m BEMLE

$ rndc nta -remove dnssec.fail
Negative trust anchor removed: dnssec.fail/ default
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* unbound

FIM"‘W'IIW"'" i

- 1.4.20FC:
ung%md .conflCLLFZ1ENI L Creload or

domain-insecure: “dnssec.fail”
- 1.4.21h5: Es2B(C

m ENN

$ unbound-control insecure add
dnssec.fail

==
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$ unbound-control list insecure
fail.dnssec.jp.
dnssec.fail.

m HIER

$ unbound-control insecure_remove
dnssec.fail
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« dig +cd
— CD(Checking Disabled) bitZziz T3

— CD bith'/72> TUL\B &(BADR})cacheZx EMDEFIRT
(SHOULD)
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« delv (DNS lookup and validation utility)
- bind 9.10AF(CfHTEDY —IL

- “Eleven, twelve, ¢

ig and delve”

- https://kb.isc.org/article/AA-01152/0/Eleven-twelve-dig-
and-delv%3A-BIND-9.10.html

1735

— 3¥) DNSSECH e+ +w =1 DNSH—)\—(Cx LT,
bogusi@&ZBIZIRE I DES(F+cdZ DTN ED

$ ./bind/bin/delv +cd +multi dns

;3 no valid RRSIG resolving 'dns
;3 broken trust chain resolving
;3 resolution failed: broken tru

;5 validating dnssec-failed.org/DNSKEY: no valid signature found (DS)

sec-failed.org

sec-failed.org/DNSKEY/IN': 127.0.8.1#53
‘dnssec-failed.org/A/IN': 127.0.0.1#53
st chain

© 2015 Internet Initiative Japan Inc
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FART

- +rtrace
toggle resolver fetch logging

$ ./bind/bin/delv +cd +multi +rtrace dnssec-failed.org
1 fetch:
. fetch:
;; fetch:
1 fetch:
. fetch:
. fetch:
;5 validating dnssec-failed.org/DNSKEY: no valid signature found (D5)
;3 no valid RRSIG resolving 'dnssec-failed.org/DNSKEY/IN': 127.0.0.1#53
:: broken trust chain resolving 'dnssec-failed.org/A/IN': 127.0.0.1#53
13 resolution failed: broken trust chain

dnssec-failed.org/A
dnssec-failed.org/DNSKEY
dnssec-failed.org/DS
org/DNSKEY

org/DS

. /DNSKEY

- +vtrace
toggle validation logging

© 2015 Internet Initiative Japan Inc.
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FART

- +vtrace
toggle validation logging

$ ./bind/bin/delv +cd +multi +vtrace dnssec-failed.org
;3 fetch: dnssec-failed.org/A
;3 validating dnssec-failed.org/A: starting
;3 validating dnssec-failed.org/A: attempting positive response validation
;3 fetch: dnssec-failed.org/DNSKEY
;3 validating dnssec-failed.org/DNSKEY: starting
;3 validating dnssec-failed.org/DNSKEY: attempting positive response validation
;; fetch: dnssec-failed.org/DS
;3 validating dnssec-failed.org/DS: starting
;3 validating dnssec-failed.org/DS: attempting positive response validation
;3 fetch: org/DNSKEY
;3 validating org/DNSKEY: starting
;3 validating org/DNSKEY: attempting positive response validation
;; fetch: org/DS
;3 validating org/DS: starting
;3 validating org/DS: attempting positive response wvalidation
;3 fetch: ./DNSKEY
;3 validating ./DNSKEY: starting
;3 validating ./DNSKEY: attempting positive response validation
;3 validating ./DNSKEY: verify rdataset (keyid=19036): success
;3 validating ./DNSKEY: signed by trusted key; marking as secure
;3 validating org/DS: in fetch_callback_validator
;3 validating org/DS: keyset with trust secure =
;3 validating org/DS: resuming validate
;3 validating org/DS: verify rdataset (keyid=6253@): success
;3 validating org/DS: marking as secure, nogname proof not needed
;3 validating org/DNSKEY: in dsfetched
;3 validating org/DNSKEY: dsset with trust secure
;3 validating org/DNSKEY: verify rdataset (keyid=9795): success
;3 validating org/DNSKEY: marking as secure (DS)
;3 validating dnssec-failed.org/DS: in fetch_callback_validator
3 validating dnssec-failed.org/DS: keyset with trust secure
;3 validating dnssec-failed.org/DS: resuming validate
;3 validating dnssec-failed.org/DS: verify rdataset (keyid=1445): success
;3 validating dnssec-failed.org/DS: marking as secure, nogname proof not needed
;3 validating dnssec-failed.org/DNSKEY: in dsfetched
;3 validating dnssec-failed.org/DNSKEY: dsset with trust secure
;3 validating dnssec-failed.org/DNSKEY: no DNSKEY matching DS
;3 validating dnssec-failed.org/DNSKEY: no wvalid signature found (DS)
;3 no walid RRSIG resolving 'dnssec-failed.org/DNSKEY/IN': 127.0.0.1#53
;3 validating dnssec-failed.org/A: in fetch_callback_validator
;3 validating dnssec-failed.org/A: fetch_callback_validator: got SERVFAIL
;3 broken trust chain resolving 'dnssec-failed.org/A/IN': 127.8.0.1#53
;3 resolution failed: broken trust chain

d L b
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 drill =S
— |C|I"IS'17.|'1§\\J_)|/
— -kCtrust anchorzigE 9 dwEH D
— validationMZFEFFFEZ YV —FKRIT D
(FZ72 L. 1EBmhir)

‘ i

$ drill -k root.auto.anchor -S dnssec-failed.org
;3 Number of trusted keys: 1
;3 Chasing: dnssec-failed.org. A

W

DNSSEC Trust tree:
dnssec-failed.org. (A)
| ---dnssec-failed.org. (DNSKEY keytag: 10032 alg: 5 flags: 256)
| ---dnssec-failed.org. (DNSKEY keytag: 29521 alg: 5 flags: 257)
No trusted keys found in tree: first error was: No DNSSEC public key(s)
;3 Chase failed.

© 2015 Internet Initiative Japan Inc
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e drill =S

$ drill -k root.auto.anchor -S www.iij.ad.jp
;3 Number of trusted keys: 1
;3 Chasing: www.iij.ad.jp. A

DNSSEC Trust tree:

waw.i1j.ad.jp. (A)

I---1i1j.ad.jp. (DNSKEY keytag: 50334 alg: 8 flags: 256)
I---1i1j.ad.jp. (DONSKEY keytag: 10876 alg: & flags: 257)
I---iij.ad.jp. (DS keytag: 10876 digest type: 2)
| |---jp. (DNSKEY keytag: 46491 alg: 8 flags: 256)

|---jp. (DNSKEY keytag: 53899 alg: 8 flags: 257)
I---jp. (DS keytag: 53899 digest type: 2)
| |---. (DNSKEY keytag: 6253@ alg: 8 flags: 256)
| |---. (DNSKEY keytag: 19036 alg: 8 flags: 257)
I---jp. (DS keytag: 53899 digest type: 1)
|---. (DNSKEY keytag: 6253@ alg: 8 flags: 256)
|---. (DNSKEY keytag: 19036 alg: 8 flags: 257)
---iij.ad.jp. (DS keytag: 10876 digest type: 1)
|---jp. (DNSKEY keytag: 46491 alg: 8 flags: 256)
|---jp. (DNSKEY keytag: 53899 alg: 8 flags: 257)
I---jp. (DS keytag: 53899 digest type: 2)
| |---. (DNSKEY keytag: 6253@ alg: 8 flags: 256)
| |---. (DNSKEY keytag: 19036 alg: 8 flags: 257)
|---jp. (DS keytag: 53899 digest type: 1)
|---. (DNSKEY keytag: 6253@ alg: 8 flags: 256)
|---. (DNSKEY keytag: 19036 alg: 8 flags: 257)
;3 Chase successful

© 2015 Internet Initiative Japan Inc
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 dnsviz.net

digest algs=1.2

org
(2015-11-10 21:27:55 UTC)

DNSKEY
alg=5, id=106

DNSKEY
alg=5, id=29521

DNSKEY
alg=5, id=10032

dnssec-failed.org/NS )

& NSKEY (dnssac-iailad.orngOA (dnssec -failed.org/A )

dnssec-failed. org/D

dnssec-failed.org
(20015-11-11 00:4T: 12 UTC)

© 2015 Internet Initiative Japan Inc.


http://dnsviz.net/
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fEfT
« DNSSEC Analyzer

Analyzing DNSSEC problems for dnssec-failed.org

@ Found 2 DNSKEY records for .

@ DS-=10028/5HA-1 verifies DNSKEY=1s028/sEP

@ Found 1 RRSIGs over DNSKEY RRset

& RRSIG=1%026 and DNSKEY=1s026/sEP verifies the DNSKEY RRset

& Found 2 DS records for org in the . zone

& Found 1 RRSIGs over DS RRset

& RRSIG=62520 and DNSKEY =s2520 verifies the DS RRset

arg @ Found 4 DNSKEY records for org

& DS-oresisHa-1 verifies DNSKEY =a7es/ser

@ Found 2 RRSIGs over DNSKEY RRset

@ RRSIG=1445 and DNSKEY=1445 verifies the DNSKEY RRset

@ Found 2 DS records for dnssec-failed.org in the org zone

@ Found 1 RRSIGs over DS RRset

@ RRSIG=1445 and DNSKEY =1445 verifies the DS RRset

& Found 2 DNSKEY records for dnssec-failed.org

£ None of the 2 DNSKEY records could be validated by any of the 2 DS records
dnssec-failed.org & Found 2 RRSIGs over DNSKEY RRset

& RRSIG=28521 and DNSKEY =2e521/5er verifies the DNSKEY RRset

€ The DNSKEY RRset was not signed by any keys in the chain-of-trust
@ dnssec-failed.org A RR has value 69.252.80.75

@ Found 1 RRSIGs over A RRset

@ RRSIG=10032 and DNSKEY=10032 verifies the A RRset

Mowve your mouse over any SBor symbols for remediation hints.
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http://dnssec-debugger.verisignlabs.com/

EBiH‘ DNSSEC failure®/\UI—<3>

« Comcast DNS (blog)

« 2012/01/10~ DNSSEC validation

« 2012/01/24~ failure report (nasa.gov)
« 74%@DDNSSEC failure

MIIWIMMI R


http://dns.xfinity.com/

Biﬂ': DNSSEC failured®/\UI—<3>
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IIJ Internet Initiative Japan

Any Questions ?

Ongoing Innovation
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