%%
T6 ;,"
RPKI/ROAOJEIB%EJ?, 4

~ EAIRES(CERD!

e
‘\ ’

20165F11H29H (N)




FERE

- Al
. ANEE (FO5V0)
- FhiE

o —SFERNEABARRY NDO—DA42TAKX—-23
~tz>%— (JPNIC)

« CA/RPKI/DNSSEC/tZFa1 U1 B :
AT (E) - = — - 1l - BHF - EF - 1-YYR— b

- EIEDE
BB FiEAHZE / RPKI / DNSSEC (DPS/s#&E18/HSMAh)
- [EPFRENE(IETF)

NIC Copyright © 2016 Japan Network Information Center

1



RPKI/ROAMDEIRENF]

« RPKI/ROA =*rE)m
« AS Path Validation
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RPKI Dashboard, SURFnet, 2016/11/25
http://rpki.surfnet.nl/
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ROA#%%, MF RPKI Project, 2016/11/25

http://www.mfeed.co.jp/rpki/roa_cache/statistics.html#roas
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JPNICORPKIERPEHE (2015438~)
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« RPKI Tools
http://rpki.net/
https://github.com/dragonresearch/rpki.net
o GitHUbA\F1T
o NEB— FZEHVED RIFF(RRDPIC(ERITE)

3 ns o ts @

NIC Copyright © 2016 Japan Network Information Center 10



E £ @r%ﬁEbH(Z/3)

« RPKI Validator

https://github.com/RIPE-NCC/rpki-validator

« 2017FE(ICIIZE
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« NIST BGP Secure Routing Extension
(BGP-SRx / BGPSEC-I0)
https://www-Xx.antd.nist.gov/bgpsrx/
 AS Path Validation (CXis |

 BIRD BGPsec
http://www.securerouting.net/tools/bird/

BGP-SRxD#ZigZBIRD BGPsec CHR:IE(Ch¥Ih !
(IETF97 SIDR WGICTHR)
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« IETF Secure Inter-Domain Routing WG

(SIDR)

e Slurm - 1RIHERZT LEZT I DIEER
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BREIREIIAE 2%l (BESEH— R/ TSTYR)
BRER(ICHITDREREEICDULT
https://www.nic.ad.jp/ja/ip/id-procedure.html
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# telnet localhost bgpd
Escape character is ' 7]’.

Hello, this is QuaggaSrx (version 0.99.16-0.3.0.0
Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Access Verification

Password:
bgpd> en
bgpd#t sh ip bgp

BGP table version is 0, local router ID is 192.4
Status codes: s suppressed, d damped, h histo

r RIB-failure, S Stale, R Re
Val idation: v - valid, n - notfo inval
SRx Status: I - route ignored
SRxVal Format: validation res

Origin codes: i — IGP, e - . ?7 = incomplete

202.12.30.0
202.12.31.0

Next Hop

Ident SRxVal SRxLP

Status
*> DE83681

*> FBF4BES57 n(h,-) + 100,

~

200,

/

.~ > best, i - internal,

id, ? - undefined

x evaluation deactivated
origin validation, path validation)

192. 41. 192. 226
192. 41. 192. 226

Metric LocPrf Weight Path
200s 0 65001 2515 i

100s 0 65001 2515

Copyright © 2016 Japan Network Information Center 18



NIST

BGP-SRx T3E3=!!

Quagga SRx configuration ....................

SRx Configuration settings ..cccceceevevennnns

Configure BGPSec path validation..........

SRx Policy Configuration ....cccceeevevevnnnnn,
Display commands ....ccucirmmimiisisnsnasssie
SRx Configuration Display ..ccceevvevevannne.
SRx Related BGP Display ..ccevvevevvevnnnnns

QuaggaSRx Users Manual
https://www-x.antd.nist.gov/bgpsrx/documents/QuaggaSRxUsersManual-4-1-a.pdf

Copyright © 2016 Japan Network Information Center 19



AS Path Validatio&(3(1/3)

« AS Pathlc...

~ TCPaRYay / TCPORRYay
BGP BGP BGP
IL—5 A IL—5B IL—4C
(AS001) (AS002) (AS003)
‘ ‘ ‘ ‘ ‘ ‘ AS Path
10.0.1/24, AS002, AS001
10.0.1/24 10.0.2/24 | 10.0.2/24, AS002

AS Path
10.0.1/24, AS001

PA
| IIC Copyright © 2016 Japan Network Information Center 20



AS Path Validation&(3(2/3)

- "BGPSEC Path Signature"ZDI(JT...

\ .

B
T [
S L UEN

AS001

NLRI: 10.0.1/24
AS_Path: AS002 AS001
BGPSEC_Path_Signatures
AS001 sig {10.0.1/24, AS001, AS002}
AS002 sig { {10.0.1/24, AS001, AS002} , AS003}

3%NLRI:Network Layer Reachability Information (72w D —JEZEEHIEIR)

Copyright © 2016 Japan Network Information Center 21



AS Path Validation&(3(3/3)

« BUTWSZLET. ASOEREDDPath(c
BOTWVWBIHhEShZERT SHKEET I .

AS001

NLRI : 10.0.1/24
AS_Path: ASO003 AS002 AS001
BGPSEC_Path_Signatures
AS001 sig {10.0.1/24, AS001, AS002}
| AS002 sig { {10.0.1/24, AS001, AS002} , AS003}
AS003 sig { {10.0.1/24, AS001, AS002, AS003} , AS004}
l“‘"

PA
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BWEKXSTY

- AS Path ValidationlC &X3AIE/RAS Path
ZREN9I D ENEHI

« BGPSec Interoperability Test , QuaggaSRx and
BIRD BGPsec, IETF 97 , Seoul, South Korea
Nov. 17, 2016

https://www.ietf.org/proceedings/97/slides/slide
s-97/-sidr-bgpsec-interoperability-quaggabird-
O01.pdf

« Origin ValidationD#&5R [ (i, v) 1 & AS Path
Validation®#EER i (v, i) | HMERESINTE U,

= [BGPSEC] FeRAMBENMIADETDDHD...
l“‘"
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Origin validation status (H&x5\))

W i

Valid Origin AS & prefix W ROAE—E UL THD.
AT LT 1w IR (max prefix
length) DEEHEIA

Not found Origin AS & prefixh'—E(9 3ROAHRLN

Invalid prefix—3 L. FEATL TJa0 v IR

(max prefix length)DEEEIAICH D H
Origin ASH'E7335

PA
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Validationf&RZ{a X {1tk

- "BGP Prefix Origin Validation State
Extended Community"
[draft-ietf-sidr-origin-validation-signaling]

« :0 "Vvalid" :1 "Not found" :2 "Invalid"

- IBGPE
o T JA)LBMTIZEBGPTI(IIXNIRLVAERTE Uiz 540
IBTZE3(SHOULD)

PA
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Validationf&RZ{aXx 5l

JIL— MY —)\H 5 EF7ICOrigin Validation
DIERZIERXD

"Signaling Prefix Origin Validation
Results from a Route-Server to Peers”
[draft-ietf-sidr-route-server-rpki-light]

e )L— b —)\Hh 5% (FELD f=ValidationDfE R = #F

IEHIEHIDIZSH (TED ZEMNTED
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BGP Community&3#(Z(1/2)

Origin ValidationD{ERZEX D

« ECETEIK ?RPKI/Router, 2012/7/12,
Tomoya Yoshida

https://www.janog.gr.jp/meeting/janog30/doc/janog30-rpk-after-
yoshida-01.pdf

« AS Path ValidationDfR%&Z{LXD
« RFC/ =T MRUL

H L. Origin Validation £AS Path ValidationD#&5R
ZILADCENTEES...
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BGP Community&3#(Z(2/2)

o« PAFT14P (F4RAhvS3>)

- BEEDprefixBHEM UV, LEiR(C...
- BAEMIDAS PathEM UL, LEiR(C...

o ERHMSEEZEDmMIs-originkXigh\ = 1z
Gh7ziR&RN /B —EX E7RDdh?)

E 775N MDAS PathdSH LUK, IBGPT...
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