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* socket

— socket(), send()/write(), recv()/read()
* raw-socket

— socket(AF _INET, SOCK_RAW, ...)
* bpf

— open(“/dev/bpf’, ...)
. pfil

— pfil_add_hook() (kernel)
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Hello WeHd-Packet
https://github.com/ryo/netmap _sample/ ... 01 _hexdump

#include <poll.h>»
#include <libutil.h>
#define METMAP_WITH_LIBS

#include <net/netmap_user.h>
struct nm_desc *nm_desc;

int

main{int argc, char *argv[])

{
unsigned int cur, n, i;
struct netmap_ring *rxring;
struct pollfd pollfd[1];

nm_desc = nm_open{"netmap:igbh2", NULL, @, MULL);
for (53) {

pollfd[@].fd = nm_desc->fd;

pollfd[@].events = POLLIN; /J {b"y I\éd um pj-é (Ti(*)

poll{pollfd, 1, 1@8);

for (i = nm_desc->first_rx_ring; i <= nm_desc->last_rx_ring; i++) {
rxring = METMAP RXRING{nm_desc-»nifp, 1i);
cur = rxring-»>cur;
for {(n = nm_ring_space(rxring); n > @; n--, cur = nm_ring next{rxring, cur)) {

hexdump{METMAP_BUF{rxring, rxring-»>slot[cur].buf_idx), rxring-»>slot[cur].len, MNULL, 8);
¥

rxring-»head = rxring->cur = cur;



Hello Packet (1)

» #include <net/netmap_user.h>

— #define NETMAP_WITH_LIBS LTHn
#include <net/netmap_users.h> 35 &. EF%R
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 nm_open() / nm_close()
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Hello Packet (2)

nm_desc = nm_open("netmap:igh0”, NULL, O, NULL);

/devinetmapZopenL . ioctiCTA U A—T A RAEZELE. ring
1\ wI7ZmmaplL. #E{EL TS,

“netmap:igh0” == +=NICD/\—K™9T7TX/RX ringZBi<
‘netmap:igb0"” = - *NICIZX 9 SRR 2T DTX/IRXZRK
“netmap:igh0*” === IN—FxF71)J ERAMN) T A ZERK
“‘netmap:igh0-1” - - -NICD1EFEEH D/N—kox 7)o T 1T%RK

1 [2H VBB, FELLIE net/netmap_user.h =58
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for (;;) {
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Hello Packet (3)

fd = nm_desc->fd;
.events = POLLIN;

(pol

fd, 1, 100);
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netmaplIEARBIZIE poll() THFD,
poll() TfF>THMIkerneldnetmapRS4 73 H3 /4
vyhEAH AL TN S,
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Hello Packet (4)

for (i = nm_desc->first_rx_ring; i <= hm_desc->last_rx_ring; i++) {

rxring = NETMAP_RXRING(nm_desc->nifp, I);
cur = rxring->cur,
for (n = nm_ring_space(rxring); n > 0; n--) {
hexdump(NETMAP_BUF(rxring, rxring->slot[cur].buf_idx),
rxring->slot[cur].len, NULL, 0);
cur = nm_ring_next(rxring, cur);
}

rxring->head = rxring->cur = cur,

}

RX ringMo={E/NrybkEx 17y D DEY H L Thexdumpd %,
BN IL—T 1L NICIZE>TIdringhE#HBHEE D=5,
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struct netmap_ring /

buf_ofs

num_slots

head

cur

tail
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packet buffer
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struct nm_desc

fd

frst txrine. last_torine. cur tring

frstrring. last_noring, cur noring

some ring[]

struct netmap_ring

buf_ofs

num_slots

head

cur

tail

struct netmap _ring

buf_ofs

num_slots

head

cur

tail

struct netmap slot[]

stru C:l netmaE ring

buf_ofs

= (Z14)

packet buffer

num_slots

head

cur

tail
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struct netmap_ring

buf_ofs

num_slots

head
cur
tail

struct netmap_slot[]

index #

1024

index #

1025

index #

1026

index #

1027

index #

1028

index #2043
index #2044
index #2045
index #2046
index #2047

struct netmap_rin

buf_ofs

packet buffer

num_slots

head

cur

tail

struct netmap_slot[]

index #2048

index #2049

index #2050

index #2051

index #2052

index #3067

index #3068

index #3069

index #3070

index #3071
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RX ringc‘_‘TX ringd)xn\yh packet buffer
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struct netmap_ring struct netmap_rin
buf_ofs buf_ofs
num_slots num_slots

struct netmap_slot[] struct netmap_slot[]

index #2048
index #1024 index #1025
index #2049 index #2050
?ndex' #'02"? index #2051
index #1027 index #2052
index #1028

index #3067
index #2043 index #3068
index #2044 index #3069
index #2045 index #3070
index #2046 index #3071
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NIC ring «—— HOST ring

struct nm_desc

: * NIC RX Z HOST TX ~

frst_borme, last_borme.

frst_roring. last_rnorne

— *« HOST RX Z NIC TX ~

NIC ring HOST ring

buf ofs buf ofs buf ofs

fapm & lat i slots gum slote
1R B TEEET S —

[=lTls L L L

Lail =il fail

indey #1024 indey #2304 A nley innay #4005
inrey #1025 indey #1449 Ny ey #ANGET
indey #1026 indey #2050 ndey nriey FANGE
indey #1037 indey #2351 miiey indey 24000
infey #1027 indey #0157 noley nriey #4110
indey #3043 indey #3INAT nodey 22091 niey #5115
indey #3044 indey 2INAA noey BANGD inday #5116/
indey #2N4FR indey #NA0 ney #4007 indey #5117
indey #FNAR indey 23070 adey 2L05.4 nrsy #5118
indey #2047 indey #3071 noey #ANOR indey #5114




netmap_slot@®swap
https://github.com/ryo/netmap_sample/ ... 02 _nicZ2host

* swap buf_idx */ / indexf2HE AN EZ 3

tmp = txring->slot[cur].buf_idx;
txring->slot[cur].buf _idx = rxring->slot[src].buf _idx;
rxring->slot[src].buf_idx = tmp;

[* set len */ M sizeld EEETok
txring->slot[cur].len = rxring->slot[src].len;

indexZ& A
/* update flags */ o | EBEIIBE

txring->slot[cur].flags |= NS_BUF_ CHANGED;
rxring->slot[src].flags |[= NS_BUF_CHANGED; 20
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* nm_open() CEBAI—TA RAFHLE. ..

— packet bufferh3¥iZLTLES
— ring buffer swap TE7%iLV? !
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e 2D6® nm_open() [Z.FRELTID26HD
nm_desc ’EFL’C /\’7'JI~/\J7/’E HE5ITSH
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nm_desc1 = nm_open(..., NULL) — nm_open(..., nm_desc1)



NICHSNIC~DERIE
https://github.com/ryo/netmap_sample/ ... 03_nic2nic

fprintf{stderr, "in adwvance, "ifcontig igb2 promisc’ and”

"*ifconfig igb3 promisc® for bridge\n");

nm_descl = nm_open{"netmap:igb2™, NULL, &, NULL);
nm_desc?2 = nm_open{ netmap:igb4™, NULL, NM _OPEN_NO MMAP, nm_descl);

NM_OPEN_NO MMAP &,

BHELT nm descl #IEETHEITLY.
220 netmap TA4RI)TRT
INTIRNYITFIEFINS
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f85 S firewall

struct nm_desc
fd

frst borme last b rme.

frst orme. last norme

some rine[]

buf_ofs barf_ofs buf_ofs buf_ofe

pam alot naan slof Qg alots TR
i 2 i --

haad bead [ bead

SR [T s CLr Ll

tail Eail il fail
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indey 3157 nfey #4900
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78 S firewall

https://github.com/ryo/netmap_sample/ ... 04_firewall

5 1015

i ¥ f = N ats
4 = A = A

is hostring = (i == nm _desc-»last rx ring);
rxring = NETMAP RXRING{nm desc-»nifp, 1i);

cur = rxring->»cur;

for {(n = nm_ring space(rxring); n > 8; n--, cur = nm_ring next{rxring, cur)) {

. = L - - -~ o Lr | -
e = i
Il LN LN = S o L LR ]

Q=

Lif
IT
IT

it (packetfilter(is_hostring, '_'——6/ \,7-‘J|~0)TXI~

METMAP BUF{rxring, rxring-»slot[cur].buf idx),
rxring-»>slot[cur].len)) {

printf("BLOCK:\n");
hexdump({NETMAP BUF(rxring, rxring->slot[cur].buf_idx),
rxring-»slot[cur].len, " ", 8);
continue; f* discard =/
h

swapto(!is _hostring, &rxring->slot[cur]);

h 25
rxring->*head = rxring->cur = cur;



78 S firewall

https://github.com/ryo/netmap _sample/ ... 04 firewall

static int

packetfilter(int dir, wvoid *buf, unsigned int len)

{

char *payload;

struct ether _header *ether;

struct ip *ip;

struct tcphdr *tcp;
struct udphdr *udp; ether headerh il >TLY

int 1i;
ether = (struct
ip = (struct ip

payload = (char

it {(ip-»ip v ==

INryklLether headerEd

v

ether_header *)buf;
*V(ether + 1);
*¥ip + ip-»ip hl * 4;

IPVERSION) { 26



https://github.com/ryo/netmap _sample/ ... 04 firewall

78 S firewall

struct filterrule {

int dir;

int proto;

struct in_addr srcaddr,

struct in_addr dstaddr,

int srcport;

int dstport;

} filterrule[] =

{

{

.dir

.proto
.srcaddr
.srcaddr_mask
.dstaddr
.dstaddr_mask
.srcport

.dstport

TLILRIL—ILDEE

srcaddr_mask;

dstaddr_mask;

8, *B@:1n, l:out *

IPPROTO_TCP,
{ BxB8aB60060
{ Gxffeeoeos
{ Bx86860060
{ Bx86860060
-1,

28
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78 S firewall

https://github.com/ryo/netmap _sample/ ... 04 firewall

if (ip-»ip_v == IPVERSION) {

for (i = 8; 1 < nitems{filterrule); i++) {

if (filterrule[i].dir != dir)

continue;

T4V EIL—IVEIEEIZT A

it {({(filterrule[i].proto != -1) && (filterrule[i].proto != ip-»ip p))

continue;

it {{filterrule[i].srcaddr.s_addr & filterrule[i].srcaddr_mask.s addr) !=
(ntohl(ip-»ip src.s_addr) & filterrule[i].srcaddr_mask.s addr))

continue;

it ({filterrule[i].dstaddr.s_addr & filterrule[i].dstaddr_mask.s _addr) !=
(ntohl(ip-»ip dst.s_addr) & filterrule[i].dstaddr_mask.s addr))

continue;

¥+ 3 — - A4 i

if (ip-»ip_p == IPPROTO_TCP) { 28
tcp = (struct tcphdr *)payload;
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RIVFIOtEYHICEFTH5Fa—=17T
https://github.com/ryo/netmap_sample/ ... 05 _multiqueue
snprintf({buf, sizeof{buf), "netmap:%s", argv[1l]);

nm_desc = nm_open{buf, NULL, &, NULL);

nic_ring num = nm_desc->nifp-»>ni_rx _rings;

nm_close(nm_desc); —f; nm_open LTR|NG®&€‘§H&6
RINGO# = TthreadZ#4ES
for (i = ©8; 1 < nic_ring_num; i++) {

threadwork[i].no = 1i;

snprintf{buf, sizeof(buf), "netmap:%z=*", argv[l1l]);
threadwork[i].nm _desc_host = nm_open{buf, NULL, &, NULL);

snprintf{buf, sizeof({buf), "netmap:%s-%d", argv[1l], 1i);
threadwork[i].mm _desc _nic = nm_open{buf, NULL,

NM_OPEMN_NO MMAP, threadwork[i].nm_desc _host);

pthread create(&threadwork[i].thread, MNULL,
pthread main, &threadwork[i]); 31



TIPS (HAWLIE/NYR /N ))
e netmapxfitk o4/ \HILE

— 4K em(4), igh(4), ixgbe(4), lem(4), re(4) M
H5F It

 bridgeF D ENMEZIE HIZIE. Bll&
promiscuousE—rIZ9 575 E DIFIENLE
— 09 SLTHEREIHAFELLD

c N—FDIT7ATO—T42T LHEEMNEL
— ifconfig —txcsum —tso FL THK
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Appendix

SEfEHRLEMN =

» vale - a Virtual Local Ethernet &RE[EN 3
B —HRIRRALYFEFOTLNVD,
“vale:foo” F CTYERk - E AR EE,

 netmap pipe&MEIEX N Hnetmap ringZ{E-
1=1x11 pipefkgeZF D,

« bpfM KXSIZEAIF=[T1T5 MONITOR £—F
£ ->TLVAH(NR_MONITOR_{TX,RX}
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