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Drupal”

Drupal 7 and 8 core highly critical release on March 28th, 2018 PSA-2018-001

Posted by Drupal Security Team on 21 Mar 2018 at 19:13 UTC

Advisory ID: DRUPAL-PSA-2018-001
Project: Drupal Core

yersion: T 8x 2018/3/21
Drupal ICHEF ICEBRRGRMEEMELH S Z & xRNk

There will be a security release of Drupal 7.x, 8.3.x, 8.4.x, and 8.5.x on March 28th 2018
between 18:00 - 19:30 UTC, one week from the publication of this document, that will fix a
highly critical security vulnerability. The Drupal Security Team urges you to reserve time for
core updates at that time because exploits might be developed within hours or days. Security
release announcements will appear on the Drupal.org security advisory page.

Description
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Six Ws on cybersecurity information sharing
for enhancing SOC/CSIRT

Fast

Accurate Comprehensive
Initial Handling Not required
Required g Figure 4 : Triangle in information sharing
=5
No detecti ;
Detection and Analysis cboasiaionet ?re[ mnpu‘;ﬂ:ﬂ E %
' % In short, this figure savs that only two of accurate, comprehensive, and fast could be
Detection -'?.': realized at once.  In other words, it could be summarized as follows:
Cﬂl‘ltﬂlr'll'l'il'lt,
Eradication & Recovery

1t 27th Annual FIRST Conference (2015), Lightning Talk: "Four Easy Pieces", Tom
Millar (US-CERT, NIST)
12 httpsfweww first org/resources/papera’conf201 5Mrst_2015-rasmussen-rod_cutting-

Figure 3 : Incident handling triggered by shared information through-cyberthreat-intellipence-noise_201 50615, pdf
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* the Information Security Operation providers Group
Japan
- established 2008
- 1S0G-] is a professional community for security operation
providers
- a forum to share information about security operation and
resolve common issues. "

+ [SOG-J's pronunciation is “ee-sog-jay
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the point of this Six Ws document ML s

Difference between each phases
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» the basics of security information sharing for members
of SOC/CSIRT W

* Why mismatches when sharing information?
- rethinking back to basics
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