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MUK NCSC (EE)
UK NCSC advisory highlights further hijacking activity of

Domain Name Systems, and provides mitigation advice.
— gl\jlg/*\lﬂ’*}“v wI(CBEI2OAZ BOFHTDNSSECOMNE T
B NCCIC/CISA (CKE)

— 2019F1H E7HD2E. DNS/I\A v v IOMENEELTLD
EOAXZ | *2

— UK NCSCH' B UTzAdvisoryZz 324

*1: https://www.ncsc.gov.uk/files/Advisory-DNS-hijacking.pdf (B85t : UK NCSC)
*2: https://www.us-cert.gov/ncas/current-activity/2019/01/10/DNS-Infrastructure-Hijacking-Campaign (H #85t : US-CERT)
https://www.us-cert.gov/ncas/current-activity/2019/07/12/ncsc-releases-advisory-ongoing-dns-hijackin —ge}mp
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Posted by u/kvhnuke MEWForce 1 year ago
Official statement regarding DNS spoofing of MyEtherWallet domain

It is our understanding that a couple of Domain Name System registration servers were hijacked at 12PM UTC to redirect
myetherwallet[dot]com users to a phishing site.

This redirecting of DNS servers is a decade-old hacking technique that aims to undermine the Internet's routing system. It
can happen to any organization, including large banks. This is not due to a lack of security on the @myetherwallet
platform. It is due to hackers finding vulnerabilities in public facing DNS servers.

A majority of the affected users were using Google DNS servers. We recommend all our users to switch to Cloudflare DNS
servers in the meantime.

Affected users are likely those who have clicked the "ignore" button on an SSL warning that pops up when they visited a
malicious version of the MEW website.

We are currently in the process of verifying which servers were targeted to help resolve this issue as soon possible.

A message to our MEW community:

@ r/MyEtherWallet
3.8k 6

Members Online

MyEtherWallet is a free, open-source, client-
side tool for easily & securely interacting
with the Ethereum blockchain.
https://www.myetherwallet.com/

About Advertise
Careers Blog
Press Help

EZARE I S5 —EX MyEtherWallet.com @

The Reddit App
Reddit Coins
Reddit Premium
Reddit Gifts
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Public DNS
B Public DNSTDNSSECOFRIE(IEIITHNTL\D

— Google Public DNS
— Cloudflare

—I1J Public DNS
—Quad 101 (TWNIC)
—IRE
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Public DNSTCDNSSECODIREIFER

FRIE(CRBR I B4l :  dnssec-failed.org

Bl Google Public DNS
dig A dnssec-failed.org @8.8.8.8

;v ->>HEADER< <- opcode: QUERY, status: SERVFAIL, id: 64614
~ flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 1
M Cloudflare 959 Q

dig A dnssec-failed.org @1.1.1.1

;7 ->>HEADER< <- opcode: QUERY, status: SERVFAIL, id: 43563
Il Quad 101 ; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 0

dig A dnssec-failed.org @101.101.101.101

;v ->>HEADER< <- opcode: QUERY, status: SERVFAIL id: 5020
; flags: gr rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 0, ADDITIONAL: 1
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Public DNSTCDNSSECODIREIFER

FREE(CRENT B :  dnssec-failed.org
M IIJ) Public DNS 1508 & A O - et 4 W8T%

dnssec-failed.org

— Android 9 T I1J DA

([CUTZh'> T DNS DEsEZ LT
chrome T dnssec-failed.org [
(C77IOCALIEESDOIS—EIE

This site can’ t be reached

dnssec-failed.org’ s server IP address could not
be found.

Search Google for dnssec failed org

ERR-NAME_NOT_RESOLVED
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https://public.dns.iij.jp/android9.html

jpcert.or.jp WDNSSECOIREIE

M Google Public DNS

dig A jpcert.orjp @8.8.8.8

;; ->>HEADER< <- opcode: QUERY, status: NOERROR, id: 7756
;» flags: gr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

M Cloudflare

dig A jpcert.orjp @1.1.1.1

;v ->>HEADER< <- opcode: QUERY, status: NOERROR, id: 54578
; flags: gr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1

B Quad 101

dig A jpcert.orjp @101.101.101.101

;7 ->>HEADER< <- opcode: QUERY, status: NOERROR, id: 62664
; flags: gr rd ra ad; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 1
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B CAA(Certification Authority Authorization)

B DANE(DNS-Based Authentication of Named Entities)
maRE
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