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Software URL

Filebeat https://www.elastic.co/downloads/beats/filebeat
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Filebeat

1) X —IFNEBHWT, filebeat ¥V ua—KLET,

curl -L -0 https://artifacts.elastic.co/downloads/beats/filebeat/filebeat-7.4.2-1inux-x86_64.tar.gz

2) Fourue—RL77AVERELET,

tar xzvf filebeat-7.4.2-1linux-x86_64.tar.gz

3) filebeat | L £9,

cd filebeat-7.4.2-1inux-x86_64

4) FIFATREREY 2 — L&Y A M LET,

./filebeat modules list

EDEY 2 — )L enabled T, Y DFEY = — /L7 disabled )R LET, T 74/ k
TIIETOEY 2 — LR AR L 7o TUWVET,
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# ./filebeat modules list
Enabled:

Disabled:
apache2
auditd
elasticsearch
haproxy
icinga

i1is

kafka
kibana
logstash
mongodb
mysql
nginx
osquery
postgresql
redis
suricata
system
traefik

5) NGINX logs Z# A9 5 72812 NGINX module % enable {Z L £,

./filebeat modules enable nginx

# ./filebeat modules list
Enabled:
nginx

Disabled:
apache2
auditd
elasticsearch
haproxy
icinga
iis
kafka
kibana
logstash
mongodb
mysql
osquery

postgresql
redis
suricata
system
traefik

6) Elasticsearch 7% NGINX logs #5F A1 5 X 2123 D HIIZ. Filebeat |Z Elasticsearch 73
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BIF&72T7 XA =T ¢ X T filebeat.yml %BIE. cloud.id & cloud.auth %
Lab 0 THUG L7MEICERE L £,

-5 YAML files don't like hard tabs. Do not use them if you are editing a .yml
OF file because they will cause errors. To learn more about .yml files see this
— link: https://en.wikipedia.org/wiki/YAML

Bl (LTI T T, EBRICIIZBEFDOLOZBFEN ZEN)

ZUTOXLHIIER
cloud.id: "UUTFDI S Farvy—iLhnaE—"

cloud.id IZ. Lab0 ® 7 T 7 K22V — )LD HEH D Deployment 726 2B — L £97,

Deployments

Workshop 7bbla3

Edit Workshop

Elasticsearch

Logs
Snapshots Deployment name Deployment status
API Console
. Workshop
Kibana
Activity
Security Deployment version
Index Curation v6.5.2
Performance
Custom plugins Endpoints CloudID (?)
e Elasticsearch Workshop: dXMt ZWFzdCOXLmF3cy5mb3VuZC5pbyQ3YmIxYTM50WYwOD
Kibana k@OTEzYWU3M2EXNWVjNzI2MjdiZCQy0GIkZTNhMzY4ZjM@ODVi0ODIhM
Help DM1M2QxMj ImNWU Yw==
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cloud.auth: "elastic:Lab@ D Step14 TIE—L /Y T— R




7) HEE 72 51X Filebeat 314 VA M— L SN~V UV DFTED 7 4+ /L X D5 NGINX 12
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PUF@ URL 25 NGINXlogs X4 7 a— KL, BEBELET :

wget https://lgworkshop-bucket.s3.amazonaws.com/nginx.log.zip

unzip nginx.log.zip

8) UUTOT 4 L7 FUICBEILET,

cd modules.d

9) NGINXmodule N¥ T — KL=/ 77 A NVOGFEEHT5E oI LET,
nginx.yml 77 ANEREL, ¥y ru—RLizal 774 0DizHDx MY
ZEBMLET, LTOREL nginx.yaml ([ZIBIMLET,

Note: NGINXlog 7 7 A VZ BB LB 2T L OITBELE T,
(%1 : ”/home/ubuntu/nginx.log”)
- ‘module: nginx

# Access logs

access:
enabled: true

# Set custom paths for the log files. If left empty,

# Filebeat will choose the paths depending on your 0S.
#var.paths:

var.paths: ["/Users/shh/Development/logs/nginx/nginx.log"]

# Error logs
error:
enabled: true

# Set custom paths for the log files. If left empty,
# Filebeat will choose the paths depending on your 0S.
#var.paths:

10) Elasticsearch 75 NGINX logs Z 5217 Ht 0 | "I b L, HEERET D 720 O 7 >
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cd ..
./filebeat -e setup nginx
./filebeat -e

filebeat -e setup nginx
2018-12-11T01:32:03.831-0500 - INFO /beat. th: [/ ! 4] ¢ / /shh/Development/fi
n-x86_64] Data path: [/ shh/Development/filebeat-6 s 3 evelopment
2018-12-11701:32:03.831-0500  INFO  instance/ 7-b7c2-547ad985cb1d
2018-12-11T01:32:03.837-0500  INFO  [beat] e :8 { {"beat": {"path": {"config": " shh/Development/filebeat-6.5.2-darwin-x86_64"
hh/Development/filebeat-6 4 2 Jsers/shh/Development/filebeat-6.5.2-darwin-x86_64", "logs": "/Users/shh/Development/filebeat-6.5.2-darwin
"filebeat", "uuid": 6 652 47ad985cb1d"33}
INFO  [beat] . Build info {"system_info": {"build": {"commit": "b48d073b84e874a182c122d8ef2bad867f714a1l", "libbeat":
", "time": "2018-11-29T23:03:04.000Z", "version":
2018-12-11701:32:03. 0 INFO  [beat] instance/beat.go:83 Go runtime info {"system_info": {"go": {"o0s":"darwin","arch": "amd64", "max_procs":8,"version":"go1.10.3"}
:03. INFO  [beat] instance/beat.go:841  Host info {"system_info": {"host": {"architecture":"x86_64","boot_time":"2018-12-07T13:04:35.829

facBook-Pro-2.local" :["127.0.0.1/8","::1/128" ,"fe80: ;1/64","192.168.1.13/24" , "fei 850:dOff: feaa:5047/64" ,"fe80: :56c0: da23:8d5a: 7418/64" , "fe80: :5258:6fd: 3

3£F:£e00:1122/64"], "kernel_version":"18.0.0", "mac":["8c:85:90:ad:2d:5e" , "e2:00:28:89:84:01" , "e2:00:28:89:84:00" , "e2:00:28:89:84:05" , "e2:00:28:89:84:04" , "e2:00:
,"0e:85 ", "fa:5a:d0:aa:50:47", "ac:de:48:0 {"family":"darwin","platform": "darwin", "name": "Mac 0S X
391"}, "timezone" : "EST", "timezone_of fset_sec"
2018-12-11T01 ; INFO  [beat] instance/beat.go: Process info  {"system_in {"proce {"cwd":
"./filebeat", ": "filebeat", "pid": 5719, "ppid": 2954, "start_time": "2018-12-11T01:32:03.804-0500"}}}
2018-12-11701 3.840-0500  INFO  instance/beat.go:278  Setup Beat: filebeat; Version: 6.5.2
2018-12-11T01:32:06.845-0500  INFO  add_cloud_metadata/add_cloud_metadata.go:319  add_cloud_metadata: hosting provider type not detected.
2018-12-11T0 51-0500  INFO  elasticsearch/client.go:163 Elasticsearch url: https://dfdbe109f62b413188ae4f3e886355¢f .us-east-1.aws. found.
2018-12-11T01 6.852-0500  INFO  [publisher] pipeline/module.go:110 Beat name: Shawns-MacBook-Pro-2.local
2018 1701 6.85 @ INFO elasticsearch/client.go:16 Elasticsearch url: https://dfdbel09f62b413188ae4f3e886355¢ef .us-east-1.aws. found.io:

:07.250-0500  INFO asticsearch/client.go:712 Connected to Elasticsearch version 6.5.2

2018-12-11701 . @ INFO  template/load.go:129  Template already exists and will not be overwritten.
Loaded index
Loading dashboards (Kibana must be running and reachable)
2018-12-11701:32:07.290-0500  INFO  elasticsearch/ .go:16 Elasticsearch url: https://dfdbe109f62b413188ae4f3e886355¢f .us-east-1.aws. found.io:4
2018-12-11Te .536-0500  INFO  elasticsearch. i i
2018-12-11T01 i @ INFO kibana/client. Kibana url: https://cal31840ad37: / .us-east-1.aws.found.i0:443
2018-12-11701:32:49. 0 INFO  instance/beat.go:717  Kibana dashboards successfully loaded
Loaded dashboards
2018-12-11T01:32:49.235-0500  INFO  elasticsearch/client. Elasticsearch url: https://dfdbel09f62b413188ae43e886355¢f .us-east-1.aws. found.
2018-12-11T01:32:49.535-0500 ~ INFO  elasticsearch/client.go:712 Connected to Elasticsearch version 6.5.2
2018-12-11T01:32:49.535-0500  INFO  kibana/client.go:118  Kibana url: https://cal31840ad3749fca8dedae599a42669.us-east-1.aws.found.io:
Loaded machine learning job configurations
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Deployments 1
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Workshop 74fe79

Workshop

Elasticsearch

Logs
Snapshots Deployment name Deployment status
API Console
Workshop
Kibana
Activity
Security Deployment version
Performance V6.5.2

Custom plugins

Endpoints Cloud ID @
Account N
Elasticsearch Workshop: dXMtZWFzdCoxLmF3cy5mb3VuzZC5pbyQ3NGZ INzkzNTMS
Help Kibana YTUBN2Z1YWVKMMQ4ZnI5ZGIOM] IxZCRIMNISY] ZIMTA30DQEMTQzZY
/ WY4NTYINTCSMWEGMDRMZQ==
Instances

Allinstances @  aws.data.highio.i3 aws.mim5 @  aws.masterr4 @  aws.kibana.r4

us-east-1a us-east-1b us-east-1e

E - D 1

Instance #0  v6.5.2 4 GBRAM Tiebreaker #3  v65.2 1GBRAM Instance #1  v6.5.2 4

data | master eligible ingest master data | master eligible ir



2) Lab0 CHUfH L7727 LT v ¥ /LCKibana lcmr 274 > LET,

A

Welcome to Kibana

Your window into the Elastic Stack




3) Managementlink #27 U v 27 L%,

B wenagement | Index Management o @

©

® Index Management @ Index Management docs

i Rollup Jobs
Watcher Indices Index Templates

& Snapshot and Restore

& 8.0 Upgrade Assistant Update your Elasticsearch indices individually or in bulk. X Include rollup indices X Include system indices
Kibana

e K QU search Lifecycle status v Lifecycle phase G Reload indices

Index Patterns

Saved Objects Name Health Status Primaries Replicas. Docs count Storage size
I Spaces

Reporting metricbeat-7.4.0-2019.10.11-000001 @ green open 1 1 2350 3.6mb
& Advanced Settings

filebeat-7.4.0-2019.10.11-000001 © green open 1 1 582332 826.9mb
=2 s Logstash

g Pipelines Rows per page: 10 v/

& B, Beats
N Central Management
© 3 Machine Learning

Jobs list

§ Security
@
Users

Roles

i

4) filebeat-<version>-YYYY.MM.DD-000001 & V)9 Index ZHE L THA T 72 &V, version
WTELEL DR — 3 >0 YYYY, MM, DD [34E A H 23 L £, Docs Count, Storage Size
fEFR L TS E a0,

Index management

Update your Elasticsearch indices individually or in bulk X Include system indices
Q search

Name Health Status Primaries Replicas Docs count Storage size Primary storage size
filebeat-6.5.0-2018.12.07 o green open 3 1 984887 783.7mb 391.8mb
metricbeat-6.5.1-2018.12.07 ® green open 1 1 8012 3.2mb 1.6mb
divvy ® green open 2 0 3829003 1.2gb 1.2gb
metricbeat-6.5.0-2018.12.07 o green open 1 1 10729 4.7mb 2.3mb
checkpoint o green open 1 1 6000 8.2mb 41mb
metricbeat-6.5.1-2018.11.28 ® green open 5 1 650346 452.7mb 226.3mb
metricbeat-6.5.1-2018.12.10 ® green open 1 1 39088 17.2mb 9.3mb
metricbeat-6.5.1-2018.11.29 ® green open 5 1 852450 571mb 285.5mb
kibana_sample_data_ecommerce o green open 1 0 4675 5mb 5mb
filebeat-6.5.2-2018.12.10 ® green open 5 1 111546 93mb 46.6mb
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~
v

Rows per page: 10 v
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. Management  Index patterns

= Elasticsearch

Index Management
Index Lifecycle Policies
Rollup Jobs

Watcher

Snapshot and Restore

8.0 Upgrade Assistant

¥%_Kibana
Index Patterns
Spaces
Reporting
Advanced Settings
= Logstash
Pipelines
B Beats
Central Management
(% Machine Learning
Jobs list
@ Security

Users

Roles

inex patems o

Q search

Pattern
metricbeat-*  Default

filebeat-*

Rows per page: 10 v



6)

o

®

B3

i

B

&

T o B G o I

3

&

filebeat @ Index patterns Z 8 L CL 723V, E D field 73 searchable 7>,

aggregatable 7 Z figgh L TS 7230,
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Management | Index patterns

Elasticsearch

Index Management
Index Lifecycle Policies
Rollup Jobs

Watcher

Snapshot and Restore
8.0 Upgrade Assistant
Kibana

Index Patterns

Saved Objects
Spaces

Reporting

Advanced Settings
Logstash

Pipelines

Beats

Central Management
Machine Learning

Jobs list

Security

Users
Roles

metricbeat-*

* metricbeat-*

Time Filter field name: @timestamp  Default

This page lists every field in the metricheat-* index and the field's associated core type as recorded by Elasticsearch. To change a field type, use the

Elasticsearch Mapping API %

Fields (2637) Scripted fields (0)

2 Filter
Name
@timestamp ®
_id
—index
_score
_source
_type
aerospike.namespace.client.delete.error
aerospike.namespace.client.delete.not_found

aerospike. client.delete.succe:

aerospike.namespace.client.delete.timeout

Rows per page: 10 v

Source filters (0)

Type
date
string
string
number
_source
string
number
number
number

number

Format

Searchable

.

Aggregatable

2

All field types ~

Excluded

3 4 5 264 >

10
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1. Kibana T menu M5 “Logs”" &P ) v LTHEL & I, filebeat-* indices.h oD A
JHERBENTEET,

Z B s @
Stream  Settings

(G]

o QU search for log entries... (e.g. host.name:host-1) Customize B Highlights 10/11/2019 11:27:35 AM > Stream live

& Frin

Timestamp event.dataset Message
v y

EP
=
3
g
N
N

nginx.access [nginx][access] 166.187.107.47 - "GET / HTTP/1.1" 200 43623

, 2018 @
o) Nov 24, 2018 @ 06:35:32.808 nginx.access [nginx][access] 117.13.56.29 - "GET /apple-touch-icon-144x144.png HTTP/1.1" 404 32847
= Nov 24, 2018 @ 06:35:35.888 nginx.access [nginx][access] 132.28.227.214 - "GET /favicon.ico HTTP/1.1" 200 15400 oz M
63 Nov 24, 2018 @ 06:35:36.800 nginx.access [nginx][access] 147.224.34.28 - "GET /apple-icon-57x57.png HTTP/1.1" 288 4859 7
& Nov 24, 2018 @ 06:35:39.000 nginx.access [nginx][access] 183.127.35.87 - "GET /favicon-16x16.png?v=2 HTTP/1.1" 288 15436
Nov 24, 2018 @ 06:35:47.000 nginx.access [nginx][access] ©.13.153.9 - "GET / HTTP/1.1" 200 43618
5 Nov 24, 2618 @ 06:35:51.060 nginx.access [nginx][access] 141.126.116.204 - "GET /blog/customizing-your-document-routing/ HTTP/1.1" 3@1 232 s
Nov 24, 2018 @ 06:35:54.080 nginx.access [nginx][access] 152.209.65.41 - "GET /favicon.ico HTTP/1.1" 200 15480
= Nov 24, 2018 @ 06:35:57.080 nginx.access [nginx][access] 18.199.215.244 - "GET /blog/feed HTTP/1.1" 200 1680627
g Nov 24, 2018 @ 06:36:00.000 nginx.access [nginx][access] 176.15.154.104 - "GET /cloud/as-a-service/pricing HTTP/1.1" 208 67337 oA
Nov 24, 2018 @ 06:36:03.080 nginx.access [nginx][access] 23.137.72.219 - "GET /blog/we-are-out-of-memory-systemd-process-limits HTTP/1.1" 200 49290
& Nov 24, 2018 @ 06:36:08.000 nginx.access [nginx][access] 124.181.176.119 - "GET /favicon-16x16.png HTTP/1.1" 208 15436
5 Nov 24, 2018 @ 06:36:09.060 nginx.access [nginx][access] de65:b608:f441:f911:6c1f:fcc3:1019:F054 - "GET /favicon-16x16.png?v=2 HTTP/1.1" 304 273
“ Nov 24, 2618 @ 06:36:10.060 nginx.access [nginx][access] 185.162.143.55 - "GET /apple-icon-180x180.png HTTP/1.1" 208 15391 2o |
) Nov 24, 2618 @ 06:36:11.060 nginx.access [nginx][access] 215.242.121.22 - "GET /products/x-pack HTTP/1.1" 208 49892
Nov 24, 2618 @ 06:36:17.060 nginx.access [nginx][access] 183.127.35.87 - "GET /favicon-16x16.png?v=2 HTTP/1.1" 200 15436
@ Nov 24, 2018 @ 06:36:17.000 nginx.access [nginx][access] 252.226.122.205 - "GET /community?ultron=jan-2017&blade=newsletter&hulk=email&mkt_tok=eyJpIjoi
@ WTJZMFpXVTFORGNSWKRIMCISINQ101JIMNAGR }hvZ ZXY1hXaiswXCo2Qz1103RqUNIQWPTZHe rbXF1Z31PT2CBVIB40GZF T2F6RWIT0UY4VL o2em
hLOUS8ZzJNUURZYVdSMXNSR1Vvdy t3WWtLUZNG Cc2E 1c1BFWERZNUKSWECZY JBBVXNUNGESV1ANNVVSKENGHTIxbFpTUVWYINe%3D HTTP/1.1"
260 61105
Nov 24, 2618 @ 06:36:22.060 nginx.access [nginx][access] 163.38.165.146 - "GET /blog/feed HTTP/1.1" 200 168627
Nov 24, 2618 @ 06:36:24.060 nginx.access [nginx][access] 15.16.219.50 - "GET / HTTP/1.1" 200 43622 08P
Nov 24, 2618 @ 06:36:24.080 nginx.access [nginx][access] 132.28.227.214 - "GET /favicon.ico HTTP/1.1" 208 15400
Nov 24, 2618 @ ©6:36:29.8060 nginx.access [nginx][access] 13.267.28.176 - "GET /blog/elasticsearch-as-a-time-series-data-store HTTP/1.1" 200 58315
Nov 24, 2618 @ 06:36:29.060 nginx.access [nginx][access] 28.217.136.265 - "GET /downloads/elasticsearch HTTP/1.1" 268 42781
Nov 24, 2018 @ 06:36:30.000 nginx.access [nginx][access] 78.227.42.103 - "GET /cloud HTTP/1.1" 200 39616 L
Nov 24, 2618 @ 06:36:31.080 nginx.access [nginx][access] 155.170.94.88 - "GET / HTTP/1.1" 200 43626
Bl No additional entries found G Load again

2. BE® “Streamlive’Z& 9 v o §5E. HFILLWOTHRBRAIND ERT ) —UH
FhERRLET, CIEZOTD tail EEBFOREBERZIZEETHELDTT,

3. BRR/N—DB“/fr/products“ZERR L THET,
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Settings

K . Logs
[©]

Stream
®

QU [friproducts

® Customize B Highlights 10/11/2019 11:27:35 AM > Stream live

& Timestamp event.dataset Message
o] Nov 24, 2018 @ 21:48:02.800 nginx.access [nginx][access] 24.194.207.281 - "GET /fr/products HTTP/1.1" 208 75987
Nov 24, 2018 @ 21:49:51.800 nginx.access [nginx][access] 124.182.150.239 - "GET /fr/products HTTP/1.1" 208 75987
e Nov 24, 2018 @ 22:02:14.000 nginx.access [nginx][access] 78.135.164.135 - "GET /fr/products HTTP/1.1" 208 75987
@ Nov 24, 2018 @ 22:54:12.600 nginx.access [nginx][access] 3.246.17.11@ - "GET /fr/products HTTP/1.1" 208 75987
- Nov 24, 2018 @ 23:05:40.800 nginx.access [nginx][access] 22.180.154.149 - "GET /fr/products HTTP/1.1" 280 75988
@ Nov 24, 2018 @ 23:43:24.608 nginx.access [nginx][access] 176.61.87.81 - "GET /fr/products HTTP/1.1" 208 75987
Nov 24, 2018 @ 23:48:53.000 nginx.access [nginx][access] 3.246.16.60 - "GET /fr/products HTTP/1.1" 200 75987
g Nov 25, 2018 @ 00:02:24.600 nginx.access [nginx][access] 191.173.173.39 - "GET /fr/products HTTP/1.1" 208 75987
=) Nov 25, 2018 @ ©8:35:30.000 nginx.access [nginx][access] 181.145.76.253 - "GET /fr/products HTTP/1.1" 200 75987
N Nov 25, 2018 © 80:36:21.800 nginx.access [nginx][access] 4.235.228.165 - "GET /fr/products HTTP/1.1" 200 75987
g Nov 25, 2018 @ ©0:49:23.000 nginx.access [nginx][access] 4.235.228.165 - "GET /fr/products HTTP/1.1" 200 75988
n Nov 25, 2018 @ 00:50:26.600 nginx.access [nginx][access] 15.83.226.80 - "GET /fr/products HTTP/1.1" 208 75987
“ Nov 25, 2018 @ 80:56:45.800 nginx.access [nginx][access] 177.145.23.27 - "GET /fr/products HTTP/1.1" 208 75987
€ Nov 25, 2018 @ ©1:03:18.800 nginx.access [nginx][access] ©.188.2.178 - "GET /fr/products HTTP/1.1" 208 75987
Nov 25, 2018 @ ©1:12:28.00@ nginx.access [nginx][access] 7.126.6.178 - "GET /fr/products HTTP/1.1" 208 75987
@ Nov 25, 2018 @ ©1:12:28.600 nginx.access [nginx][access] d1e6:e347:fed2:1cff:df3:fde@:6812:37f9 - "GET /fr/products HTTP/1.1" 2008 75987
@ Nov 25, 2018 @ ©1:13:26.800 nginx.access [nginx][access] ©.191.107.137 - "GET /fr/products HTTP/1.1" 208 75987
Nov 25, 2018 @ ©1:41:56.808 nginx.access [nginx][access] 24.8.110.11@ - "GET /fr/products HTTP/1.1" 208 75987
& Nov 25, 2018 @ ©1:41:56.000 nginx.access [nginx][access] 217.58.132.205 - "GET /fr/products HTTP/1.1" 208 75987
Nov 25, 2018 @ ©1:56:42.600 nginx.access [nginx][access] 78.167.18.155 - "GET /fr/products HTTP/1.1" 200 75987
Nov 25, 2018 © 82:01:20.800 nginx.access [nginx][access] 185.69.206.208 - "GET /fr/products HTTP/1.1" 280 75987
Nov 25, 2018 @ ©2:19:25.808 nginx.access [nginx][access] 177.144.90.212 - "GET /fr/products HTTP/1.1" 208 75987
Nov 25, 2018 @ 86:12:18.00@ nginx.access [nginx][access] 22.193.142.97 - "GET /fr/products HTTP/1.1" 200 75987
Nov 25, 2018 @ 86:47:40.800 nginx.access [nginx][access] 185.254.110.121 - "GET /fr/products HTTP/1.1" 208 75987
Nov 25, 2018 @ 7:00:29.800 nginx.access [nginx][access] 165.60.116.206 - "GET /fr/products HTTP/1.1" 200 75988
Nov 25, 2018 @ 12:15:32.608 nginx.access [nginx][access] 169.252.91.218 - "GET /fr/products HTTP/1.1" 208 75987
Nov 25, 2018 @ 13:16:27.00@ nginx.access [nginx][access] 176.68.158.17 - "GET /fr/products HTTP/1.1" 200 75988
= No additional entries found G Load again

COOHEBEIL., BEIT VP U(Elasticsearch)Z & B EHD T, BEDHREZ, OX Y
JTHIEEIZEMTY,

4, FNTIL. Filebeat D7 bA TR w49 XD Dashboards ERTHEL &5,
Menu @ Dashboards 4 ') w2 LE9, £ TD Dashboards D) X kHARTIN
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B oashboaras

“NginX"Z#1&% L THET . “[Filebeat Nginx] Overview ECS” %4 1) v o L

Dashboards
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QU Nainx
Title Description Actions
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filebeat D E L 12— )LD A ZF HEER

Filebeat DED 2 — LB ED K S GEHA TR DOXFIEZEBELELNLTVEIDONEHE
BLEL&LD,

1. Index Template ZHEZR L E L & 5., Dev Tools M Console Z#F|F L T. Elasticsearch
[T IR MEHREITEDZEMTEET, Console ZFIF L T, Index Template
#HEZLTHEL &S, (X DevTools D Console #FEET,

A Dev Tools

® History Settings Help

Console Search Profiler Grok Debugger

®

1 FET _cat/indices | DN 1

2. Index Template DFEZED =8I, "GET _template/fi*”E AL T, HRIOHED =/
(BH%) R20%0 )9 9 LES, 95&. G Elasticsearch ML D L AR
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AN/ES>TEET,
K . Dev Tools

® History Settings Help

Console Search Profiler Grok Debugger

®
1 GET _template/fil [SON 1-k
b 2 2-  "filebeat-7.4.0" : {
3 3 "order" : 1,

=

30 4~ "index_patterns" : [
5 "filebeat-7.4.0-*"

i 6+ 1,
7~ "settings" : {

EON 8~ "index" : {
9~ "lifecycle" : {

¢y 10 "name" : "filebeat-7.4.0",

- 11 "rollover_alias" : "filebeat-7.4.0"
12+ 1,

@ 13~ "mapping" : {

g 14 ~ "total_fields" : {
15 "limit" : "10000"

= 16+ }

2 17 - 1,
18 "refresh_interval” : "Ss",

) 19 "number_of_routing_shards" : "30",

. 20~ "query" : {

@ 21~ "default_field" : [
22 "message",

% 23 "tags",
24 "agent.ephemeral_id",

v} 25 "agent.id",
26 "agent.name",

R 27 "agent.type",

8 28 "agent.version",

& 29 "as.organization.name",
30 "client.address",
31 "client.as.organization.name",
32 "client.domain",
33 "client.geo.city_name"
34 "client.geo.continent_name"
35 "client.geo.country_iso_code",
36 "client.geo.country_name",
37 "client.geo.name",
38 "client.geo.region_iso_code",
39 "client.geo.region_name",
40 "client.mac",
41 "client.user.domain",

client.user.email".

3. RIZ Ingest Pipeline ZHEZE L EL & 5, FKIEFE NGINX D04 % Filebeat THIY A
LERTFEZ LFE LT, Filebeat A Elasticsearch [ZIEE L= 1TO O XFEH%.
Elasticsearch MT—A2 ZWMYRALF A S VI TEDE S HUEFITHo-TLNSH
M. Ingest Pipeline M2 9 5 & ThHHM Y FET, DevTools M Console T” GET
_ingest/pipeline/filebeat-*-nginx-access-*”" & AAL T, EfTLEL &£ 5,
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N

® History Settings Help
® Console Search Profiler Grok Debugger
o~ 1 GET _ingest/pipeline/filebeat-*-nginx-access-* p &, 1-f
il 2 2+ "filebeat-7.4.0-nginx-access-default" : {
3 3 "description" : "Pipeline for parsing Nginx access logs. Requires the geoip and
& user_agent plugins.",
4~ "processors" : [
] 5~ {
6~ "grok" : {
L 7 "field" : "message",
8~ "patterns" : [
éh 9 "2 : %{IP_LIST:nginx.access.remote_ip_list}|¥{DATA:source.address}) -
. K{DATA:user.name} \[¥{HTTPDATE:nginx.access.time}\] "%{DATA:nginx
& .access.info}" {NUMBER:http.response.status_code:long} %{NUMBER:http
.response.body.bytes:long} "¥{DATA:http.request.referrer}" "%{DATA
g :user_agent.original}""""
10 - s
— 11~ "pattern_definitions" : {
< 12 "IP_LIST" : """S{IP}("?, 2\s*¥{IP})*"""
) 13- 3
<) 14 "ignore_missing" : true
- 15~ }
@ 16~ By
17~ {
€ 18 ~ "grok" : {
19 “field" : "nginx.access.info",
v} 20~ "patterns" : [
21 "%{WORD:http.request.method} %{DATA:url.original} HTTP/%{NUMBER:http
P .version}",
8 22 "
& 23- 1,
24 "ignore_missing" : true
25+ }
26+ }
27~ {
28 ~ "remove" : {
29 "field" : "nginx.access.info"
30 }
31+ By
32~ {
33~ "split" : {
34 "field" : cess.remote_ip_list",
35 "separator" : , 2\s+""",

"ignore_missing" : true

Ingest Pipeline (EEESNIEFICLEBFITVET, EDLSILTRENITTHAT
L 5H % JSON THERRL THFEL &£ S

4, REICTZ7EFT Y2 R—FDRETH S Saved Objects ZFEZELFEL &£ 5,
FFTIXEDA = 2—h B”"Management’ZE 9 ) v LET,
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N

. Management

= Elasticsearch

Index Management {(:):}

® Index Lifecycle Policies
o Rollup Jobs
M o
Watcher Kibana 7.4.0 management
& Snapshot and Restore Manage your indices, index patterns, saved objects, Kibana settings, and more.
8.0 Upgrade Assistant
i
o % Kibana A full list of tools can be found in the left menu
Index Patterns
éd Saved Objects
Spaces
@ Reporting
g Advanced Settings
= « Logstash
Pipelines
J
B, Beats
n
]
Central Management
&
3 Machine Learning
@ Jobs list
o)
¥ © Security
Management

Kibana A2 Elasticsearch 7 EN BB A 2 —IZF7 VAT H=HDEE T ,
RIZ. Kibana M A = a1 —AhHV5 Saved Objects ') w9 LET, BFR/\—
[Z”filebeat’ Z AN L THRELTHEL LD,
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N

= Elasticsearch

Index Management

® Index Lifecycle Policies
@ Rollup Jobs
Watcher
3 Snapshot and Restore
8.0 Upgrade Assistant
|
2
&
@ Reporting
g Advanced Settings
<  w Logstash
Pipelines
<)
B, Beats
N
@
Central Management
P
Machine Learning
@ Jobs list
o)
¥ © security
23] Users
Roles

. Management = Saved objects

Saved ObjeCtS M Export 351 objects & Import C Refresh

From here you can delete saved objects, such as saved searches. You can also edit the raw data of saved objects. Typically objects are only modified
via their associated application, which is probably what you should use instead of this screen.

Q filebea Type v
Type  Title
&  [Filebeat CoreDNS] Overview
& [Filebeat Cisco] ASA Firewall
&  [Filebeat PostgreSQL] Overview ECS
B [Filebeat IBM MQ] Overview of error log overview
g [Filebeat Iptables] Overview ECS
8 [Filebeat Envoyproxy] Overview
&  [Filebeat MongoDB] Overview ECS
5 [Filebeat Kafka] Overview ECS
-l [Filebeat Iptables] Ubiquiti Firewall Overview ECS
5 [Filebeat Auditd] Audit Events ECS
&  [Filebeat Suricata] Events Overview ECS
& [Filebeat Suricata] Alert Overview ECS
] [Filebeat PostgreSQL] Query Duration Overview ECS
g [Filebeat Zeek] Overview
8 [Filebeat Apache] Access and error logs ECS

—EILSEEEHTTT
6. —EMDHI>H1DHEW, Actions®D -] ZH 1) v L. "Inspect’ZFT 1) v L

ij_o

[Filebeat Svstem] Sudo commands ECS

(Visualize) A v aih— KDL BINERTINET,

Actions
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4

. Management = Saved objects = Edit dashboard @

o
o
=
80
i
108
panelsJSON
| ©
2~
& 3 "panelIndex"
4 "panelRefNam )
5 "version":
5] 6~ "gridData":
7 "x": 0
= 8
9
) 10
11
- 2 |3,
@ 13~ "embeddableConfig": {
14~ “columns": [
<o 15 "log.level",
16 "message”
17 1,
@ 18 ~ "sort": [
@ references
i-f
2~
3
4
5
6
7
8
9
10
11
12~
13
14 P
15 "id": "1cfbla80-alf4-11e7-928f-5dbe6f6f5519-ecs"”
16 },

TBHE AV VA R—FOITSTDREERDIENTEES, ITA2ICTE
TRENFETH., Kibana BARIZZDT—42 % ISON THWET, FFIICTZDEL SIS
EEINF=Fy P aRh—FEEICKY, BEICT—2ZAHRIETELLSITH-
TWET,
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Grok Debugger T Grok filter Z{& k&

1. Grok Debugger Z{# L\, Grok pattern IZ&K A XFHDEELEZERERLEL £ 5,
Kibana T menu H 5 “Dev Tools” %4 1) w4 L. ”"Grok Debugger’& 2 1) v L
EX I

K B DpevTooss @) E

® History ~Settings Help

® Console Search Profiler Grok Debugger

1 GET _cat/indices > 2 il

2. FFTIIN—RTEIRRELDIXFIHZEZAALET,
”55.3.244.1 GET /index.html 15824 0.043” & L5 X5l % Sample Data [CAAL
x£9,
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. Dev Tools

[€) Console Search Profiler Grok Debugger
Sample Data
[ )
1 55.3.244.1 GET /index.html 15824 0.043
| —
80
Grok Pattern
)
~ 1 %{IP:client} %{WORD:method} %{URIPATHPARAM:request} %{NUMBER:bytes} %{NUMBER:duration}
2
&
> Custom Patterns
5
= Simulate
’(“j Structured Data
) 14
2 "duration": "0.043",
o 3 "request": "/index.html",
%° 4 "method": "GET",
5 "bytes": "15824",
o 6 "client": "55.3.244.1"
7k
@

:%)K?ﬁl]li\ P7RKLR, UUITR LD Verb, U IR L5, /181 ML
B (F) THSHELFET,

RIZ., XFH#IN—RT BT1=8IZ. GrokPattern it LE T,

F (L. "%{IP:clienty’Z AFI L T. Simulate ZE{TLTHZEL &£ 5, Sample
Data D IP 7 KL ADERD 1= 1TAY, Structured Data [CHHA SN TULNDDHHhH
UEY, TIX. IBE

[Z. "%{WORD:method} %{URIPATHPARAM:request} %{NUMBER:bytes} %{NUMBER:
duration}’ Z AN LM S, Simulate LTHEL & 5, Sample Data BHRIZ, %
NEND Grok Pattern DFAIERAR—RZANT IBENHIDTEFELTLE
AN
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. Dev Tools

[€) Console Search Profiler Grok Debugger

Sample Data
[t

1 55.3.244.1 GET /index.html 15824 0.043

| —
80

Grok Pattern
)
~ 1 %{IP:client} %{WORD:method} %{URIPATHPARAM:request} %{NUMBER:bytes} %{NUMBER:duration}

2

&

> Custom Patterns
5
= Simulate
C’J Structured Data
)

"duration": "0.043",
o "request": "/index.html",
%° "method": "GET",
"bytes": "15824",

o "client": "55.3.244.1"
@
&3

BEOHD AT, CEHEMNK KRS OY % Sample Data [CAH L. Grok Pattern
#ALTAHAELLD . TEFEAD Grok /INF—UIZLLTD URL M HHEETEE
9,
https://github.com/elastic/elasticsearch/tree/7.4/libs/grok/src/main/resources/patte
rns
https://github.com/logstash-plugins/logstash-patterns-core/tree/master/patterns
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