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FIY oY=l

o RP KI TEST h RPKI TEST

ROVZEA LSRN
WD TIEIRUDE---

testing valid ROA... [passed]

ed
ROA (5sec)...
APKI invalid BGP
IP 2¢€

RPKI TEST - RIPE Labs
https://labs.ripe.net/Members/nathalie_nathalie/rpki-webtest

« Is BGP safe y3t7 No. Is BGP safe yet? No. URLDQRA— R (&S L)

ul
‘ Border Gateway Protocol (BGP) is the postal service of the Internet. It's responsible for
looking at all of the available paths that data could travel and picking the best route.

Unfortunately, it isn't secure, and there have been some major Internet disruptions as a u

result. But fortunately there is a way to make it secure.

ISPs and other major Internet players (Comcast, Sprint, Verizon, and others) would need to

implement a certification system, called RPKI.

Test your ISP Read FAQ E

Is BGP safe yet? - Cloudflare https://isbgpsafeyet.com/
https://isbgpsafeyet.com/
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« BGPalerter

| Example ®@ NTT
visibility
The prefix 165.254.225.0/24 (description 1) has been withdrawn. It is no longer visible
from 4 peers. hijﬂﬂk
visibility
The prefix 2a00:5884::/32 (alarig fix test) has been withdrawn. It is no longer visible The pl‘E‘ﬁI 2a00:5884::/32 {alar‘ig fix tegt] is announced b"'" AS15543 instead of
from 4 peers,
hljack AS5204092, and A545
A new prefix 165.254.255.0/25 is announced by AS4, and AS15562. It should be
instead 165.254.255.0/24 (description 2) announced by AS15562 newprefix
hijack , _ Possible change of configuration. A new prefix 2a00:5884:fff:/48 is announced by
A new prefix 2a00:5884:ff(f:/48 is announced by AS208585. It should be instead
2a00:5884::/32 (alarig fix test) announced by AS204092, and AS45 AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test).
hijack
The prefix 2a00:5884::/32 (alarig fix test) is announced by AS15563 instead of
AS204092, and AS45

newprefix
Paossible change of configuration. A new prefix 2a00:5884:ffff:/48 is announced by

AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test). ' roa m O n (1&\, ‘) t Iﬂ L\‘I

e

. ~ ° l
BGPalerter, Real-time BGP monitoring, Massimo Candela ﬁ*ﬂd)j /tj I\ -
https://ripe79.ripe.net/presentations/111-BGPalerter_ripe79.pdf

A
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« console.rpki-client.org

 RRLDTSOXEE?

Genarated af Thu Now 26 08:45: 29 2020 by rokj-Clisnl.

SIa aslD

rpki.ripe.neifrepnsiinry FAILT b Aff-| - d5fc-bTid-3i f | bl | OF vdFkx FRGL pl ) Pfak - rop Ay

rpkl.ripn.nei frepos | Loy MEFAILT M4 4200 F9-A790- 4530-b | F4-50505383F d 1371 fiT Toell OGallei P01 015880 - ron ARy

LK Lor Lronel S ranas | Lar v DEFAULT /A8 ] al ad-1 4ad-4adti-009a- 85397 Th645 1| BzBe RNl S0 cONPdrahBv AR, (82 LEETED

cekloring nelfranngitory DEFAULT foafal d20d-ddbd- 4362 -ac Th-2a31 (006 TI6/1 /3 -Ldiuwelseeeadin: v Mis ITHN. (o3 AREFED

cekioring nelSranoailory /DEFAULT M0 ol 661487 4460 aadd-c582350e 131 |.F) SI0E2 S5 ahalE 300 | Cal IFI Falk . rea AEETER

\
| console.rpki-client.org SR

. - - rpki.ripn.ned freposidory MEFAILT fab fdidcd-clec- 40 f | -Add5-SddfddabTdd ) fi Heiasf S0P dndr ulr i M5a] 755 - ros 1= i __.n“‘ et ]
http://console.rpki-client.org/ — £ Sliutededis o6 fnas: 53

BIRESN TS /AS8283.html

RPKIVIZ search  statistic  about

 RPKIVIZ -

RPKIVIZ | RPSTIR2
e http://rpkiviz.zdns.cn/

RPKIVIZ: Visualizing the RPKI | APNIC Blog ==z -
https://blog.apnic.net/2020/04/23/rpkiviz-visualizing-the-rpki/ [ BE:'O)"EE(QE

A
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RPKI Validator(d:--- Webo > —JT—R% )

BOoOFvwvSa1H9—)\D

. 20214F(CBIFEIETA ALk T )

RPKI Validator st anchors RPKI Validator

Configured Trust Anchors
i} o BEESNTVS NS RZ>h—
o @ o [0 § @D rersandBmonhs  Smintesd  54minutes wate
< s G
-
—_— RPKI VaIidato_r EIZK_EEH& (RIPE NCCR#&w J 4B UBEAREEIL)
RPKI Validator - Quick Overview of BGP Origin Validation http://roa2.nic.ad.jp:8080
https://rpki-validator.ripe.net/trust-anchors
2021F1H1H FHUWERBDOZITANEREZRT "IETF sidrops THE4 73:1;2%\

2021F381H FTUUWLRFCERIRDNI S —FEE ST {ehEH. 175
2021F7H1H RO ATFTFOREERTULIZ—HA1D PASFFS AR,

Y -3
Lifecycle of the RIPE NCC RPKI Validator, Nathalie Trenaman — 20 Oct 2020 K£bD K71§(ICA(("IjJ° )
https://labs.ripe.net/Members/nathalie_nathalie/life-cycle-of-the-ripe-ncc-rpki-validator-1

’ PA
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4 > “ NE |
‘_ E BV bEBR~RH~ Broadiine
RN ERG

IW2018: “(FA E(CHDTZRPKIDEE", #21U 52X, TOKAI —traceroute
1=31_4—=37 \/Z@ —ITETHESD

RIPE78: “Long chopsticks in heaven - When packets
dropped using ROA -”, RIPE78, May 2019, Taiji

Kimura @ (FA & (23 ZRPKIDEE, IWS 3 —4— XIS

https://www.nic.ad.jp/sc-sendai/program/iwsc-sendai-d1-7.pdf

AS2n@RAH
HEYIPODASAHMELLY?

& RIPE NCC

roamonZz ¥,

U

APRICOT 2020/APNIC 498> J 7 L > XA THXK.
RPKI slack DEIA.

<y

-

RPKI in Asia-Pacific ¢

region

D—22av IO ecsorrene

2R17H(R) RPKI Deployathon APX=E—F >4

- ;
(B8 . soossmpcon. - - sman
EESREESMIL.  (B#lEFDeplovathon
- APNIC Foundation&  (C£40)
BMEEXE.

et w
ZA18H(:k) RPKI Deployment 1,2
HERRA

« Pir— NITE(EE)

__ b - ST
(7] - mwiE
il || 27 ea

https://labs.ripe.net/Members/taiji
_kimura/long-chopsticks-in-
heaven-the-importance-of-
cooperating-when-it-comes-to-roa

(#8%1) RIPE 79TMDIP RL- X « ASESHEIURU S —(C L
B9 IR https://blog.nic.ad.jp/2019/3348/ o D R
C Copyrioht @ 2020 Japan Network Inforrmation Center 3
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r

roamon

IPNICTARZEA CHETHELULEO> T hEE

roamon-verify, roamon-alert, roamon-web

CTEDE

« $ python3 roamon_verify_controller.py get --all
BGP#ZE&(RouteViews) & Routinator&E K DVRPZAS I > O— R,

« $ python3 roamon_verify_controller.py rov --ip <prefix...>
IBESNIEIP RLR - TL T4 w ORI T BROVIERZEFR R,

- $ python3 roamon_verify_controller.py rov --asn <AS&H=S...>
AR RTIEESNEASZA U ASE T DI NTORIEIC DUV TCROVIERZFR o

AFHZE GHEHETER)
$ git clone https://github.com/taiji-k/roamon-verify.git
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ROV valid (B%h) #aoighn

Global: Validation History of Unique P/O pairs

Only 1Pw4 Prefizes
O not-found O valid M invalid

# Unique Prefix / Origin Pairs

1000

Global: RPKI ROA Deployment Status Over Time

% of *Delegated IPv4 Address Space Covered by ROAs

B AfriNIC 0 APNIC B ARIN O LACNIC B RIPE

10

10

Percentage (%)
=

=
[

0.01

R ]

0161025
20170427 -
20170528 -

20170906

2 20171105

-
=
1)

20170124 -
20170224 -
20170328 -
20170702 -
, 20170807 +
20171206 -
20180106 -
20180708 -

20180809 -

g
=
2]

le "delegated-extended",

20181008 -
20181112 -
20181213 -
20190112 -
20190318 -
20190421 -

s 2 ¢
g
g

20180503 -
20180606 -

20160815
0160922
20161124 -

2
2

Q‘
[x]
el
-
-]
-
=]
2]
0

=
Eel
Q

fi

=

=]
-
=
[=]

NIST RPKI Monitor: 2020-03-

20190629 -

20190902 -

20191002 -

20190730 A

20191108 -

20191221 -

20200201 A

]
RPKI Deployment Monitor
https://rpki-monitor.antd.nist.gov/

20130828

20140113 4
20140505
20140821
20141208 -
20150326
20150727 1
20151127
20160318 -
20160805 -
20161207
20170325 -
20170730
20180712
20181103 -
20190226
20190725

MIST RPEI MMonitor 2020-11-25

>

20200112
20200620

&, RIPE{MNZEDROAFHZ N

APNICHM=EIZM P,

o
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NIST RPKI Monitordk D

20184F

20204F

Global: Validation Snapshot of Unique P/O pairs

790,707 Unigue 1Pv4 Prefl'Origin Pairs

M invalid
(6,352)

& valid
(81,940)

O not-tound

(702,415)

. - not-found 88.83%

MIST RPKI Monitar 2018-11-24

invalid 0.80%
valid 10.36%

Global: Validation Snapshot of Unique P/O pairs

897,007 Unigue |Pv4 Prefi/Origin Pairs

M valid
(232,614)

M invalid
(5.128)

O not-found
(659,265)

invalid 0.57%

valid 25.93%

not-found 73.50%

RPKI Deployment Monitor, NIST

NIST RPKI Monitor 2020-11-25 https://rpki-monitor.antd.nist.gov

* Invalid:AS Covering ROA Prefix, maxLength Satisfied, and AS Mismatch.
« Invalid:ML Covering ROA Prefix, maxLength Exceeded, and AS Match.
+ Invalid:ML-AS Covering ROA Prefix, maxLength Exceeded, and AS Mismatch.

(i.e., because it contains an AS-SET), and a ROA covering the prefix exists.

+ Invalid:AS-SET The origin AS could not be determined from the BGP update used to announce the prefix

—FRIICLEARTHSHMCHIN\—FHE
e KFBEXREHDROVEALGED,

12
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JPNICORPKI: kiRt 20184118 Reia

. FRLZRIIBICRITENS I EL
« 70

« FEITESNTULIBRO0A
e 256

- EIDIRSNTWSIPY R l/Z(c_')'(T UL CROADHIN—TFBEE
« 3.5% IPv4 TR SO

70

« 38.1% IPv6 °

50

40
30

20

10 . o
X IPv4,IPve,FEEEBIPI 7 FL XA EL THY Uk
0

HHHHHHHHHHHH
~ ~~ ~~ i ~~ ~~ ~~ i ~ ~ ~ — ~~ ~ ~ i
LN LN LN ~ \o) \o) \o) ~ N~ N~ [ ~ 0 [0} [0} ~
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JPNICORPKIGHERIE#H

20204F11A

« PRULANRIVAEBICEITEINBASE «mrice> ki

+ 129
« FEITSINTLISROA

e /21 *$HROAWebTIZEICZ\,

- FIDIRSNTUVNSIPY RLARICHUTR

« 43.6% IPv4

« 57.4% IPv6

[ﬁﬁﬂ%ﬁi%ﬁ?t]

P77 L ADDE % <%
TW320etD 55, 7414H'F
F7zkia. (T A MzE0)

140
130
120
110

80
70
60
50
40
30
20
10

X I1Pv4,IPv6, BB HIPI 7L RILRIELTAHDO R

~ >~ - S >~2T "1 >~ >~~~ " > >DT  +H > > 4949 " > >~ '+

0
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HEEEER(1/3) - OV AEBED MY I H

> RPKIZATLICFOEZA <

E5DJ)v 03D EHRLL
ROAWeb(C )7 IOt ALET,

BAZ FAORPKI= AT AICFOEZ (*1)

ZHE5%7Uw /793 EIPNICD
TALZE BN &SWANRLROA
ZFH179 DROAWebIC )71 X
LE T (HERDROAWeD),

Jie

JPAME RSB RV EEQ JWIN-7@ v-la ALVTH — (] x
Fse RPKI - JPNIC x |+
« > Q [0 https://rpki.nic.ad,jp e 12 * ﬁ (O] =
A —pumza BERRYNI-21 Y I X-av IS
JNIC
RPKI
HHSE

= FELEZROAS T CICABEND LSRN ELEZ. (20205108308)

RPKIZAF L

BEZFAVEEZOORPKILAT L (—2EORSY) & BRTTA T 3ROORPKIZAT A (Z2BEOMRSY) ZRELTENET.

> RPKIZAFARLCPOER <

TRPKIZ AT [s] Tld. Webo 24— JT—ATROAZEET S ROAWeb] SRPKITAFTAREET S [BPKUESHE] HFTFIBVERHE
T. ROADMERIN T T 5L <CABEN, APNICOTAL (FSARFLA-OF5—45-) ZESTUWESHTERLSCRDET. BENCRR
TEBRBICADETOTITEELEEV:. PUEACRERRSIHIRSHHETT,

BERF A MEORPKIZ AT AL FIER (1)

[ERFA MADRPKIZ AT L] 13, ROAWebISBPKEBERERIT> TROATRITL TS, APNIC TALEE>THUS T EAZRWARE TR
NEYd, (%2) PNICOTALEFIRT LW SN TEET . ROADEHWEERZ I IRDCIRHBVWLETET. FPOLACRERRESIHSS
BETT.

(*1) IBESOESHERENET. dEETFELTEDET.

(*2) D7 OLRAEURT FUEEMNB R, URLEEEITNEFS D0 FETE#ETY .

B8
= ROAMHER - EEOAE ROAWebDTHBI=27ILTT.
= RPKI Validator B3R ROAMMER SRMEIC/ED TVBHEDIHOITHEROEHICTHAVWEETET. SearchdiBIiCIPF KLADTU D«
HREINTEE. FHRROALERFERS UL LSEC [VALID] | EEEHRLROAS—HLALEEC INVALID] . ROASFRTENT
LVEELVEZ(TIE TNOT FOUND ) & ERENET.

= Y/ —ZRPKI(RPKI) - JPNIC RPKI&IPNICORPKIESEDH — R CET 32RO —STY.

[
JABD, —meman ARz yNI—a T A a5
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B REE #FV) EES JwIv-78 YD ALTH

=(2/3) - #HiULWROAWeDb

(1) BTNERCEZABENM BT EABNET. [RTE] OREGZOROATRPKIOUMS FUTAEENTVSZ EZRLTNET.

UY—AHAED—E
Uy— RIS TRATR] (0D CROARIEHTEET. UV-ATRSH IRAR] CRBF T2aEEN 5T LnB0ET.

27AINE 6M28JKbDXTC5SmBWuelwNo--KhNU.cer
ko RBiTE

EWEHE - BBEFH 2021811815H10:30:02 (HEBE/UTC+9)
1Pvd 192.41.192.0/24

27AINE is2rHh6mM7qKO0Y oqy312DpKAXLY .cer
k7 RBiTHE

EMER - EBER 2021F11815810:30:02 (AEBE/UTC+9)
1Pvd 202.12.30.0/24

#ROAWeb7HY > MEHEIET 34U Y- AHSPROARETEDEN., HEUMRS FULSHBENET.

‘ﬂ?lﬁc —muman BERYNT -S4 TAA-U3 T

ROAWebDFH D2 bDEIEES, BPKISREAOESEIHFESINSBSICE. IPNIC RPKHES <rpki-query@nic.ad.jp> ETITEECZE0.

- m| b
T RPKI X |+

<« ¢ © & https;//rpkinic.ad,jp/xir/roa B e 12 iy ¥ @ =

EE=S ~| )
JI\II:I‘C —si@h BARYRD -4V T A~V 3 IS~ . W
s o [ROADENEFERL - BNEFHIER
TR+ 1 +H=—RAld 3 = BE 41 =R =B glst+sEBE —+Fr by =1 Nl = il === 3

ROAWeb (JPNICNET) FRE TS =~ROA[Z T . BERNICESEn]geiEEIch ) AN el
ROAMDER © ROAESTHRIER @ 12t @ TR

Prefix ( - BXprefixg) + ASHES RE(*1) #1F F|AENTWSBGPER (Prefixd EHILSmOAS)

192.41.192.0/24 2515 RiTH o o 192.41.192.0/24 2515

202.12.30.0/24 2515 BITH m o 202.12.30.0/24 2515

AN TUWSBGPERE (Prefixd SHELESMAS)

(<2) Route Views (http://archive.routeviews.org/) MBGPT—4ZEEIC, FH- MCBIFEAY S LRI ROVIOERERRLTVET. —SOBCPEENIRTENZVWCEFBDFET.
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« OA42AED MY HEME
e EERFEIBEOTA > ZOBMHEIC7IOTCRAITDHICKROD>TULWEUE,
GEBHZEZ{ED> TWLB T2/ \RX 77 J— R ADBIEREHNTRUY, )
« STUWEECE. BRSEWERT A NAHDRPKIS AT AICTIOTZR
C=ZEXI,
« ROA®DENBFERY - BNBFHIBR
o FEERFZCHBWEIZEWLWTULVBROAWeb S [[HHR] (CdH> TROAR
E|PREY (CSBERIEE(CIR D TWLWE UTz. B SEBFREID S 1 LT H
pDFEUE, SEIIENDHEIE(ICIINFIRRE(CIAD X T,
e EFWDVY —AGEBHERR(CHT T
« — DD NTEAPNICHSI(FEEZ DY — B HENFRITIN
CWEI, DI —FTa>0DDELR ICRRUTULET,
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{EWLS D5

[ROAZFARERL LTZWN, |

% ROAZVEDIPY
I< I/X%%/S\\\o

(R EZE U0, |

l | IREDRRIE E R
BRI
Fo0 9 Do

AL RELNHZE [0 "
B | DEXICHRSD, et
BEL
ROAweb TROA IREEDS TR (272 D
= s, = 3. = ﬂg%

HE
I
38027, SBE-1E HE
E,[},\ —\7
El
ROAweb TROA IREEDY [RFE] (C7R 33
= ZZEIT D, = Do = ° 1
7 - e ———— %2
RPKI Validator HAGEMR CHHER |
ETEET ., (MRORIELRBBSL i
IC209BENDDET . ) ~

Q:“Eﬁaﬁ( ZEW,
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JPNIC RPKIIE
rpki-query at nic.ad.jp
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RPKID(IU 75

SREESIHSZE R (aRgEH— R/ TSUTR)
BRES (C T DEREE(C DL T
https://www.nic.ad.jp/ja/ip/id-procedure.html

SRBEGFEIIIASEZ2HIBA(CREIT (O359YR)
BRBEFEIAERTY =177/l
https://www.nic.ad.jp/doc/issue-manual-02.pdf

-_L
Y — EEBAE EROADFEITHIIG
https://rpki.nic.ad.jp/

< L PHEEEZREO : ip-service@nir.nic.ad.jp

1\
| XT75c 1 | l (ET/zlZ rpki-query@nic.ad.jp)
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JPNICDORPKIFX &8

Jie

SRR —EX
https://www.nic.ad.jp/ja/rpki/
https://rpki.nic.ad.jp/

o IP7 RLADEIDIRD Z2 1T TLDHNMROAZEER L IZDRPKIMDCA
ZIUE5 LT TORITIEDTES,

ROAFvvS1H—)\
192.41.192.218 port 323

HAEEIRRPKI Validator
http://roa2.nic.ad.jp:8080/

JPNICODTrust Anchor
https://serv.nic.ad.jp/rpki/jpnic-preliminary-ca-si.tal
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« RPKI Tools
« https://github.com/dragonresearch/rpki.net

Jun 18, 2006 — Nov 26, 2018 Contributions: Commits ~

Contributions to master, excluding merge commits

G0
40

20

2007 2008 2009 2010 201 2012 2013 2014 2015 2016 2007 2018

https://github.com/dragonresearch/rpki.net/graphs/contributors
© 2018 GitHub, Inc.

A
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ROAFV v 10D=RE

RPKI Tools

e [BIREAFIT 1DEIDRASA RERU

RPKI Validator

« https://github.com/RIPE-NCC/rpki-validator
RPSTIR

« https://github.com/bgpsecurity/rpstir

ROUTINATOR

« NLnetlLabs/routinator
https://github.com/NLnetLabs/routinator
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BGPIL—%

Cisco “BGP - Origin AS validation”

 Cisco Feature Navigatord& D
IOS XE - ISR 4451-X, ASR1002-X(Zh
IOX - ME3800, 7201(&»

Juniper “Origin Validation for BGP”

 Juniper Feature Explorerd& D
EX9200 - Junos OS 12.3R2, M7i - Junos OS 13.2R2, VMX -
Junos OS 14.1R5(&hH

Nokia(lHAlcatel-Lucent)
.+ SR OS 12.0.4RLAM%

Copyright © 2020 Japan Network Information Center
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BGPIL—%

« VyOS
https://www.vyos.io/
- ROVODOE X HDOIEER(CExE

« NIST BGP Secure Routing Extension (BGP-SRx / BGPSEC-1I0)
https://www-x.antd.nist.gov/bgpsrx/
o AS) CRAREE(C XIS

« BIRD BGPsec

http://bird.network.cz/
http://www.securerouting.net/tools/bird/

« AS) CRAREE (T XTI
FRRouting
https://github.com/FRRouting/frr
o AU ARSI

’ P
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« GOBGP

https://osrg.github.io/gobgp/
https://github.com/osrg/gobgp/
o AU AREE(CXTIG

C
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TODft - WebD'SOH

- 1¥RE
« Webt—/\DIPY KL AMROAICAD CLI\DME D =MHERL., AV
DINREEDFERZERTT Do

 Firefox addon

« rtrlib/firefox-addon
https://github.com/rtrlib/firefox-addon

« Chrome iR

 rtrlib/chrome-extension
https://github.com/rtrlib/chrome-extension
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