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ICANN'’s Enforcement of DNS Abuse
Mitigation Requirements
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Grounds for Closing Compliance Investigations Against Registrars -
DNS Abuse (Cases Resolved: 151)

@ The registrar tock action
to stop the DNS abuse by
suspending the domain
nnnnn

@ The registrar did not find
actionable evidence of the
DNS abuse,

The registrar took action
to disrupt the DNS abuse.

@ The registrar took other
action to stop the DNS
abuse (e.g.. DNS
redirection/sinkholing).

@ All others

Percentages are rounded to the nearest whole number.
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Introduction

® DNS Abuse mitigation is a priority issue for the GAC

e gTLD Registries and Registrars are contractually required to
respond to reports of DNS Abuse

® |[CANN contracts define DNS Abuse as the use of domain names, or
the DNS system, to perpetuate malware, botnets, phishing,
pharming, and spam (when used as a delivery mechanism)

® GAC Topic Leads (EC, JP, US) program for ICANN81 and ICANNS82:
o Introduction to the topic
o Ongoing work taking place within ICANN

O Raise awareness about efforts outside of ICANN

ICANN|GAC



Introduction

End
Users

Domain
Names
Services

Providers
of content
and services

ICANN Community
& DNS Industry

Reseller Registrant

K ccTLDs

\_

(D

ICANN, ‘

authority

Registrar
/ \

ICANN Contractuaﬁ

/ \
/ OrR
o O

Reseller Registrant

gTLDs

Resolver

.
“«

ive DNS

Extended DNS Infrastructure Community
Internet Community

Internet Service Provider (ISP)

o
._____ -’
Web Hosting Provider
L

Internet
Infrastructure
Services
(incl. DNS,
Routing,
Content
Hosting and
distribution)

The scope of ICANN contractual authority is limited. The community of relevant actors is broader, within
ICANN and outside ICANN. A lot is being done and can be done beyond the remit of ICANN'’s contracts.
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Introduction

Pre-ICANN81 Webinar (4 Oct, UTC): SAC115 by SSAC

O Discussions about the scope and framework of DNS abuse mitigation

O Importance of cooperation among the extended DNS infrastructure community

Host Country Presentation: Turkiye’s approach to DNS Abuse

O Kigali Communique: learning opportunities from other regions on good practices
O  Governmental and ccTLD practices, unique from ICANN and gTLD policies
Discussions in ICANN81: “What can be done within ICANN?”

O  Briefing from ICANN about RA/RAA compliance

O Discussion with stakeholders about the effect of the RA/RAA amendments

O  GAC discussion about effects of the amendments and relevant experiences

Future discussions in ICANNS82: “What can be done with the
extended community or the ecosystem?”

The agenda is so packed, so please be punctual!!
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IV. Issues of Importance to the GAC

3. DNS Abuse

The GAC welcomes the constructive discussions on the topic of DNS Abuse with different ICANN communities at ICANN81. In
particular, the GAC appreciates: a) the updates regarding the work carried out by SSAC on the impact of Artificial Intelligence on DNS
Abuse, b) the invitation from ALAC for discussions on possible further policy work regarding DNS Abuse, including based on the
conclusions of the recently released INFERMAL report , and c) the information on the work carried out by the ccNSO through their
DNS Abuse Standing Committee survey. The GAC is interested in pursuing these conversations further.

The GAC values the preliminary feedback received from ICANN Compliance and various parts of the ICANN community (Registries,
Registrars and SSAC) on the impact of the DNS Abuse contract amendments in their first six months of implementation (April-October
2024). In particular, the GAC notes that the volume of abuse reports has increased in this period compared to the same period before
the amendments entered into force, possibly due to increased filing by those who submit abuse reports. The GAC also notes ICANN
Compliance is keeping track of data regarding mitigation and disruption actions taken as results of DNS Abuse reports and welcomes
ICANN Compliance’s actions to enforce the contractual amendments. The GAC highlights the importance of regular reporting from
ICANN Compliance, including on statistics about the ratio between the number of reports and actions undertaken, and more specific
information about the types of disruption or mitigation actions taken. The GAC would also welcome information about practices
stemming from the interpretation of the Advisory guidance , for example in relation to “actionable evidence.”

The GAC intends to continue reviewing measurements and analysis of the effectiveness of the DNS Abuse amendments.

The GAC welcomes the shared understanding, as expressed by ICANN org and other parts of the ICANN community, that the contract
amendments are a significant first step when it comes to initiatives aimed at addressing DNS Abuse. The GAC looks forward to further
engaging with the community to identify priorities which could be considered for further policy and other types of work to address
DNS Abuse. The GAC recalls some topics previously identified (such as guidance on key terms or capacity building to disseminate best
practices), as well as discussions on possible targeted, narrowly scoped PDPs to further address DNS Abuse. The GAC also looks
forward to reviewing and analysing further evidence and data on DNS Abuse provided by ICANN org, particularly through the
INFERMAL report and the Domain Metrica project from the ICANN Office of the Chief Technology Officer (OCTO), and data and
analysis from appropriate third parties.

Finally, the GAC notes its interest in maintaining awareness not only of the efforts within the ICANN community related to addressing
DNS Abuse, but also of the efforts within the broader ecosystem to address abusive activities.
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IV. Issues of Importance to the GAC

4. Domain Name Registration Data
c. Accuracy of Domain Name Registration Data

The GAC remains interested in providing input on work at ICANN related to the accuracy of domain name registration data. The GAC
welcomes the shared acknowledgment of the importance of accuracy as expressed during its bilateral meetings with the GNSO
Council and the Contracted Parties House during ICANN81. Especially, the GAC appreciates efforts from the Contracted Parties to
keep the registration data of their domain names under management accurate, including by accepting reports on inaccuracy and
suspending domains with inaccurate registration data or taking other appropriate actions, and further encourages Contracted Parties
to increase these efforts. In this light, the GAC appreciates continued engagement with relevant stakeholders on this topic, including
to inform GAC discussions on this issue and possible paths forward.

The GAC stresses the importance of resuming work on accuracy as soon as possible, particularly in light of the GNSQO’s recent decision
to further extend a pause on the work of the Accuracy Scoping Team. The GAC also notes that during its bilateral meeting with the
GNSO Council, the Council stated it will request input from community members, including the GAC, on questions related to domain
name registration data accuracy, to inform possible ways forward. The GAC looks forward to considering these questions and to
potentially providing a response. The GAC expects that, as soon as feedback is collected on the GNSQ’s questions, the community will
resume efforts towards scoping policy work on accuracy of domain name registration data.

In addition, the GAC welcomes ICANN’s proposed Data Processing Specification (DPS) for gTLD Registries and Accredited Registrars
and looks forward to receiving the final text once the feedback from the public consultation period is processed . The GAC also takes
note of ICANN’s remark that the DPS does not require Contracted Parties to provide ICANN with access to domain name registration
data beyond the terms of the Registry Agreement (RA) and the Registrar Accreditation Agreement (RAA) and, hence, different
alternatives need to be explored.
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