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i 6. GALC - Community Open Mic
o1hoo[oshoo| &A€ ca“[;g':q_ﬂ‘:]”'a"’m (30 mins] Welcome Ceremony + Community | 14 GAC Meeting with the ALAC | 19. GAC Meeting with the CPH Geopolitical Forum
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15h30|10h30
2. GAC Capacity Development 8. A Registrant's Journey [Rr5G]
02h30|10h30 (30 mins) (60 mins) How We Meet Community Feedback | 15. GAC Discussion on DNS Abuse | 20. GAC Meeting with the ccNSO ICANN Public Forum
04h00|12h00| Mew gTLD Mext Round {Champicns Session (90 mins) (90 mins) (90 mins)
ol 9. GAC Prep session for discussion (75 mins)
on Mext round (30 mins)
04h00|12h00
05h15]13h15
. 10. GAC Discussion on New gTLD . . . . . . . .
05h15]13h15 3. GAL Opening Plenary P Next Round Q8&A with ICANN Org Executive Team 16.a. Communique Drafting 16.b. Communigque Drafting 16.e. Communique Drafting
06h30|14h30 (75 mins] rogram Rext (75 mins) {75 mins) {75 miins) (75 mins)
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06h30 | 14h30
07h00 | 15h00
07h00 | 15h00 | 4. GAC Stratesic Pranning Discussion | 11 GAC Meeting with the GNso | * G:E:ﬂﬂ%;:;:;ﬂﬁ and D Mu;;::m the lCANN | 16 ¢. communique Drafting 16.f, Communique Drafting
50 mi i ) ' '
08h00 | 16h00 (60 mins] {60 mins) (60 mins) (60 mins) (B0 mins) {60 mins)
08h00 | 16h00
08h30 [ 16h30
Dialogue on ICANN GAC Africa
. . i . i ion wi - - ICANN Board Meeti
08h30|16h30 5. GAC Operating Matters Discussion | 12. GAC Meeting wath the SSAC Eu:::r:mﬁ [AR—— DE;_J:::I] with GACIG 16.d. Communique Drafting Closing Cocktail .
09h30(17h30 (60 mins) (B0 mins) conduct e {50 mins) (60 mins} (60 mins)
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09h30]17h30 ICANN Cocktail Event
11h15|19h15 (60 mins)
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) s~ — going DNS Abuse investigations
SSNTEEIRRXA2OWVT, resulted from complaints submitted by:
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@ Information security researchers @ Intellectual property lawyers/brand protection assoclations
& Cther sources, such as representatives of the entities being impersonated

@ Cumulative % of complaints representing "other” complainant types (e.qg., registrars, registrants, etc.) each representing < 10%
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v INFERMAL: Inferential Analysis of Maliciously Registered Domains
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Driving Factors of Domain Abuse

Driver Correlation with abuse counts Increase

APIs to register domains or to create

. .
accounts available Strong positive 401%
Free DNS service

Free hosting service

Presence of restrictions
(e.g., commitment required, local Negative 63%
presence, professionals only)

Validation of email/phone present Negative 70%

infermal-inferential-analysis-of-maliciously-registered-domains-13nov24-en.pdf



https://www.icann.org/en/system/files/files/infermal-inferential-analysis-of-maliciously-registered-domains-13nov24-en.pdf
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IV. Issues of Importance to the GAC

4. DNS Abuse
[B&]

The GAC notes that it would be worthwhile for OCTO to examine the common or underlying
factors beneath various variables such as economic incentives, bulk Application Programming
Interfaces (APls) etc. The GAC welcomes further discussion of other findings in the INFERMAL
report, including that registration discounts and free services such as hosting were correlated
with more abuse, and that contact information validation and registration restrictions were
correlated with less abuse. In addition, the GAC notes the observation from multiple
presenters that such discussions should include the economic implications for registrars and
registrants, possible impacts on legitimate users, and corresponding deterrent effects.

The GAC also considers that proactive practices for addressing DNS Abuse, collaboration
within the broader ecosystem, and links between addressing DNS Abuse and work on domain
name registration data, should be further examined. Finally, the GAC encourages registrars to
explore the use of Al-powered DNS Abuse detection systems and it invites the community to
further discussions around privacy and proxy services and their role in DNS Abuse.
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IV. Issues of Importance to the GAC

1. Domain Name Registration Data

b. Registration Data Request Service (RDRS)

The GAC notes with interest the Board’s support for maintaining and enhancing the RDRS. The GAC supports this
concept and suggests that steps towards improving the pilot system should already be taken based on the results of
the first year. The GAC sees substantial room for the RDRS to generate additional value, including for requestor
communities, especially if the system can be adequately enhanced based on users’ feedback and usage metric
reports. The GAC recommends taking steps to make RDRS participation mandatory for all gTLD registrars.

The system’s ability to address requests for data underlying privacy and proxy registrations should be improved. The
RDRS should incorporate APIs to better facilitate RDRS usage by requestors and registrars and to make it ready to
incorporate future authentication solutions for law enforcement requestors.

The GAC reiterates its invitation to the Board and the ccNSO to explore ways to overcome the existing challenges to
allow the voluntary participation of ccTLDs in the system. In its engagement with the RDRS Standing Committee, the
GAC will continue to follow the development of a final report to the GNSO Council to convey findings from the RDRS
pilot. The GAC also continues to support efforts to promote awareness and usage of the RDRS and to identify further
improvements to the system’s usability.

c. Accuracy of Registration Data

[B%]

The GAC also welcomes any ideas that may allow for an assessment of the effectiveness of the current practices in
ensuring accuracy of registration data. Furthermore, the GAC supports engagement with Contracted Parties, ccTLDs,
and any other stakeholders who could share good practices in relation to this issue
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