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Better routing security through concerted action
(ISOCHEHLVY))
£ - https://www.manrs.org/

manrs@isoc.org



We Are In This Together Y v
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Mutually Agreed Norms for Routing Security

o« —REVTTIERMNLEIRINT-BNAIREZIRDEL -
BCP {EaXFTYRIIFIELY
e FRE[IZHYS55WNVEBEINHS !

« MANRSIZtEFa)T4ZERIHSBEILDAZ2 =T+
ZEH-TULVET

s ZIFTANONPRIRI LT 53"ELVIEELD




Network operators (ENH—DTHOK)
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There is a problem (comp. 2017)

12,600 (l9.6%) total incidents (either outages or attacks,
like route leaks and hijacks)

About 4.4% (l1 %) of all Autonomous Systems on the
Internet were affected

2,737 (8 12%) Autonomous Systems were a victim of at
least one routing incident

55 MANRSIZE Y2017 LY - TLVA

Source: https://www.bgpstream.com/

Routing incidents (2017-2018)

mOutage ®Routing incident
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omparison on country level

Dashboard
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HISTORY DETAILS

OVERVIEW COMPARISON
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Japan Statistics

Japan

ASN COUNT

FILTERING
ANTI-SPOOFING
COORDINATION

GLOBAL VALIDATION IRR
GLOBAL VALIDATION RPKI

626
99.53%
67.38%
100%
96.28%
3.17%
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MANRS is taking off
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Network Operators from Japan

Organization Service Area | ASNs Action 1: Action 2: Action 3: Action 4:
Filtering Anti Coordinati | Global
JP
v v v v

1 2497

Home NOC Operators' JP 59105

Group v v v %
JB 2515

JPNIC v v v v

" Founding iviemper
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Home NOC Operators' Group

|

PNIC

BIGLOBE Inc.

SAKURA internet Inc.

CHUBU
TELECOMMUNICATION

Yahoo Japan

INTERNET MULTIFEED CO.

JP

JP

JP

JP

JP

JP

JP

JP

2497

59105

2515

2518

9370
9371
7654

18126

24572

55391
55392
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Inferred improvements during Mar 2019:
> Fixed-By
IENOC 2019-03-29

RO RFOABRBRDFM I TN SEUERIEE T,
https://spoofer.caida.org/remedy.php

Source Address Validation issues inferred during Mar 2019:

.
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