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Privilege Credential Command and
Initial Access Execution Persistence Defense Evasion Discovery Lateral Movement| Collection Exfiltration
Drive-by . .bash_profile and Access Token Access Token Account . . Audio Commonly Used Automated Account Access
: AppleScript ) ) . : ) . Account Discovery AppleScript ‘
Compromise .bashrc Manipulation Manipulation Manipulation Capture Port Exfiltration Removal
Communication
Exploit Public- Accessibilit Application Window Application Automated Through
Facing CMSTP Accessibility Features y Binary Padding Bash History PP Deployment g Data Compressed Data Destruction
N~ Features Discovery Collection Removable
Application Software )
Media
External Component .
Command-Line . . Browser Bookmark . Clipboard Connection Data Encrypted
Remote Account Manipulation ~ AppCert DLLs BITS Jobs Brute Force Object Model and Data Encrypted
. Interface Discovery o Data Proxy for Impact
Services Distributed COM
Hardware Compiled HTML . Bypass User Account Credential Domain Trust Exploitation of pata fro.m Custom Data Transfer
. . AppCert DLLs Applnit DLLs ) . . Information = Command and ) e Defacement
Additions File Control Dumping Discovery Remote Services L Size Limits
Repositories = Control Protocol
Replication
p Component Object S Credentials i X Custom Exfiltration Over )
Through . Application Clear Command File and Directory Internal Data from . . Disk Content
Removable Model and Appinit DLLs Shimmin Histor from Web Discover Spearphishin: Local System Cryptographic Alternative Wipe
Media Distributed COM g y Browsers y pearp g Y Protocol Protocol P
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(1) Tactics (i)
(2) Techniques (3%iiT)
(2") Sub-Techniques

D (BECARTZED ) WE(TER(CHIA I D1l
(2) Techniques® 5 (CEEM7R IR

ATT&CK Matrix for Enterprise

(2) Techniques (E%fif)

] \Y/{\Y
layouts ~ show sub-techniques  hide sub-techniques ( 1 ) Ta Ctlcs (%’, |]')
Initial Access Execution Persistence Privilege Defense Evasion Credential Discovery Lateral Collection = Command and Exfiltration Impact
Escalation Access Movement Control
9 techniques 10 techniques 18 techniques 12 techniques 34 techniques 14 techniques 24 techniques 9 techniques 16 techniques 16 techniques 9 techniques 13 techniques
Drive-by PowerShel “\ccount M Abuse Elevation il Abuse Elevation Brute Force (g Account Discovery (4) Exploitation of  |Archive Application Automated Account Access
Compromise anipulation (4 [l Control I} Control Mechanism (4 Remote Collected Layer Exfiltration Removal
AppleScript Mechanism (4 Credentials Application Window Services Data (3 Protocol (4
Exploit Public- BITS Jobs Access Token from Discovery Data Data Destruction
Facing Windows Command Shell Access Token Manipulation s Password Internal Audio Capture Communication  Transfer
Application Command and Boot or Logon Manipulation s Stores (g) Browser Bookmark Spearphishing Through Size Limits Data Encrypted
Scripting 1} Unix Shell futostart BITS Jobs Discovery Automated Removable for Impact
External Interpreter (7 i Boot or Logon Exploitation Lateral Tool Collection Media Exfiltration
Remote Visual Basic Autostart Deobfuscate/Decode for Credential Cloud Service Transfer Qver Data
Services Boot or Logon Execution (14 Files or Information Access Dashboard Clipboard Data Data Alternative Manipulation (3
Python nitialization Remote Encoding ) Protocal (3
Hardware 5Cripts (s Boot or Logon Direct Volume Access Forced Cloud Service Service Data from Defacement (3
Additions JavaScript/JScript Initialization Authentication Discovery Session Cloud Storage Data ) Exfiltration
owser Scripts (s Execution Guardrails () n Hijacking (z) Object Obfuscation (3 Over C2 Disk Wipe (3
Phi ’ - sions Input Domain Trust Channel
— Create or Exploitation for Capture (4 Discover Remote Data from Dynamic Endpoint Denial of
Rej ( 2 ) S u b TeC h n Iq u es rromise Modify System DeFf)ense Evasion ° / Services (g Information Resolution (3 Exfiltration Ser\ﬁce @
Thr . Software Process (4) Man-in-the- File and Directory — Repositories (z) Over Other
Removable Communication () I Binary - File and Directory Middle (4 Discovery Replication Encrypted Network Firmware
Media Event Triggered Permissions Through Data from Channel (3 Medium 4 Corruption
Native API Create Execution (5 Modification (5 Modify Network Service Removable Local System -
Supply Chain Account (3 Authentication I Scanning Media Fallback Exfiltration | Inhibit System
Compromise (3 Scheduled Exploitation for Group Policy Process (3 Data from Channels Qver Recovery
Task/.Job (5 Create or Privilege Modification Network Share Software Network Physical
Trusted Modify System Escalation Network Discovery Deployment Shared Drive Ingress Tool Medium (4 Network Denial of
Relationship Shared Modules Process (4) | i Arsifonen M criinn Tanle Transfer - Service (3
. Group Policy Data from Exfiltration
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« MITRE ATT&CKI L —AD—D
— MITRE ATTRCKZFHEE< F—D— REAREL< 31D D,

— (3) Common Knowledge (Fl#) : & TechniquesDiFil - E{ARRIFIE

o HENR—2(C. HixTechniques(CBAET D (4) Group (5) Software (6) Mitigation. »dUL\(&

RINT DFEREBRH N TLD,

OS Credential Dumping: LSASS Memory

Other sub-techniques of OS Credential Dumping (8) v

Adversaries may attempt to access credential material stored in the process memory of the Local Security Authority Subsystem Service
(LSASS). After a user logs on, the system generates and stores a variety of credential materials in LSASS process memory. These credential
materials can be harvested by an administrative user or SYSTEM and used to conduct Lateral Movement using Use Alternate Authentication

Material.
As well as in-memory techniques, the LSASS process memory can be dumped from the target host and analyzed on a local system.
For example, on the target host use procdump:
* procdump -ma lsass.exe lsass_dump
Locally, mimikatz can be run using:

e sekurlsa::Minidump lsassdump.dmp

® sekurlsa::logonPasswords

ID: T1003.001

Sub-technique of: T1003

Tactic: Credential Access

Platforms: Windows

Permissions Required: Administrator, SYSTEM

Data Sources: PowerShell logs, Process command-line
parameters, Process monitoring

Contributors: Ed Williams, Trustwave, SpiderLabs
Version: 1.0

Created: 11 February 2020

Last Modified: 09 June 2020

Version Permalink
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(Threat Hunting) BEEOIFHT
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- Defensive Architecture& (3 ?
— FTUWIREFE (TTPs) (T L. ZERICFES - /&40 - WiHN TEBD M7 —FT0F v D &,
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« BAS : Breach & Attack Simulation

- REF LD =1L —>3> (Adversary Emulation) 29232 &T. BFa1VUF+ > bO—ILDE
H&EIEL. 315 BBER (Security Posture) ZiE{E93WYW—)L,
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TUITTTIRC 75T TOOCT TUavTgaToT

DataCoverage «
selection controls fayer controis technique controls

8= x B :E@=t@om . 0

Initial Access Execution Persistence Privilege Escalati Def Evasion Credential Access Discovery Lateral Movement DataCoverage Command And Control
10 items 33 items 58 items 28 items 63 items 19 items 20 items 17 items "o 21 items
Drive-by Compromise AppleScript .bash_profile and .bashrc Access Token Manipulation  Access Token Manipulation Account Manipulation Account Discovery AppleScript 2019-03-23 xfiltration Commonly Used Port

Communication Through
Removable Media

it Pubicfacing CMSTR e el - - Bash Hisory Applicaton Window
Applicati : T : 1 Di

PRHCAIRON | Account Manipulation AppCe BITS Jobs F et
Hardware Additi

AIEWELS e Compiled HTML File AppCert DLLs — Bypass User Account Control Credential Dumping

licati
Replication Through Credentials in Files

Removable Media Coiti P ASPIREBUEN ppicaton shimming | Ciear Command tistory

- Metada'a

Browser Bookmark Discovery Distributed Componen| add more metadata

ject Model
File and Directory Discovery Objeckhade

Exploitation of Remote

Connection Proxy

1 Network Service Scanning 2
Spearphishing Attachment Rylm[hh&dﬂrge _ (B:i;:‘::slUser Account CMSTP Services ; » TG
O o Execution through API 3 2 Code Signing Exploitation for Credential ] Protocol
spearphishing Lk DLL Search Order Hijacking Access
Spearphishing via Service Execution through Module BITS Jobs - - - B Compiled HTML File - Pass the F L T Rt on v Data Encoding
Load ; king Forced Authentication s : T TS

Bootkit Component Firmware Registry:Windows:4657: Score: | cket J Media Network Mechum

epey Chai Compremte RIS eeten
Browser Extensions

Hooking 9 e Desktop Protocol ' Data Staged Exfiltration Over Physical ~ Domain Fronting

Trusted Relationship z 5 Windows Registry:Sysmon:12: —— .
" Med
Graphical User Interface T lnpifCapiie Score: 285 Remote File Copy Email Collection SEED Fallback Channe!
_ e put Prompt Windows Registry:Sysmon:13: § =1 s 5 3
_ : DCShadow gt Bt Score: 285 ~ InputCapture ' Multi-hop Proxy
Component Firmware File System Permissions Deobfuscate/Decode Files or Kerberoasting \Shcﬁ:ft;mgsﬂeglstryiysmon 255 Replication Through Man in the Browser Multi-Stage Channels
_ Wesakness Information Keychain Priocecs cophand e Removable Media Screen Capture Multiband Communication
S Hooki AT % S e parametersWindows:4688:
LSASS Driver I ooking Disabling Security Tools LLMNR/NBT-NS Poisoning Selid 2 - l Video Capture Multilayer Encryption
_ Image File Execution DLL Search Order Hijacking Network Sniffing Process command-line f ! :
. e : s : Jrder 9: : = i Port Knocking
R DLL Search Order Hum Options Injection parameters:Sysmon:1: Score:
owerShel - 290 Remote Access Tools

Process command-line
- New Service - parameters:Windows:4688: - -
= : Score: 58 Windows Admin Shares
Process
monitoring:Windows:4638:

R > =<

Regsvr32 e
Rundli32 File System Permissions

Yees . v i t ;
Plist Modificati
Scheduled Task = SEL terception Score: 59 —— Standard Cryptographic

Hidden Files File Permissions Modification =it el

— Hidden Fies and Directories SR | ‘
S e File System Logical Offsets monitoring:Windows:4689: v legend

Process Injection Score: 295

Two-Factor Authentication

Hypervisor Scheduled Task : , Proce.ss monitoring:Sysmon:1: i#ffffff Low Coverage X
— fraad ik B 3 Hidden Files and Directories Score: 295 = R =
I ; Service Registry Permissions — Process monitoring:Sysmon:5: - -
nJech o HlddenUsels Score: 295 4dd2fb Medium Coverage A
PN v i s e
Source Setuid and Setgid i Score: 295 v
SID-History Injection Scheduled Tasks:100-200:

Third-party Software _— Image File Execution Options Score: 0

Injection Process monitoring:Windows Addltem = Clear
rap Whitelist8000-8027: Score: 0

Trusted Developer Uti LC_LOAD_DYLIB Addition Sudo Caching

—_—

Windows Management Login ltem Indicator Removal on Host
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Network Agent
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BAS : Breach & Attack Simulation
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BAS Control Server

(4) SIEMASERIENIZEOY EBRBATZRESHE. Fh - RAOBHREZIREL @
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| ]
Al
Workstation Segment
IDS Firewall
° Internet Agent
@® @ € S ) A —

AV&EDR Endpoint Network Agent e
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