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EIE & 7L Notification of Copyright
H [_\E/ N ] a\ On behalf of “....\.(1@*”% 4)”, 1 notify you of infringement of copyright on

‘O0000 (57 =~ 7% 1 4 ) and request you to remove, or disable access to,

7 ] 7 \ \/ I\ the material uploaded on the above web site as follows.

1. Identification of the copyrighted work claimed to have been infringed, or, if

S N > B8 A multiple copyrighted works at a single online site are covered by a single
To whom it may concern, 7 /f VA 7 —H_ /r I\ 0) i7/7.7_ I/:I\ notification, a representative list of such works at that site:
- “O0gWEmR4)”
(ERAETD7 7 /L] - “O00WERS4)
The website is located at the following address: 2. Identification of the material that is claimed to be infringing or to be the subject
<YF T4y A bD URI> of infringing activity and that is to be removed or access to which is to be disabled,
and information reasonably sufficient to permit the service provider to locate the
For your information, the fraudulent website appears to be a forgery of this material:
legitimate website: —file uploaded on
<EHRY A b URL> « URL : http://www. % % 3k % .com/* % % %k “AAAA(T 7 A NV4)

« URL : http!//www. % % % 3k .com/* % 3k %k “AAAN(T 7 A L4)
Please take all necessary measures to suspend services of this fraudulent site.

We highly appreciate your cooperation on this matter 3. The address, telephone number or email address of the complaining party:
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How do I query the Abuse Contact

o Getting Started with Abuse Contact DB M |_a b u Seﬁﬁ/‘\%% 7§§\ ;f/) 75\ '\O 7'3: L \J ﬁ:ﬁ %E/\ 0) 7 70 [ — j/—

1PV6.

Command-line Tool

How do | query the Abuse Contact database?

LegalNotice

The Abuse Contact Database is exposed via DNS. This means you can send requests to the Abuse
~ Learn more about the Abuse

Contact DB the same way you would with a DNSBL or any other DNS-based list. This configuration permits Contact Database
GeutingStartedwith v 4 igner volume of queries than would be possible with an HTTP API
Guardian Mail
cottingsuareawin v IPV4

Guardian Ops

To obtain the abuse contact for IP 78.47.241.202, you reverse the octets of the IP address and append

“.abuse-contacts.abusix.zone.”

Settingup Guardian v \ ——
Ops. Example Ea —
Helpful configurations

Createandmanage v
your workflows

202,241.47.78. abuse-contacts. abusix. zone descriptive text "abu

The response contains the abuse contact in the TXT record.
Integrate Guardian Ops

CHERTRICIID Multiple results are comma-separated in one TXT record. If you do not get any result, the range or IP does
not exist, or the responsible network owner doesn't declare an abuse@ role address.
AbuseHQ FAQ v
IPv6
Blocklist Check v
Providers IPv6 queries are also supported but require the lookup to be in “Nibble" format, which is the format used 0

abusix.com
Getting Started with Abuse Contact DB
https://abusix.com/docs/abuse-contact-db/getting-started-abuse-contact-db/
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Getting Started with Abuse Contact DB

Abusix GmbH @ Abuse Contact DB #{#/ L T. www.apnic.net Mabuse@#&5 % :
$ host www.apnic.net

www.apnic.net is an alias for www.apnic.net.cdn.cloudflare.net.
www.apnic.net.cdn.cloudflare.net has address 104.18.235.68
www.apnic.net.cdn.cloudflare.net has address 104.18.236.68
www.apnic.net.cdn.cloudflare.net has IPv6 address 2606:4700::6812:eb44
www.apnic.net.cdn.cloudflare.net has IPv6 address 2606:4700::6812:ec44

$ dig -t txt 68.235.18.104.abuse-contacts.abusix.zone. +short
"abuse@cloudflare.com”

A R T4 Y —ILDMEF], VAT FLZXEHHBAAVET L REFANBIH5E ICHENEF)
$ pip install querycontacts
$ querycontacts 2606:4700::6812:eb44

abuse@cloudflare.com
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(ContactDB is a free service, so you don’t need to subscribe or create an account to use it!)

Abuse Contact DB | whois, RDAP & bR ERIRYIZ
abuseEiZL DR RAB BN, abusefE CEREEOBFLICAE £,



https://abusix.com/docs/abuse-contact-db/abuse-contact-db-faq/

Abuse Contact DB Z#1{&£5 (2% ?

Abuse Contacnt DB O fEULNE - EAFIE

« {EUVAIL Getting Started with Abuse Contact DB # &t ¢
https://abusix.com/docs/abuse-contact-db/getting-started-abuse-contact-db/

« EFEM Abuse Contact DB FAQ IC#H 5 D THH
https://abusix.com/docs/abuse-contact-db/abuse-contact-db-faqg/ -
#5512 Do | need to provide attribution to the Abuse Contact DB when | use the service? (27 F &

Abuse Contact DB A'[E]1Ed %abuseEiZ A —IL T KL R ZHENEEZA DD ?

« Abusix GmbH (. RIRDWhoisT—ZR—ZXADPSHA—=IWT FLRAZINEL TWB EBLTWLWET,
https://abusix.com/docs/abuse-contact-db/abuse-contact-db-overview/

« Abusix GmbH (L. abuseBE(EH X —IL T KL ADNEMHIREEL TWB EERBBL TWLWE T,
https://abusix.com/docs/abuse-contact-db/validate-abuse-role-addresses/

FFKE (L abusix GmbH DOREFZRETT H ?
Internet Week R X ——a2—FT7ILDARY FTE?

« Abuse Contact DB (& whois, RDAP OfifEx. —Z5E /it 2R L T< QB 2—>3>TY,
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https://abusix.com/docs/abuse-contact-db/abuse-contact-db-overview/
https://abusix.com/docs/abuse-contact-db/validate-abuse-role-addresses/
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abuse.ch “Measuring Reaction Time of Abuse Desks” (2018/10/1)
https://abuse.ch/blog/measuring-reaction-time-of-abuse-desks/
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Average Reaction Time: 153h 58m

"

It shows that abuse desks in Ukraine (UA), Japan (JP) and Zimbabwe (ZW) tend to be slower than
abuse desks located in e.g. Mexico (MX), Iceland (IS) or Pak|stan (PK).
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abuseRBR[DOHIE, EATBEBE =T HEATANTZBH

abuseRO D/ L [BFFEHEEE] [ X3

« “damage control wet training” BA TIRET % &
[CNTFOEISZA A —IC0>7=20 71 ] Ao F0WHETLCS
s MTBEOBOELEEL VBB TT ]
« “l am sorry to hear how busy your role is - sadly many anti-
abuse desk workers would have a similar story” TEhH 7
« “similer story” A& THFEL W

REREBEOBEMER S FEBERIC, —"IELLTEZSHDTTN

abuseRBRODOHDOHtEL “Shit Jobs” (T 75

U.S. Navy, it is in the public domain in the United States.

« [HEhoREEEINIDNRBHESNAV] FEAH L. FHEEFBMINTLALAS LA L
TA T4y R TL—N—DFE[JILy -V ThEVWWHEDER| THET D&

CHNEFBRONIC 7V ESITHLWWEE] TEAWL, [F7VHE] Ew) Zeilh?

o [HOBARLIIKHEL L TWEHRE]| OS5 IE/-WTWELL, REHDDHEW
. BAKRHEEBET S, abuseBODHBRFAEMTOTEAS EIFEDE S 102D A ERE. @ik, &L, NE, 88, Wh

e HIRAZITEH> THIHLTENBEIAE, EXF 2T 4TV ZT7PRELTIEAVWEEZTZANREWL
RADOHFDIELWAICEEDLELRWMEAADPRELZ TNE, ZNTIEHESEANITLVLDD,


https://www.google.com/search?q=damage+control+wet+training&tbm=isch
https://www.amazon.co.jp/dp/4000614134

D release_new_version.sh

DO xarfschemajson

00 README &% MIT license

XARF - eXtended Abuse Reporting Format

Latest Release

Find the latest schema release on the releases page.

o xarf_bundled.schema.json
includes all versions (superschema)
all schema definitions in one file
contains only internal references
small file size
best for most use cases, when the used tool is good enough to understand complex internal references
(multiple hops)
« xarf_deref.schema.json
includes all versions (superschema)
all schema definitions in one file
contains no references
pretty big file size

can be useful for some not-so-sophisticated code generation tools that can't handle references

Current Version

El

Up-To-Date Tested Sample XARF Reports
Build status
[ buic faiing |

Coverage

GEHub abusix / xarf
https://github.com/abusix/xarf
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https://github.com/abusix/xarf

VY - RICODCEREDOBEHER - X-ARFD#EN

e ™
B IEH ) Abuse Contact DB “J:\\&D/CJ Ko TERD R SN2,
AN NYAN ‘ ZE D mED,
> < abuse®R[ &
E AR A L -5 o
EL<EBINLD | X-ARFT abuse it A —L Y 7 A DRE
SN NRAN A BRARATED 7 - ZEZK - KEICKDLFRE—-FYUIZTX L
- /e abuselLR—bMEFT v bHEITIEAL
(support IZF 4 v bEITH D)
WDOETHF-TH SHELT-EKREERIIEEIC n 1 1 T3
IEFoAn « ANDRRERICHKIF LI-@AE NV FY T

« RODEH Xabuse BROFZEDHZE., Y R— FEEDGE, WINLHS
YR— b B, T2 THE, FE NV IF T REE, Ny o7 KA

s FBICRDLDIEFEMEN P T BRICKYTLAREN (BBHAFv)

« X-ARF L;t eXtended Abuse Reporting Format DB, [X > < TH—3] &5
L Z VY i§%abusezJSONX ¥ —~<1t (F8At) L TWB, abuseBOIZIE TS X —ILIC

JSONﬁ/‘t VN RRERRE



X-ARFD{E WA https://gsithub.com/abusix/xarf # 7L |

¢« A=Ay X —T

Content-Type: multipart/report; report-type=feedback-

report; ZI8EET %
« ANENFET (abuseBOD A

IEATH B D) Bio. BEMIC

BT S 582, XARF JSONLR— b D 3 /3— #ERL

« XARFOXF—<(ZRDURL

https://github.com/abusix/xarf/tree/master/samples/positive/3

YA N —NEEE
« botnet
« ddos
« exploit
e loginattack
« malware

s openservice

S EIFMBE
« childabuse
e copyright
e harassment_image
* harassment_url

« trademark

» phishing
* portscan
« potentially_compromised

e spam

« webcrawler

~

X-ARF online Validator #*
blocklist.de (ZH# 5 D T/ERAT %
ERWTT,
https://www.blocklist.de/de/xarf

validator.html
\_

J

{

"Version": "3"

"ReporterInfo": {
"ReporterOrg": "ExampleOrg",
"ReporterOrgDomain": "example.com",
"ReporterOrgEmail": "reports@example.com”,
"ReporterContactEmail": "contact@example.com”,
"ReporterContactName": "Mr. Example”,
"ReporterContactPhone": "+ 01 000 1234567"

iy
"Disclosure": true,
"Report": {

"ReportClass": "Content",

"ReportType": "Phishing",

"Date": "2018-02-05T14:17:10Z",

"Sourcelp": "192.0.2.55"

"SourcePort": 80,

"SourceUrl": "http://phish.example.org/index.html",

"Ongoing": true,

"Samples": [

{

"ContentType": "text/html",
"Baseb64Encoded": false,
"Description": "Just a test sample",
"Payload": "<html>Phishy</html>"

s
] phishing content DIFED R F —~
e https://github.com/abusix/xarf/blob/master/sa
mples/positive/3/phishing sample.json



https://github.com/abusix/xarf
https://github.com/abusix/xarf/tree/master/samples/positive/3
https://github.com/abusix/xarf/blob/master/samples/positive/3/phishing_sample.json
https://github.com/abusix/xarf/blob/master/samples/positive/3/phishing_sample.json
https://www.blocklist.de/de/xarfvalidator.html
https://www.blocklist.de/de/xarfvalidator.html

Abuse Contact DB & X-ARF #FECHKT H%E

HIDS® fail?2ban [Z # cat /etc/fail2ban/jail.local

« Abuse Contact DB T abuseiE#&sc % f2H L . [DEFAULT]

e X-ARF X cabuseBICLF—Frd 3 bantime.increment = true

< TR ignoreself = true
Ty arvhrhbEd ! TEBETY ! .

bantime = 1d

AOE. ROTREBEDHETY, findtime = 40m

AlmaLinux release 9.3 (Shamrock Pampas Cat) maxretry = 10

fail2ban-1.0.2-12.el9.noarch backend = auto

Postfix ZEZEOMTAZE A B 1L, sshdPB TIZ Bruteforce Attack 25 ISR
75§§E7LC Hzﬂl':\ =722 N7z |7 Cabuse R— D E Ejjﬂéjg SNE —a_o logencoding = auto
KT SN TabuseL K— FFEESATLE D (=
'O/ £ Dabuse T X742 KT NCEI) DT, jail D

KIFIZIEE I RD EHED DY E T, [sshd]

T A ERELTVWE T AL enabled = true
/etc/fail2ban/action.d/xarf-login-attack.conf T3, action = %(action_xarf)s
EETHA—=ILDAX, X-ARF DIJSONZEHRT HEDH V) |

o AN = action = %(action_xarf)s #Z 7217
CE) BITT, banFEHITELDH, o o
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2 abusix

The Leaderin
Network Abuse
Management

bat network threats and ensure

Why Abusix?

P

Boost Response Speed Secure Your Network Save Time

and Service

®
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Open Source Abuse Management
https://abuse.io/

Abusix GmbH

Abuse Management
https://abusix.com/network-abuse-management-solution/

e MBEDORIZIZ. —fZHY7% Mail User Agent > CRM & 1FES VY 2 —> 3 VA E
o EHEMIL AbuselO (HEEEIXRERY - 7EHY) , Abacus, Abuse Management (IH AbuseHQ)
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https://abuse.io/
https://wordtothewise.com/tools/abacus/
https://abusix.com/network-abuse-management-solution/
https://abuse.io/resources/live-demo/
https://abuse.io/resources/live-demo/
https://abuse.io/
https://abusix.com/network-abuse-management-solution/
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« BEBPICX-ARFZFERAL TLER—FLTLBEEIIFAZWTT, 728A 10D % D73 WD,
EZAD T KRBICLAR—=1FT3] AELEoNTHT, [EIZHhCKEIZLEFR—=-FT2H
(77 EE>TWVW0) | IEX-ARFZENFA T,

ZD1-»Zabuse RO TZITEND L R— FIZX-ARFAFERHI N TWAEESIZEWVNTT, BFITT 14 v
T RNET VR X,

e [X-ARFTXI(FEX% | ERELTWdabuseBOH D2 WTT, 7o.fA 10E1EH 2 DR WLD,
o1i Ly BRERD—FARFFBAAATY, 7c& 2 & Digital Ocean.
5. Swisscom, Mimecast, Stackpath, KPN, Vodaphone &8 A L TW5A &k 5 T9,

e X-ARFIZRF—THTEEINTWVWS DT, EHHEEE TabuseDEH eI T 2HEICHIXATE
EJC I
CSAM (RE (2SS 2R ER D) NHUEBNCH o ZHEDFRDAD,  [1BEBES & X-ARFT
T—AXBLTWB]| EELTWE L7,

2024FIR7E. X-ARFAERINTCWAEHHIZEZH L REHN T,

TH [EITh < KEICabuseL R—FrZ&XB A| [ KEDabuselL R— FZ2Z(FTERAKFT
O/NA %] Tabusel R— b2 RKERBIE/-WVWA] =bI3fE-TWE, X —FEY
T ADRENT-. AN EATWABY ) 2— 3 EEZDTIEHEWTL £ 9D,



https://forum.spamcop.net/topic/49040-digital-ocean-report-this-some-other-way-maybe/
https://www.mindbaz.com/en/news/reporting-abuse-with-xarf/
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¢« X-ARFORXF—T IR TWB EIZRL 5. Eﬁ%fvci

e HAN—WEBDOBENTEL TWB—FH, EAEZE, EFENER. FHITICET
HAFXF—TIEREL TWBEHIR
« BAREDIEN OERZRICTHDITEIL TULARWEDSR
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« Abusix Abuse Management [£SaaS%Y,
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BbLENT-HIL. abuse.ch ® URLhaus T79,

abuse.ch ® L 7R— ;L ICANN @ Domain Abuse
Activity Reporting (DAAR) DT—RY)—ZAD—D
ICHE-TWE T,

abuse.ch ® L7 R— M I TEENES > TR,
abuse.ch HabuseZB I ELK L /=B O L HF%E
BESBL TERINTWS LD T,

URLhaUS Q Browse @B AccessData ~ @ R About

fom ABUSE" | GR> smanmaus

14 AS209363 sco-webage-20190220 - None 0 1 9 minutes

15 AS268490 A.LP._INTERNET EBR 0 1 9 minutes

The following table shows the top 15 hosting providers with the slowest abuse desks. To generated these statistics, URLhaus measures the time between when URLhaus
sent the abuse complaint to the hosting provider and when the reported content goes offline. Please consider that the accuracy is +/- 1 hour.

Rank ASNC) Country Online Offline Average Reaction Time

1 AS8245 VIDEOBROADCAST-AS =AT 0 1 5 years, 6 months, 6 days, 17 hours, 2 minutes

2 AS23520 COLUMBUS-NETWORKS &= US 0 1 4 years, 6 months, 14 days, 16 hours, 19 minutes
3 AS6 BULL-HN =Us 0 1 4 years, 2 months, 23 days, 19 hours, 10 minutes
4 AS10099 UNICOM-Global HK 0 1" 3 years, 9 months, 6 days, 10 hours, 11 minutes
5 AS197838 CHEELOO-AS - PL 0 1 3 years, 8 months, 1 days, 17 hours, 58 minutes
6 AS199391 XGlobe-199391 =L 0 3 3 years, 6 months, 25 days, 19 hours, 21 minutes
7 AS57043 HOSTKEY-AS wm RU 0 1 3 years, 5 months, 20 days, 12 hours, 33 minutes
8 AS263057 Connect_Network BR 0 1 3 years, 5 months, 14 days, 4 hours, 29 minutes
9 AS24164 UBBNET-AS-TW -mTW 2 1 3 years, 1 months, 15 days, 18 hours, 40 minutes
10 AS30782 TOYA-KRAKOW-AS e PL 0 1 3 years, 1 months, 4 days, 20 hours, 34 minutes
1 AS37024 Yoprov = ZW 0 1 2 years, 9 months, 27 days, 23 hours, 58 minutes
12 AS60822 WISP1 T 0 1 2 years, 9 months, 15 days, 2 hours, 6 minutes
13 AS9811 DRCSCNET @ CN 2 2 2 years, 9 months, 5 days, 8 hours, 32 minutes
14 AS10292 CWJ-1 & US 0 1 2 years, 7 months, 25 days, 16 hours, 36 minutes
15 AS57803 TELESERVIS-AS wm RU 0 2 2 years, 7 months, 22 days, 1 hours, 44 minutes

The full list of average reaction time over all hosting providers (ASNs) can be found here:
 Average Reaction Time (for all hosting providers)
If you are a hosting provider, network owner or national CERT, you can subscribe to the URLhaus feed for your ASN or country here:

¢ URLhaus Feeds

© abuse.ch 2024

URLhaus Statistics
https://urlhaus.abuse.ch/statistics/

URLhaus Average Hosting Provider Reaction Time
https://urlhaus.abuse.ch/statistics/reactiontime/



https://www.icann.org/octo-ssr/daar
https://www.icann.org/octo-ssr/daar
https://urlhaus.abuse.ch/statistics/
https://urlhaus.abuse.ch/statistics/reactiontime/
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