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Palo Alto Networks
CVE-2024-3400 PAN-OS: OS Command Injection Vulnerability in GlobalProtect Gateway

https://security.paloaltonetworks.com/CVE-2024-3400
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BRUELE.

Il 35
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-PAN-0S 11.1 : 11.1.1-h1 &K D EjD/ >
=PAN-OS 11.1 1 11.1.0-h3& DRI @D/A—F 3

JPCERT/CC F=Majifc
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JXCVE-2024-3400 Detail

Description

Acommand injection as a result of arbitrary file creation vulnerability in the GlobalProtect feature of Palo Alto Networks PAN-OS software for

specific PAN-OS versions and distinct feature configurations may enable an unauthenticated attacker to execute arbitrary code with root
privileges on the firewall. Cloud NGFW, Panorama appliances, and Prisma Access are not impacted by this vulnerability.

CVSS Version 4.0 CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.

CVSS 3.x Severity and Vector Strings:
“ CNA: Palo Alto
Networks, Inc.

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

Base Score: m Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:C/C:H/I:H/AH

Hy|
https://security.paloaltonetworks.com/CVE-2024-3400
https://unit42.paloaltonetworks.com/cve-2024-3400/
https://www.paloaltonetworks.com/blog/2024/04/more-on-the-pan-os-cve/

https://www.volexity.com/blog/2024/04/12/zero-day-exploitation-of-unauthenticated-remote-code-execution- m Third Party Advisory
vulnerability-in-globalprotect-cve-2024-3400/

k Resource

This CVE is in CISA's Known Exploited Vulnerabilities Catalog

Reference CISA's BOD 22-01 and Known Exploited Vulnerabilities Catalog for further guidance and requirements.

Vulnerability Name DELG] Addedi Due Date| Required Ac

Palo Alto Networks PAN-OS 04/12/2024 04/19/2024  Apply mitigations per vendor instructions as they become available.
Command Injection Vulnerability Otherwise, users with vulnerable versions of affected devices should
enable Threat Prevention |Ds available from the vendor. See the vendor

bulletin for more details and a patch release schedule.

NVD
https://nvd.nist.gov/vuln/detail/CVE-2024-3400
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JXCVE-2024-3400 Detail

Description

A command injection as a result of arbitrary file creation vulnerability in the GlobalProtect feature of Palo Alto Networks PAN-OS software for
specific PAN-OS versions and distinct feature configurations may enable an unauthenticated attacker to execute arbitrary code with root
privileges on the firewall. Cloud NGFW, Panorama appliances, and Prisma Access are not impacted by this vulnerability.

Metrics | cvssversiondo CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.

CVSS 3.x Severity and Vector Strings:

G CNA: Palo Alto BaseScnre:m Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:C/C:H/I:H/AH

Networks, Inc.

References to Advisories, Solutions, and Tools

X NfEFANTOMEBIECDNT, —E o o - i
— — y selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
RS ZINCOMESEHEIC DT, —FED

information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this
’ 7'. 7 \\J I\ t\\ ,|‘ $E %}E 4ji a_ 5 page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
ﬁ E / N\ or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

https://security.paloaltonetworks.com/CVE-2024-3400 Vendor Advisory

https://unit42.paloaltonetworks.com/cve-2024-3400/ [ Exploit ]

https://www.paloaltonetworks.com/blog/2024/04/more-on-the-pan-os-cve/ Technical Description

https://www.volexity.com/blog/2024/04/12/zero-day-exploitation-of-unauthenticated-remote-code-execution- m Third Party Advisory
vulnerability-in-globalprotect-cve-2024-3400/

This CVE is in CISA's Known Exploited Vulnerabilities Catalog

Reference CISA's BOD 22-01 and Known Exploited Vulnerabilities Catalog for further guidance and requirements.

Vulnerability Name Date Addedl Due Date| Required Action

Palo Alto Networks PAN-OS 04/12/2024 04/19/2024  Apply mitigations per vendor instructions as they become available.

Command Injection Vulnerability Otherwise, users with vulnerable versions of affected devices should
enable Threat Prevention |Ds available from the vendor. See the vendor
bulletin for more details and a patch release schedule.

NVD
https://nvd.nist.gov/vuln/detail/CVE-2024-3400
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JIXCVE-2024-3400 Detail
CVE-ID Description

A command injection as a result of arbitrary file creation vulnerability in the GlobalProtect feature of Palo Alto Networks PAN-OS software for
specific PAN-OS versions and distinct feature configurations may enable an unauthenticated attacker to execute arbitrary code with root
privileges on the firewall. Cloud NGFW, Panorama appliances, and Prisma Access are not impacted by this vulnerability.

Metrics | cvssversiondo CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.

CVSS CVSS 3.x Severity and Vector Strings:

G CNA: Palo Alto BaseScnre:m Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:C/C:H/I:H/AH

Networks, Inc.

References to Advisories, Solutions, and Tools

EINTARTOMBHECDONT, —F S - it et
— — y selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have
RS ZINCOMESEHEIC DT, —FED

information that would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this

7|_ \\J I\ t“ ,|\ﬁ $E %}E{ﬁ a— 5 page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views expressed,
: E /\

or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on
these sites. Please address comments about this page to nvd@nist.gov.

.~ “ - https://security.paloaltonetworks.com/CVE-2024-3400
Fﬁﬁ%/\ /g -U-/r I\/\O) IJ /0 https://unit42.paloaltonetworks.com/cve-2024-3400/ [ Exploit ]
https://www.paloaltonetworks.com/blog/2024/04/more-on-the-pan-os-cve/

https://www.volexity.com/blog/2024/04/12/zero-day-exploitation-of-unauthenticated-remote-code-execution- m Third Party Advisory
vulnerability-in-globalprotect-cve-2024-3400/

This CVE is in CISA's Known Exploited Vulnerabilities Catalog

Reference CISA's BOD 22-01 and Known Exploited Vulnerabilities Catalog for further guidance and requirements.

Vulnerability Name Date Added] Due Date| Required Action

Palo Alto Networks PAN-OS 04/12/2024 04/19/2024  Apply mitigations per vendor instructions as they become available.
Command Injection Vulnerability Otherwise, users with vulnerable versions of affected devices should

KEVCDECEHIRIT,

enable Threat Prevention IDs available from the vendor. See the vendor
bulletin for more details and a patch release schedule.

NVD
https://nvd.nist.gov/vuln/detail/CVE-2024-3400



[B¥RACIE Y — E XD

Vulnerability Trends B 26062024
[ cVE-2024-27801 [__] CVE-2024-37032 CVE-2024-0044 ] CVE-2024-21338 [_] CVE-2024-30078 [__] CVE-2024-32896 CVE-2024-31982
CVE-2024-5274 CVE-2024-32030 ] CVE-2024-28995
50
45 P
40
35
a0 Vendor, Prc
25
HOME ENTRIES PRODUCTS RISK THREAT REFERENCES SEARCH SUPPORT LOGIN
20
15
10 Vulnerability Exp Rem EPSS CTI
5 : : 7 = ; :
/Q\\ Roday in a few minufes | 1% VMware ESXi/Cloud Foundation Active CVE-2024-37085
0
N Ng & N IS & & » Directory improper authentication
5-9@ )’0@ )’Q 1>-'Q &Q“O b}} b-'Q Ngb
F HFF F g F ¢ clmls in a few minuges R 14%  Linux Kernel v4l csi2_async_register null 57 m CVE-2024-39464
= pointer dereference
month
Vulr bility T ds —Vulmon 05:12 PM Il oo Linux Kernel clk-bem2711-dvp.c  official._| CVE-2024-39462
uinerabllity 1rends ufmon clk_dvp_probe initialization
CQ? 05:12 PM approv. 100% | inux Kernel memory-failure reference count 48 il CVE-2024-39298
Updates 05:11 PM approv. 100%  Linux Kernel _xsk_flush denial of service 48 m ALl CVE-2024-39293
@ . @5*” = d) 05:11 PM approv. 100%  Linux Kernel denial of service 48 S5k-82.. m Ll CVE-2024-38306
D =<h0O ‘ 05:11 PM approv. 100%  Linux Kernel nilfs2 page $5k-$2.. m haagl CVE-2024-37078

Hﬁgs ,l‘ill‘ﬁ *&% - j Archive
OD-U-/]/ '\t“_%:fﬂ: 05:10 PM approv.. 100% Linux Kernel bcm clk-raspberrypi.c e e CVE2024-39401

ENTVS a
‘V 05:10 PM approv. 100%  |inux Kernel io_uring io_file_can_poll null 48 S5icS2. m CVE-2024-39371

Stats

__folio_start_writeback memory corruption

¢

raspberrypi_discover_clocks initialization

pointer dereference

Vulnerability Database @ (vuldb.com) 43




fesstIBERINEE D7 T O —F

TS BERN SR D

® CVE-ID - M55 &tn
® WRVYILNITY - K
o =
AR At UFT o RS D
B S SEFMIBEERINGE
I5H ES
5|A : JPCERT/CC
https://www.jpcert.or.jp/at/2023.html RN —3 > O O
| EFIJ ﬁq ?IQJ Eﬁl:l @’l%*&b\ 15 Dljﬁ&) 5 IfESS R B DAt OO
B e OO
- ‘ CVSS OO
:i“:‘b,.: m T ' EPSS OO
r:js’s:’e' BCritical: (9.0-10.0) gHigh:(7.0-6.9) (Medium:(4.0-6.9) (Low:(0.1-3.8) [Nene:(0) KEVC OO
ISR - WisFIE | OO
FRANZR - [ChE¥SR OO

5| : IPA  https://jvndb.jvn.jp/en/



I EBEY

TS BERN SR D

HEFE O RERIE (IR VAY
LB NRRZ 12 HESS T DIBR
DHN AR ESND

5| : JPCERT/CC
https://www.jpcert.or.jp/at/2023.html

B FIRRROBHRNSIRDHD

HEFR IR IRIE (D DN
s E DRI T (3780 HEss 1t
DIEHREZ < LHND

5| : IPA  https://jvndb.jvn.jp/en/

FERINEE

)7 J

CVE-ID - ffe551t D&
XHRY I DT T7 - Him
R

R APt 1T RASD

B b SEHRIEHRINEE

IRE NE

WMEN-=3> | OO

fessEREORSF | OO

=7 OO
CVSS OO
EPSS OO
KEVC OO

SR - WISFIE | OO

AR - @R | OO




I EBEY

TS BERN SR D

5| : JPCERT/CC
https://www.jpcert.or.jp/at/2023.html

B FIRRROBHRNSIRDHD

5| : IPA  https://jvndb.jvn.jp/en/

FERINEE

)7 J

F-DH|

® CVE-ID: CVE-2020-5902
® WHRY I KNIIJ7: F5 Networks BIG-IP

o iiE : B

[k AN Al v Sa R S aF A2 10))
B hHSEHRIEHRINGE
IHE RE
HMRIN—3> 15%®dD/\—=3> 15.0.0 ™5 15.1.0 £T
eSS FEFE DS TMUI(EIRE®)MNHENS 7 Ot A algeiRC &
=7 UE— Mo DEETI— RET. EBEOIREERAFEH.
CVSS CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
EPSS 0.9754
KEVC SER U(KEVCH RSN DRI CTH D)
XFSER - ISR RU(WWh RO 1 AE5sH)
AR - IR TMUIND 7 Otz AHIR. Zaztksa D701 R,




rHiE (C C

ST A DEF




B T4 & D& 4

Mess I EEE DT

eSS EEE I RO

BESSTEIRERDATIELE

+ VI hD L7 /RRDIRSEIEDESE
- BRIE/ ST DS IEDITE

HREICHSTF D Y RO

XL - ¥R

IBIEFR

BEY

1l

Y27z TR/MEE

- BEHERREOF—7—F

[eleMiFd BrE g

n—P a3 ER c BEHICELT D OER 123
e n 7 I U /RIFE®R EY BRI g ! I VPNiz& A
30 U 2 7 SHEOHI T R HENWA DS

AT 2 € REE - F— HER

+ U 27 HEO R H

{2 f=Fy b0
T U RE]

spemye e
B IHFT

ERE/REEHE

- U 2 & S O $ A L

+ XA0%E 1T 5 EfF O HIER

X X E I

OO

CVE
58 3

Mk S5
EPSS
CVss EVC
EPSS E
KEVC

[ eSS TEEEMROHAI | & [MessTEREDAFTIEE| TEDHIZEHRZTE LI
[FERRICHITD VAT =175

483



XIS 9 DAEIFIEDR DIAF

REDMESFIED I NTICHILT DDIFIFREFTH D,
B (CH N T ED K D12 (SIS T DD DFIIEENKNE L12D

S~

MEHEIR U T Ess 1t N [ DIAFH DEHAER)

/
/
’
/
’
’
’
7
’
’
/
/
7
/

B LB DERIC K DR DA
Mgt DRZIE
ESEMENBRASN TLDINR F

m fiE551E A3+ F-/Mes5MEDBY — EXIC L DR DIAF
- BRR/T—LIOURIOKIBIL (ZT7) (CLBRDIAH

ST A= + WESBUEOmER/ LR — MRBIC KB DIAR

fess 1%

o BEHOBEIFIOUY — X EEME LI HIMEENNE 2B,
. e URVDFETREMREE T B, MENRBE=SUSID
et BREEET B ENEELL.



25

| J XD :
eS| (C KD TERESEND. BT U TiaEEva/ExRF s 5l

=173

MeSSENEEICEXDIHEDKREEDHE U A VFHEDWZEUICESDTIIRL,
MessiERBRAEINS RN (SBREEDV) Z2URXTFHbICHEAHFAT I ET, $HREEH
%(:ﬁ‘f%:tb“_@§5o 50



FH (C c

ST U XTI

4y

F(CK D TERDN.

U RS AE (S RfkD U X D&EIFIE - EH4

UTDLIRBHINEZSND

m B ERE DR LS

S LA
K FAEn]aElE E =

AN
Scheduled Out of cycle
EHAVYTFVR BELVD
TOXIG R X B
Scheduled Out of cycle Out of cycle
THAVYTFVR BELVD BELVD
TOXG HGR (23X it TR (23X it
Defer Scheduled Scheduled
REFR Tl EHXAVYTFVR | EEAXAVYTFVR
TOXRD TOXRD

- BRI A VT OEE T —J4K
- EBFELECLDBIMNIR

=985

Varax

=3

m FEAE AR DR LS
- XSSt OEAEHE
- SIS DFEESRNT
- TFI VT WROBH

LA EDE

.
Parax

® HIERDINIAFICHUDIEZE (CVSS. EPSSE) ZEHUIREUXUFHMEREEEZEZ X S5ND.
o URXUFHAMBEZE(CDWTCTIEIERIICREELOEEZRBACENEFELLY,
® X UFTHMIFERICDWLWTIFEMARNR IS 3 > ITEMSWERIENE,

51



R DT DERICSE(CTEDER. [FER

[y T RO 7/ BROMSEIES & (5N 3 TROEEDBERESE(ICU X TH ]

ZITDTENTED,

« CVSS ( Common Vulnerability Scoring System )
« EPSS (Exploit Prediction Scoring System)

« KEVC (Known Exploited Vulnerabilities Catalog)
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CVSS - Common Vulnerability Scoring System
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CVSS v4.0 A KNJDXDH

CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:N/SI:N/SA:N

[(IREDEZE]
AV (IREXZT L) :N (Network) — KEEHNRY ND—TOZNUTCHREEEERTED
AC (IRED#EM ) L (Low) — KELRKINSHEDIIEOTHERIREMAEMISFIENAE
AT (IREDEMH) :N (None) — KREZRINETEIZOHICHIIIREHESRANRE
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(RB(CKDEE
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— WENMRING D EHEM. e ATRECERX ci%*é.“

SC :N (None) /SI:N (None) /SA:N (None) (#BH>XTFTLXOHEEE. T2, ATRAEANDORE
SWENKINLUTE, BHRS AT LAOKEE. 2. ATARCEEZSZ A0

XHESFENTFET DS A5 n (Vulnerable System) (CHFLTUL\D. £RFZDHEEZITDIZ AT A
CVSS v4.0 Specification Document
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EPSS - Exploit Prediction Scoring System

« VI RO T 7 OMESSEN BRSNS AIEEE (HER) ZHET DI
SHIDF — I EFENELDER D #HH
« X17(30.0051.008EH T, BIENEWFEBHASNDOIEEM

HE

Loss Scenario: From the Primary Stakeholder’s Perspective

Reaction

?g::g:;'ﬁ o 3 Consequences from
Others (S)

EPSS specifically helps measure threats... it does not measure anything else

Exploit Prediction Scoring System (EPSS) (first.org)
56



EPSS% -

CVSSv3.x EPSSv1
Threshold: 9.1+ Threshold: 0.062+
Eifort 15.1% of CVES
Coverage: 33.5% Coverage: 57.0%
Efficiency: 6.1% Efficiency: 15.4%
EPSSv2 EPSSv3

Threshold: 0.037+

Coverage: 69.9% Coverage: 90.4%
Efficiency: 18.5% Efficiency: 24.1%
All CVEs CVEs Above Threshold Exploited

APSEIES

Threshold: 0.022+

CVSS v3.x

Threshold: 7+
Effort: 58.1% of CVEs

Coverage: 82.1%

Efficiency: 3.9%

EPSSv2

Threshold: 0.012+
Effort: 39.0% of CVEs

Efficiency: 8.9%

All CVEs

EPSSv1

Threshold: 0.015+
Effort: 44.3% of CVEs
Efficiency: 7.6%

EPSSv3

Threshold: 0.088+
Effort: 7.3% of CVEs

|Coverage: 82.0% |

Efficiency: 45.5%

CVEs Above Threshold Exploited

Enhancing Vulnerability Prioritization: Data-Driven Exploit Predictions with Community-Driven Insights (arxiv.orqg)
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KEVC - Known Exploited Vulnerabilities Catalog

CISA [CK D> TEESNDIERICER SNITMISEIBHR
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¢ COURXMIEFNTLDIMESHE(FBLCIHE(CHIASNTULD Z EHHEER
SNTNDBTZE, BERNLEXIEH RO SN D,

A KEV #R a2

2023 07TH ~ 098 43 %
2023 10A ~ 128 48t
2024 018 ~ 038 41t
2024 048 ~ 068 34t

Reducing the Significant Risk of Known Exploited Vulnerabilities | CISA
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