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Amazon : Amazon identified internet domains abused by APT29
Microsoft : Microsoft Midnight Blizzard conducts large-scale spear-phishing campaign using RDP files
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ICANN Advisory: Compliance With DNS Abuse Obligations

Background

The ICAMNM organization contracts with registries to operate gTLDs through an RA. The RA specifies the
responsibilities of the registry operator, which include maintaining the authoritative database of all
registered domain names in the gTLD and publishing the DMNS zone for the gTLD.

ICAMM also enters into an RAA with each registrar, which allows the registrar to offer domain name
registration semrvices in gTLDs. The RAA outlines the responsibilities of the registrar, such as verifying
registrant (or Registered Mame Holder) information and maintaining accurate records. The roles and
obligations of registrars and registries are distinct and are reflected in their respective agreements, the
RAA and the RA.

ICAMM has the authority to enfarce rules related to domain name registration services and domain names
as outlined in the RAA and the RA. This Advisory focuses on domain names (or Registered Mames)in
gTLD= that are used as vehicles or mechanisms for DMNS Abuse. The requirements of the DNS Abuse
Amendments in the RAA and RA are based on the actions that registrars and registry operators,
respectively, can take to minimize the scope and intensity of the harm and victimization caused by DNS
Abuse. These requirements also consider that registrars and registry operators represent only a portion of
the DMNS ecosystemn, which is composed of many actors'. Depending on the specific circumstances of an
instance of DMNS Abuse, the most appropriate actor to detect, assess, verify, and stop the abusive activity
may vary, and sometimes may be an actor other than a registrar or registry operator.

DNS Abuse

Forthe purposes ofthe RAA the RA, and this Advisory, DMS Abuse means malware, botnets, phishing,
pharming, and spam (when spam is used as a delivery mechanism for any of the other four types of DNS
Abuse) as these terms are defined in Section 2.1 of the Security and Stability Advisory Committee Report on
an Interoperable Approach to Addressing Abuse Handling in the DRS (SAC 1152}:

PCERT CC*
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16 July 2024

TRANSMITTED VIA ELECTRONIC MAIL, FACSIMILE, AND COURIER
RE: NOTICE OF BREACH OF REGISTRY AGREEMENT

[REDACTED]
.TOP Registry (top)
[REDACTED]

Emails: [REDACTED]
Fax: [REDACTED]

Dear [REDACTED];

Please be advised that as of 16 July 2024, TOP Registry (“Registry Operator”) is in breach of
its Registry Agreement with the Internet Corporation for Assigned Names and Numbers
(“ICANN") dated 20 March 2014 and renewed on 20 March 2024 (“RA").This breach results

from:

1. .TOP Registry’s failure to comply with Specification 7, Section 2.b of the RA which
requires compliance with the Uniform Rapid Suspension system (“URS").

2. .TOP Registry’s failure to comply with Specification 6, Section 4.1 of the RA concerning
the obligation to display on the Registry Operator's website a primary contact for
handling reports related to malicious conduct in the top-level domain (“TLD"), including
DNS Abuse.

3. .TOP Registry’s failure to comply with Specification 6, Section 4.1 of the RA conceming
the requirement to confirm to reporting parties that their reports of malicious conduct in
the TLD, including DNS Abuse, have been received by .TOP Registry.

4. .TOP Registry's failure to comply with Specification 6, Section 4.2 of the RA concerning
DNS Abuse mitigation.
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https://www.icann.org/compliance/complaint
https://www.jpcert.or.jp/form/
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WHOISTF—AR—X L TCOZEAL

BAREBE SN RAA> 0D WHOIST—AIXR—X L THE
SN BIEEk

Domain Name: I
Registry Domain ID: 2581251559 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.PublicDomainRegistry.com
Registrar URL: http://www.publicdomainregistry.com
|Updated Date: 2023-08-18T14:34:43Z |
Creation Date: 2020-12-28T12:55:56Z
Registry Expiry Date: 2028-12-28T12:55:56Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar IANA ID: 303
Registrar Abuse Contact Email: abuse-contact@publicdomainregistry.com
Registrar Abuse Contact Phone: +1.2013775952
Domain Status: clientTransferProhibited h ://icann.org/epp#clientTransferProhibited
Name Server: BRISTOL.NS.CLOUDFLARE.COM
Name Server: KAI.NS.CLOUDFLARE.COM
DNSSEC: unsigned
URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of whois database: 2023-09-08T08:28:28Z <<<
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https://blogs.jpcert.or.jp/ja/2023/10/domain-hijacking.html
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https://jprs.jp/about/dom-rule/registry-lock/
https://www.verisign.com/en_US/channel-resources/domain-registry-products/registry-lock/index.xhtml

RXA 2 ARERE | FEMI

Reqistrar Transfer Dispute Resolution Policy (TDRP)

In any dispute relating to Inter-Registrar domain name transfers, Reqistrars are encouraged to first of all
attempt to resolve the problem among the Registrars involved in the dispute. In cases where this is
unsuccessful and where a reqistrar elects to file a dispute, the following procedures apply. It is very important
for Registrars to familiarize themselves with the Transfer Dispute Resolution Policy (TDRP) as described in
this document before filing a dispute. Transfer dispute resolution fees can be substantial. It is critical that
Registrars fully understand the fees that must be paid, which party is responsible for paying those fees and
when and how those fees must be paid.

This version of the TDRP and corresponding procedures will apply to all Complaints filed on or after 1
December 2016.

RAAZEBDAEBREREBRURWVBENREUZER. SEBECHS
IBDLZA NS —HTHERFRRZIFD. T TEARRERRVGS(C,

LRSS —HFEEBR U T (TDRP) ZITDCENTES,
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https://www.icann.org/resources/pages/tdrp-2016-06-01-en
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https://www.nic.ad.jp/ja/drp/
https://jprs.jp/about/dom-rule/drp/

BAEH : dotmobiregistry.net
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HUOWWHOISH —/)\—BERkZFBUIEEEFDL A bS5 —2, WHOIS
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watchTowr Labs: We Spent $20 To Achieve RCE And Accidentally Became The Admins Of .MOBI
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https://labs.watchtowr.com/we-spent-20-to-achieve-rce-and-accidentally-became-the-admins-of-mobi/

dotmobiregistry.net

Domain Name: DOTMOBIREGISTRY.NET

Registry Domain ID: 2906024697 _DOMAIM_MNET-VRSMN

Registrar WHOIS Server: whois.registrar.amazon.com

Registrar URL: http://registrar.amazon.com

Updated Date: 2024-09-10T14:30:287

Creation Date: 2024-08-07T01:47:10Z

Registry Expiry Date: 2025-08-07T01:47:107

Registrar: Amazon Registrar, Inc.

Registrar IANA ID: 468

Registrar Abuse Contact Email: trustandsafety@support.aws.com

Registrar Abuse Contact Phone: +1.2024422253

Domain Status: ok https://icann.org/epp#ok

Name Server: SINKHOLE-00.SHADOWSERVER.ORG

Name Server: SINKHOLE-01.SHADOWSERVER.ORG

Name Server: SINKHOLE-02.5SHADOWSERVER.ORG

Name Server: SINKHOLE-03.5SHADOWSERVER.ORG

Name Server: SINKHOLE-04.5SHADOWSERVER.ORG
"DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/

=== Last update of whois database: 2024-11-17T06:55:317 ===
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BAHEH : newxt.com

M IP address 128.85.0.0 - 128.85.255.255 MEEE IRk & U TEREN
TULZEmMail7 RLUXD RAA > % newxt.com =N A—U> 7
OTEBAL. €D, ARINICHZRIP RL XAZEBOEREEEUTE
93

Net Range: 128.85.0.0 - 128.85.255.255
Net Name: PRITL-RNET
Net Handle: NET-128-85-0-0-1
Registration Date: 07-30-1985 651536 Registrant:
IP Addresses i i
Org Name: Teleco Drilltech Sendrng Rene:a%._or Deletion )
Address: 3439 NE Sandy Blvd., #290 P.O. Box 43
City: Portland Value: Herndon, VA. US 20172-0447
State/Province: OR s
Postal Code: 97232 $1.2 Million Domain Name: NEWXT.COM
Country: us

Registration Date: :07-30-1985 Administrative Contact, Technical Contact:

Pending Renewal or Deletion

First Name: Stanley

Last Name: Hanks P.O. Box 430

Company Name: NewCross Technologies Inc Herndon, VA 20172-0447
Address: 203 SE Park Plaza Drive uUs

Address: Suite 270 .

City: o i ARIN contact is 570-708-8786
State/Province: WA

Postal Code: 98684

Country: us Threat InSites Matthew Schneider [Hijacking Hijinks]
Phone: +1-360-816-1847 (Office)

E-mail Addresses: stan@newxt.com

/7™ ¥ - ™
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https://threatinsites.com/

D%, GoDaddy [CTBE

Registered through: GoDaddy.com, LLC

Domain Name. Registration moved

Created on: -Dec-01 .
Expires on: 27-Dec-14 from Network Solutions

Last Updated on: 13-Feb-13 to GoDaddy

Domain Name: NEWXT.COM €M1Z. HERICED

Update Date: 2014-01-06 17:46:13 o o e fete —
Creation Date: 2001-12-27 16:22:48 BXA 2 OERIERTHDET

Registrar: GoDaddy.com, LLC

Threat InSites Matthew Schneider [Hijacking Hijinks]
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https://threatinsites.com/
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https://speakerdeck.com/mikit/domeinming-nozhong-huo-nituite-jpaawg-7th
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