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THE WHITE HOUSE Administration The Record Briefing Room Visit Espafol MENU l

National Security Memorandum on
Promoting United States Leadership in
Quantum Computing While Mitigating

Risks to Vulnerable Cryptographic

Systems

Em:] » BRIEFING ROOM » STATEMENTS AND RELEASES

NATIONAL SECURITY MEMORANDUM/NSM-10

Sec. 3. Mitigating the Risks to Encryption. (a) Any digital system that uses

existing public standards for public-key cryptography, or that is planning to
transition to such cryptography, could be vulnerable to an attack by a CRQC.

To mitigate this risk, the United States must prioritize the timely and

equitable transition of cryptographic systems to quantum-resistant

cryptography, with the goal of mitigating as much of the quantum risk as is
KRS EWPNEEN Currently, the Director of the National Institute of Standards
and Technology (NIST) and the Director of the National Security Agency
(NSA), in their capacity as the National Manager for National Security
Systems (National Manager), are each developing technical standards for
quantum-resistant cryptography for their respective jurisdictions. The first

sets of these standards are expected to be released publicly by 2024.

https://www.whitehouse .gov/briefing-room/statements-releases/2022/05/04/national-se curity-memorandum-on-promoting-united-states-leadership-in-quantum-computing-while-mitigating-risks-to-vulnerable-cryptographic-systems/
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CNSA 20 Tlmellne CNSA: Commercial National Security Algorithm

2022 2023 2024 2025 2026 2027 2028 2&9@ 2031 2032@ 2030~2033$§t“
o CNSA[CE£'1T !

Software/firmware signing RN

Web browsers/servers and cloud services

o
Traditional networking equipment v <DD}HUZ>
Operating systems . (]
) VNN RRR SRR RN "\‘\'."9

o

CRYSTALS-Dilithium (ML-DSA)

CRYSTAL-Kyber (ML-KEM)
Custom application and legacy equipment v o :/I:E;‘Eﬁ@

Niche equipment

s d AES-256, SHA-384/512
NN SA 2.0 added as an option and tested . ‘Jj '\IjIT%...E%ﬁ
FIERI THS757 T DDeadline 55 |- XMSS, LMS

NSA [Announcing the Commercial National Security Algorithm Suite 2.0] &D

https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
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. 20%7]%3?2’4‘.—1 (6413218 | KEM 451F +E% 194)
. Z-O}R?)End 2 fle (26510 : KEM 174 +E% 94)
. 2-OZR?)und 3 FHE (7 Finalists, 8 Alternates)

________Finalists___________|Alternates

KEM Kyber, NTRU, Saber, Classic Bike, FrodoKEM, HQC,
McEliece NTRUPrime, SIKE

E4 Dilithium, Falcon, Rainbow  GeMSS, Picnic, SPHINCS+
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Round 3 CRYSTALS-Kyber CRYSTALS-Dilithium,

Selection Falcon,

SPHINCS+

Round 4 Candidates (£2TKEM) [CDULTIEEA24 4 BEO:Hh = £ E

ZDOFNSDIR EBID(FEET DT

« Classic McEliece, BIKE, HQC, SH<E
ETERIC
WEMNER...

- IR7E. LEICHIX T [ Additional Digital Signature Schemes] H'=Eh
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CRYSTALS- ML-KEM FIPS 203

Kyber (Module-Lattice-Based Key-Encapsulation Mechanism)

CRYSTALS- ML-DSA FIPS 204

Dilithium (Module-Lattice-Based Digital Signature Algorithm)

SPHINCS+ SLH-DSA FIPS 205
(Stateless Hash-Based Digital Signature Algorithm)

FALCON FN-DSA FIPS 206 X

(FFT (fast-Fourier transform) over NTRU-Lattice-Based
Digital Signature Algorithm)

X DraftREITFIE | 2024FR&F
- FIPS 203 ML-KEM (Kyber): https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
- FIPS 204 ML-DSA (Dilithium): https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf
- FIPS 205 SLH-DSA (SPHINCS+): https://nvipubs.nist.gov/nistpubs /fips/nist.fips.205. pdf
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Multivariate MPC in-the-head
Lattice Code Symmetric Isogeny
Other MinRank  SD/Rank-SD

Mayo 3WISE Mira RYDE PERK MQOM EagleSign Enhanced AIMer SQIsign ALTEQ
PROV DME-Sign  MiRitH SDitH Biscuit EHTV3 & pgsigRM Ason-Sign eMLE-Sig 2.0
QR-UOV  HPPC EHTV4 Fuleeca FAEST KAZ-SIGN
SNOVA HAETAE LESS SPHINCS-alpha Preon
TUQV Hawk MEDS Xifrat1-Sign.I
uov HuFu Wave
VOX Raccoon Cross
Squieels
7 3 2 2 1 2
7 6 4 1 5
10 7
40
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Multivariate MPC in-the-head
Lattice Code Symmetric Isogeny
Other MinRank SD/Rank-SD PK

Mayo IWISE Mirath RYDE PERK MQOM EagteSign Enhanced AtMer SQIsign
PROV bME-Sign (merger  SDitH Biseuit BHFv3& pastgRM Asor-5Sigh
QR-UOV HPPE of EHFv4 Fuleeca FAEST KA&-SfGN
SNOVA MIRA/Mi HAETFAE LESS SPHINCS-alpha Preon
FHOV RitH) Hawk MEPS KXifrati-Stgn-t
uov Huft Wave
YOX Raceoon Cross
Setieets
4 0 1 2 1 1
1 2 1 1 0
4 5
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- Australian Signals Directorate (ASD)H'2023&(C 14> X" Planning for Post-
Quantum Cryptography” DeSET iz 7%
« ASAH
 Nationaal Bureau voor Verbindingsbeveiliging (NBV)H'2021FE(CHA RS >"
[Prepare for the Threat of Quantum Computers”Zz/\%x
« Y
« Bundesamt flr Sicherheit in der Informationstechnik (BSI)H'2021E(CH1 RS-1 2"
Migration to Post Quantum Cryptography, Recommendations for action by the BSI” %
N
« AFUX
- National Cyber Security Centre (NCSC)H'2020& (/R bX—){—" Preparing for
Quantum-Safe Cryptography”Z /A%
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* Internet Engineering Task Force 19;;1;?73\‘
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» "We reject kings, presidents and voting. We believe in rough consensus
and running code.” David Clark (1992%

* E:E#ﬂ
« RFC (Request for Comments) ZFiT
o A2 —2v heidiMilmZzsz X TS
¢ /EEJJ

Onsite Registration Option:

E£30FEE (38, 78. 118) T 184

. ?b:%y& 1500~2000A
- ZIE  AXSED
* %b::ﬁ*ﬁ' . DETEOK

https://registration.ietf.org/122/
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=Ty REMBWG

IETF GEN gendispatch
ART httpbis, satp, mimi, sframe, cbor etc.
INT 6man, 6lo, drip, dtn etc.
OPS dnsop, v6ops, iotops etc. - .
RTG idr, manet, ospf, roll etc. PQCEHTZ Rz
SEC tls, ipsecme, lamps, mls, suit, pquip etc.
WIT httpbis, quic, tcpm etc.

IRTF cfrg, pearg, t2trg, ufmrg etc.
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quip (Post-Quantum Use In Protocols) WG
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Post-Quantum Use In Protocols (pquip)

About  Documents  Meetings  History  Photos  Email expansions  List archive »

WG Name Post-Quantum Use In Protocols

Acronym pauip

Area Security Area (sec)

State Active

Charter charter-iatf-pquip-01 (ARREENEE)

Document dependencies m

itional r GitHub O
Grand list of WGs and protocols looking at PQC algorithms

Personnel Chairs Paul E. Hoffman, Sofia Celi

Area Director Roman Danyliw

Mailing list Address pac@ietf.org
To subscribe ietf.
Archive ilarchive ietf.or
Chat Room address ip.ietf. row/stream/pguip

Charter for Working Group

Some IETF protacols rely upon cr that are secure given today's “classical computers” but would be vulnerable to attacks by a Cryptographically Relevant Quantum Computer (CRQC). These
mechanisms rely upon algorithms based on integer factorization or the discrete logarithm problem. Outside of the IETF, active work is underway to develop and validate Post-Quantum Cryptography (PQC) mechanisms that are
expected to be resilient to the cryptanalysis capabilities of future CRQCs (e.g., CFRG, US NIST). Select IETF WGs (e.g., LAMPS, TLS, IPSECME, COSE) have already begun standardizing revised protocol behaviors. The focus of
Post-Quantum Use in Protocols (PQUIP) WG is to support this growing body of work in the IETF to facilitate the evolution of IETF protocols and document associated operational guidance with respect to PQC.

The WG will provide a standing venue to discuss PQC (operational and engineering) transition issues and experiences to date relevant to work in the IETF. The WG will also provide a venue of last resort to discuss PQC-related
issues in IETF protocols that have no associated maintenance WGs. This WG will not update existing protocols, specify new protocols, define new cryptographic mechanisms, or assess whether a given cryptographic mechanism
is quantum-resistant.

The WG will document operational and design guidance which supports PQC transition. The general process of elaboration through documentation will be for issues to be identified and discussed on the mailing list, and
presentations made at WG meetings. When topics merit more coherent documentation, the WG will adopt documents to capture the information in Internet-Drafts. If the working group consensus is that the material of the
Internet-Draft is generally useful for archival purpeses, the WG will seek publication of the work items as Informational or Best Current Practices RFCs. At any point, from early discussion of topics through later documentation
stages, the WG may identify a more appropriate WG for the matter, and with coordination, dispatch it there.

The output of this WG is expended to inform protocel work and guidance developed by other WGs in the IETF. Consistent with other IETF WGs, this WG will also rely on outside entities (e.g., CFRG) to define and assess new PQC
mechanisms.

The IESG is establishing this working group on an experimental basis, and in 2 years, the IESG intends to review it for rechartering to continue or else closure.
Milestones

Date - Milestone + Associated documents

May 2023 WG Adoption of an Ir g on ‘PQC for

Apr 2023 WG Adoption of an Informational document that defines terminology for (hybrid) PQC schemes

https://datatracker.ietf.org/wg/pquip/about/
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o IETFICHIFBPQCEITICEFIZFEELT, JOMILERETEPESR
BlCED>THERERRDID R Internet Draft (I D) Z=i&R5T
EESDI-DERA ERFCAGICEIT CER

Workgroup: PQUIP Workgroup: PQUIP

Internet-Draft: draft-ietf-pquip-pqt-hybrid-terminology-04 Internet-Draft; draft-ietf-pquip-pqc-engineers-06

Published: 10 September 2024 Published: 21 October 2024

Intended Status: Informational Intended Status: Informational

Expires: 14 March 2025 Expires: 24 April 2025

Authors: Authors: A.Banerjee  T.Reddy D.Schoinianakis T. Hollebeek M. Ounsworth
F. Driscoll M. Parsons B. Hale Nokia Nokia Nokia DigiCert Entrust

UK National Cyber Security Centre UK National Cyber Security Centre ~ Naval Postgraduate School

Terminology for Post-Quantum Traditional Hybrid Schemes Post-Quantum Cryptography for Engineers

Abstract

The advent of a Cryptographically Relevant Quantum Computer (CRQC) would render state-of-the-art,
traditional public-key algorithms deployed today obsolete, as the mathematical assumptions underpinning
their security would no longer hold. To address this, protocols and infrastructure must transition to post-
quantum algorithms, which are designed to resist both classical and quantum attacks. This document
explains why engineers need to be aware of and understand post-quantum cryptography, detailing the
impact of CRQCs on existing systems and the challenges involved in transitioning. Unlike previous

https://datatracker.ietf.org/doc/draft-ietf-pquip-pqt-hybrid-terminology/ cryptographic updates, this shift may require significant protocol redesign due to the unique properties of
post-quantum algorithms.

Abstract

One aspect of the transition to post-quantum algorithms in cryptographic protocols is the development of
hybrid schemes that incorporate both post-quantum and traditional asymmetric algorithms. This document
defines terminology for such schemes. It is intended to be used as a reference and, hopefully, to ensure
consistency and clarity across different protocols, standards, and organisations.

https://datatracker.ietf.org/doc/draft-ietf-pquip-pqc-engineers/
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BB, F—HYA X e FIPSHEEXFIDONISTI(CLBEH |
Ll LY e PQCO> RT3 >DIRNDIED

NIST PQC Standard / =N L
e C SEOFERE

IETF 120-PQUIP
Vancouver Canada, July 22 2024.

OTHER UP COMING PQC PUBLICATIONS

THE KEMS IN THE 4™ ROUND NIST

Quynh Dang
(8370l Ll « Classic McEliece

* NIST is confident in the security
* Smallest ciphertexts, but largest public keys

* We'd like feedback on specific use cases for Classic McEliece nn““

» SP 800-208 is being revised, based on industry feedback. How to allow backups for
HSMs while minimizing the risk of key reuse.

> SP 800-227 Recommendations for Key Encapsulation Mechanisms is expected to be
available for public comments soon after FIPS 203 is finalized and published.

8 * BIKE

* Most competitive performance of 4" round candidates
* We encourage vetting of IND-CCA security

> A draft SP specifies Small SLH-DSA Parameter Sets is expected in Fall 2024.

* HQC

* Offers strong security assurances and mature decryption failure rate analysis
* Larger public keys and ciphertext sizes than BIKE

~—SIKE

* The SIKE team acknowledged that SIKE (and SIDH) are insecure and should not be used

The 4™ Round will likely end in the fall of 2024

https://datatracker.ietf.org/meeting/120/materials/slides-120-pquip-nist-pgc-standards-00

\
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- [F724) I/%%OD:L—Z%—X
_ (CHITDPQCHEAITI] HER !
Post quantum cryptography c BEITBTILTUZILEIS
migration use cases A — DTN IE

draft-vaira-pquip-pgc-use-cases

PQUIP — IETF 120 —July 23" 2024 What next? Explore “pessimistic migration”

* Assumption: CRQC-attacks start sooner than standardization or migration is

complete. How about tomorrow?
Hendrik Brockhaus John Gray Mike Ounsworth Alex Railean
Siemens Entrust Entrust Siemens

* not be an easy target tomorrow
* and buy time on Q-day

* Some techniques
» Wrap legacy communications (e.g., SSH tunnels with NTRU/x25519)
* Symmetric ciphers with pre-shared keys without handshakes (e.g., shadowsocks)

https://datatracker.ietf.org/meeting/120/materials/slides-120-pquip-post-quantum-cryptography-migration-use-cases-00
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Digital signaturd

w0

Must deploy ASAR, No rush
long-lived EEs?

in advance?,

Slow

generation

Small signatur:
size importan

Prioritize featu

(1]

Must
comply with

Germany
BS| TR-02102-
USA
FIPS 203
CNSA 20
yes
limite:
sigCour
KEMS
Y

ML-KEM
Kyber

e
FrodoKEM

Can manage
state?

Slow is ok

No.
unlimited|
sigCount]

Shorf
sigs

Falcon

Y

(

SLH-DSA
Sphincs+

Stateless d&gital signatuf{e
1
ML-DSA

) (==

™~ E

Classic McEliece

Stateful hash-based signatufe:

A

hash-based ok

on their own

\
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Related Internet-Drafts and RFCs (11 hits)

[1 draft-connolly-cfrg-xwing-kem-06 34 pages 2024-10-21 I-D Exists
X-Wing: general-purpose hybrid post-quantum KEM

Crypto Forum (cfrg)

[1 draft-connolly-cfrg-hpke-mikem-04 9 pages 2024-10-18 I-D Exists

ML-KEM for HPKE
About Documents Meetings History Photos Email expansions List archive »

[1 draft-dijkhuis-cfrg-hdkeys-01 24 pages 2024-10-17 I-D Exists
s Hierarchical Deterministic Keys
earch
Document & pate~ L draft-gueron-cfrg-dndkgcm-01 38 pages 2024-10-17 I-D Exists
Double Nonce Derive Key AES-GCM (DNDK-GCM)
Active Internet-Drafts (14 hits) i . i .
o draft-sfluhrer-cfrg-mli-kem-security-considerations-01 10 pages 2024-10-11 I-D Exists
[1 draft-irtf-cfrg-kangarootwelve-15 pages 2024-11- ML-KEM Security Considerations
KangarooTwelve and TurboSHAKE
[1 draft-chen-cfrg-vdaf-pine-01 17 pages 2024-09-27 I-D Exists
[ draft-irtf-cfrg-det-sigs-with-noise-04 17 pages 2024-11- Private Inex Norm (PINE) VDAF
Hedged ECDSA and EdDSA Signatures [1 draft-mouris-cfrg-mastic-03 37 pages 2024-09-27 I-D Exists
[1 draft-irtf-cfrg-vdaf-13 151 pages 2024-11- The Mastic VDAF
Verifiable Distributed A i i [ draft-harvey-cfrg-mti-mode-04 53pages 2024-09-17  |-D Exists R’y
[1 draft-fluhrer-Ims-more-parm-sets-17 27 pages 2024-10- Merkle Tree Ladder (MTL) Mode Signatures
Additional Parameter sets for HSS/LMS Hash-Based Signatures 0 draft| harvey-cfrg-mtl-mode-considerations-00 21pages 2024-08-22  I-D Exists o
[ draft-irtf-cfrg-aegis-aead-13 63 pages 2024-10- C for ing Merkle Tree Ladder (MTL) Mode Signatures into Applications
DG A T s o L (1 draft-bradleylundberg-cfrg-arkg-02 34 pages 2024-05-27 I-D Exists
(1 draft-irtf-cfrg-cpace-13 96 pages 2024-10- The Asynchronous R Key ion (ARKG)
CPace, a balanced composable PAKE draft-westerbaan-cfrg-hpke-xyber768d00-03 20 pages 2024-05-14 I-D Exists
[ draft-irtf-cfrg-aead-properties-09 27 pages 2024-10- X25519Kyber768Draft00 hybrid post-quantum KEM for HPKE Expires soon
Properties of AEAD Algorithms
[ draft-irtf-cfrg-aead-limits-09 20 pages 2024-10-09 I-D Exists
Usage Limits on AEAD Algorithms Active RG Document : Informational

[1 draft-irtf-cfrg-partially-blind-rsa-00 24 pages 2024-09-30 I-D Exists

Partially Blind RSA Signatures Active RG Document
[ draft-irtf-cfrg-opaque-17 85 pages 2024-09-27 I-D Exists::Revised I-D Needed

The OPAQUE Augmented PAKE Protocol IRSG Review : Informational Stanislav V. Smyshiyaev &3
[1 draft-irtf-cfrg-bbs-signatures-07 117 pages 2024-09-23 1-D Exists

The BBS Signature Scheme Active RG Document : Informational
[ draft-irtf-cfrg-signature-key-blinding-07 16 pages 2024-09-23 I-D Exists

Key Blinding for Signature Schemes Active RG Document : Informational
[1 draft-irtf-cfrg-dnhpke-05 40 pages 2024-09-09 I-D Exists

Deterministic Nonce-less Hybrid Public Key Encryption In RG Last Call : Informational
[ draft-irtf-cfrg-rsa-guidance-01 23 pages 2024-09-03 I-D Exists

Implementation Guidance for the PKCS #1 RSA Cryptography Specification IRTF stream
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e [LF21YUF o LOWETEIE] o [AHE/IBESXT1 XDEM] (CDULWTER
. SHIE =B NER/IEEXYH A A ADREESITEENH DI AEENZN |

Kemeleon Encodings

ML-KEM Security Considerations

Making ML-KEM public keys and ciphertexts
indistinguishable from random

A

I E T F
draft-sfluhrer-cfrg-ml-kem-security-considerations
Scott Fluhrer, Quynh Dang, John Preul3 Mattsson, Kevin Milner, Daniel Shiu
(and anyone else who wants to contribute)
6 November 2024
IETF 121, Dublin IETF121: CERG

https://datatracker.ietf.org/meeting/121/materials/slides-121-cfrg-ml-kem-public-key-compression-and-random-encodings-00

https://datatracker.ietf.org/meeting/121/materials/slides-121-cfrg-ml-kem-00
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 FrodoKEM(EML-KEM & BB U TS > TIVIRERET CEREL P I = Z 7 E—IL
EERBILRMMMTON TOA D bRIEH TENILFK(SEHED

FrodoKEM: Introduction
FrodoKEM

i ; i} ) 0 FrodoKEM is a quantum-safe IND-CCA2 secure Key Encapsulation Mechanism
A simple and conservative KEM from generic lattices (KEM) based on the hardness of the plain Learning With Errors (LWE) problem

- It uses generic, algebraically unstructured lattices

) . . ) Q It was a Round 3 alternate in the NIST PQC standardization process
Erdem Alkim Joppe W.Bos Léo Ducas Patrick Longa Ilya Mironov

* Dropping FrodoKEM was primarily motivated by performance: “In terms of security, Frodo’s
conservative design choices are laudable.” (NIST Round 3 Status Report)

Q FrodoKEM has been recommended for use by several European countries

(Germany [BSI24], France, Sweden)
}{ W =. Microsoft faceboolk Q Ongoing standardization by 1SO (started on April’23)

+ To be included as Amendment 2 of ISO/IEC 18033-2 (together with ML-KEM and Classic

Michael Naehrig  Valeria Nikolaenko  Chris Peikert ~ Ananth Raghunathan  Douglas Stebila

McEliece)
« Currently approved for Draft Amendment (DAM), Sept/Oct’24
q'léz W UNIVERSITY OF
crypto % WATERLOO
UNIVERSITY OF
MICHIGAN [BSI24] “BSI— Technical Guideline (Cryptographic Mechanisms: Recommendations and Key Lengths)”, BSI TR-02102-1, version February 2024. 1/11

https://datatracker.ietf.org/meeting/121/materials/slides-121-cfrg-frodokem-a-simple-and-conservative-kem-from-generic-lattices-00
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Internet Daaft T | o KEMTLSIETLSD/\> b2 21 D% s U,
Expires: 17 October 004 srave Softuare THIEBLZMEFEI . KEMZHWTH
Radboud University Zﬁdsfﬂsgﬁgs )4\’ l_-E t u,b\nIE% %iﬁ
D. Stebila
ovesey o woe |+ CICKEMTLSZREL T/ITA -T2
15 April 2024 E:l:'ﬁﬂj /ﬁaj'
it » Implementing and Measuring
Abstract KE MTLS ( >.< )
This document gives a construction for a Key Encapsulation Mechanism ¢ / \j 7I- _7>Xtt$2
-based authentication mechanism in .3. is proposa ~ w o~ —_
;Ei:;nticates peers via a key exchange pJT:Ic-)ioioi, u::ng E:)hesr ling- d } \/ I\\/I /]/0 : H%KBSO/O%E:%TE
term ublic keys. »
e « XEUITwW RTUZ MHVIEN
https://datatracker.ietf.org/doc/draft-celi-wiggers-tls-authkem/ ¢ -U-_} (\UDCPUE\E{’ZHE'ﬁj(9O°/oﬁU5)§Z
IRE
% https://eprint.iacr.org/2021/1019.pdf
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PQCFITURLEFT —HH A B (1/2)
BUTIES E B L TF— A IDKRBON... | Raicae s ]

NFIHE 64byte. WELE 32byte. F—4 32byte
ZILJUZX L% FIAY B

>—9YAL X (byte)

NEE S R 55 X/E%

\FIBEEES  CRYSTALS-KYBER Module-LWERIRE Mo, 800 1,632 760
/KEM BIKE QC-MDPCRS®DMSDP g 1,540 280 1,572
Classic McEliece ~ Gappaf¥SdSDP “% 261,120 6,492 128
HQC Quasi-CyclefF5MDSDP ( %% 2,249 40 1,572
FTH)LEBL  CRYSTALS- Module-LWERIga e 1,312 2,528 2,420
DILITHIUM o
FALCON SISFiRE /fes 897 7,533 666
SPHINCS+ J\w = 1 B EZRZRRIRE % 32 64 7,856

% 128bitZ£tH% %= IR UIBROT—5FH1 X
X KF - RUNI O ROBSE
s¥Hl(E. PQC Standardization Process: Announcing Four Candidates to be Standardized, Plus Fourth Round Candidates
https://csrc.nist.gov/News/2022/pgc-candidates-to-be-standardized-and-round-4
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) e N . e £% : ECDH NIST P521
TS S S LR U T — 5B 7 AHhUSER\... [/A&ﬁf@ 132byte. FWEE 64byte, *—4 66byte ]

HAF3AY— | FPIJUXL%E FIR9SR=E T—IYAL X (byte)
NEEE: MEEEE 55X /E%

NFESEIES  CRYSTALS-KYBER Module-LWERIRE e, 1,568 3,168 1,568
/KEM BIKE QC-MDPCHS®DSDP  “% 5122 580 5,154
Classic McEliece ~ GappafFSmSDP ©% 1,357,824 14,120 240
HQC Quasi-CycleFSMSDP | % 7,245 40 14,469
RN =] 49/.
25)LEL  CRYSTALS- Module-LWERSz % 2,502 4,864 4,595
DILITHIUM o
FALCON SIS L 1,793 13,953 1,280
4 4E7T 47T o=
SPHINCS + J\W < 1 BB ZRIERRE 7 64 128 49,856

% 256bitZ2£tH% % R UIBRDOT—5H51 X
% KF - RMAE O ROBE
s¥Hl(E. PQC Standardization Process: Announcing Four Candidates to be Standardized, Plus Fourth Round Candidates
https://csrc.nist.gov/News/2022/pqc-candidates-to-be-standardized-and-round-4
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° Eﬁ?nxd)ﬁ ,77\;

e 1990FARF(LDRSADMAE L FEIRE c=nntna? |
¢ RUICIRBDE=

« ZILOUX L : HEOHBE. I X etc

e BR YA RFrXRIVKE., 70O IIINADEE etc
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NIST PQCI>ARF< 3> (2/5)
+ Round 3([CHIFBIHAHBREE L TUTFOTILTUZXLAEEE

______KEM_______#E&

Round 3 CRYSTALS-Kyber CRYSTALS-Dili*%i -~ SN S S GMO CYBERSECURITY X\ [ERAE
Selection Falcon, SPHIN NIST PQCAANFT (>3~ (4/5)

« EARE (CSOHFDILE

Round 4 Candidates (2 TKEM) (CDWTIEEA244 AR DF s (BF) 201 7F([CIREENIEBRAE234

COHNSPRL EBIDIHEEYS D58 » Round 1DEZFER & L TL06F
- Classic McEliece, BIKE, HQC, SHE ' « T, RmFOFILTYUXASIBEIRAME (CINENRS...T )
":'”MUIﬂ\ia'ﬂa'té” B f""'"'MPC'IH-‘tH‘e'—he"ad":”"”” R N A

uov Other MinRank SD/Rank-SD ~ PKP MQ m

Mayo 3WISE Mira RYDE PERK MQOM EagleSign Enhanced AlMer SQIsign ALTEQ

Code Symmetric Other

= —_ —_— - . . . PROV DME-Sign  MiRitH SDitH Biscuit EHTV3 & pgsigRM Ason-Sign eMLE-Sig 2.0
= R-UOV  HPPC EHTv4 Ful FAEST KAZ-SIGN
- IH1E. LER(CHIRT [ Additional Digital Signature Scheme %o Bve Rl mES Kz
TUoVv Hawk MEDS Xifrat1-Sign.I
uov HuFu Wave
VOX Raccoon Cross
Squieels
7 3 2 2 1 2
7 6 4 1
10 7
40
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[IRITHES + PQC] DI\ATUwW FEWVWDEEREK
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« IREMIC(E...

+ PQCICX T DB BEBEIFERENTUTVES AR ETAIL

+ PQCICH T 2RE/) VI\DDEBEARE(CKLDMREENEL D 72&

—

. BEENSCZE I\AMTUY R (3338

INTTUY ROAVWY

[ FEeE ) - [IRfTEES] H [PQCl] H'Z%%e
e3zi N THNE. BRIIREEEIH

- / [{I\@l@;ﬂj] gt ¢ PQCZEH=ERHIDBCENT
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Home ) News > Security > Google Ch 's new post cryptography may break TLS connections

Google Chrome's new post-quantum cryptography may break TLS
connections

By Sergiu Gatlan April 28,2024 10:19 AM

Some Google Chrome users report having issues connecting to websites, servers, and firewalls after
Chrome 124 was released last week with the new quantum-resistant X25519Kyber768 encapsulation
mechanism enabled by default.

Google started testing the post-quantum secure TLS key encapsulation mechanism in August and has
now enabled it in the latest Chrome version for all users.

https://www.bleepingcomputer.com/news/security/google-chromes-new-post-quantum-cryptography-may-break-tls-connections/
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WA ZEZEW=>T—4 (key share) DT ?

2139 7.161352 10.4.30.133 172.64.155.141 TLSv1.3 756 Client Helle (SNI=chatgpt-async-webps-prod-eastus-5.chatgpt.com)
2148 7.167314 172.64.155.141 10.4.30.133 TCP 66 443 - 63132 [ACK] Seq=1 Ack=2079 Win=65536 Len=@ TSval=20@058531 TSecr=2700808640
2141 7.17618B6 172.64.155.141 18.4.30.133 TLSv1.3 1447 Server Hello, Change Cipher Spec, Application Data
2142 7.176283 10.4.30.133 172.64.155.141 TCP 66 63132 - 443 [ACK] Seq=2079 Ack=1382 Win=130432 Len=@ TSval=27088QB656 TSecr=200058534
2143 7.181246 10.4.30.133 172.64.155.141 TLSv1.3 138 Change Cipher Spec, Application Data
2144 7.181496 10.4.30.133 172.64.155.141 TCP 1454 63132 - 443 [ACK] Seq=2143 Ack=1382 Win=131872 Len=1388 TSval=2700808661 TSecr=200058534 [TCP segment of a reassembled PDU]
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (©x@09d) P52 13 @1 13 82 13 @3 ¢@ 2b @ 2f c@ 2c c@ 30 cc a9 DO SO Y - O
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@02f) 0068 cc a8 c@ 13 c@ 14 @@ 9c 00 9d 0@ 2f 00 35 @1 @0  ---ccc.c .../ .5..
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035) 0070 @7 ac 7a 7a 80 @0 00 2d 00 02 01 01 00 23 @0 08 - -zz - coccc LA
Compression Methods Length: 1 0080 33 04 ef @4 ed ea ea 00 01 00 63 99 04 c@ Bc [PBrrcr crecons
N 0092 13 a4 63 93 bb f® 34 eb 69 51 be 5e 7@ a6 d8 Bf vegereds iQetpee
Compression Methods (1 method) 0020 dd 80 8e 54 4a 87 1b e5 57 e7 af f6 42 71 @a b8 -+ .TJ--- W.--Bq: -
Extensions Length: 1964 @0be 88 77 31 16 11 6c 33 c5 @1 84 B5 76 13 5T c7 92 wle =13 ey
Extension: Reserved (GREASE) (len=@) Poce 7@ d9 8@ 9a e5 14 87 6e 44 8b @a 45 33 19 3c ab prreres nD:-E3:<:
Type: Reserved (GREASE) (31354) 00de eb f5 62 7a 6c 61 7e 7b 59 d5 6c 4f 92 bl a9 580  :-bzla~{ Y:10-::P
Length: @ 00ed 2c ae af 85 7a aB 74 2d 21 17 B3 fc 45 21 al 99 grrrZet= leesEL
pofe ac 58 51 2f 2d e2 2e fb ea a@ da 2b 82 d5 c@ 59 D {1 J TN SO
Data: <MISSING=> 0100 ec @a 1c 44 c9 b6 bl 99 3f 5a ac ba bb B85 86 Be  +::Drre: PZeecern
Extension: psk_key_exchange_modes (len=2) g11e fb 80 af 70 18 1f 95 ce 97 @5 bd @9 80 b8 6b dB  ---p---: «:---- k-
Type: psk_key_exchange_modes (45) 9128 2e ¢9 5a 71 9a eb 13 b4 4a b9 d5 35 S5a ab €9 @8 tZgQrere J0e5Z04
Length: 2 G GufdenfE B9 63 41 €8 53 b5 9c 83 33 6b a9 77~ -:-chA: S:o-3kew
PSK Key Exchange Modes Length: 1 S 23 g; 21 g: gi 3: 32 q. II_dgiB[
PSK Key Exchange Mode: PSK with (EC)DHE key establishment @a 4a d1 c7 09 15 y| ug-J- .-
Extension: session_ticket (len=8) Pa 86 21 @d 5e 68 Oc1: DERNEENOES R ]
Type: session_ticket (35) eB eB 96 26 7@ ba  =:&:c-c: e &p-
Length: © ca 4a 85 69 80 ae 'I'~ (= 4::3:4
Session Ticket: <MISSING> ;i gg ;; gg :; Eg ;g ; C;I-[@- e.%:?: .
Exiensioni ke pare (lensl:h3l & s her Je 8N ral LB d a3 33 34 22 a2 4c b8  %:5:7.: .34".L
Type: key share (51) 01de B2 81 d@ 55 3c 4e fa 32 65 60 ce 33 14 Ba c4 cc b U<N-2 & -3-.-:
Length: 1263 Ple@ 6Ge ac 28 26 94 dB 4@ f1 35 90 c4 89 &7 9d a9 c7 n:{&--@ 5:--:0-::
Key Share extension 010 f8 5b 63 1a ec ac 6 f0 15 Oe 99 ab 37 40 76 S5c  :[c:::. +.-rTE@V\
Client Key Share Length: 1261 0200 b8 @1 de 82 @8 50 fb bd ef 22 35 48 2c cb 74 &5 - .- P 5@, -t
2212 9 e6 f3 4b 1b 64 c3 ec @ 11 95 b® 99 39 d8 @6 coeKedes rree g
Key Share Entry: Group: Reserved (GREASE}, Key Exchange length: 1 0220 28 @b 8b b4 a8 58 6b 13 @4 2c 69 b7 61 a5 87 92 (:--:Xk: :,i-a-:-
= Dare En H oup: X Skvber /8D rafiog Ke xchange lep |2 9230 57 bd dd fa af 7d 51 51 bl el Bc T4 f@ 30 eb 82 W-e--30Q -0
Group: X25519Kyber768Draftee (25497) 9248 6f @6 5b 55 6c a6 ad 33 18 5b cc c8 7a B8 fa 71 o:[UL-:3 :[:+2::q
Key Exchange Lengtn: 1216 ' 9250 1c @c 12 67 T3 83 59 80 70 cd 29 58 9c 09 5¢ 16  :::g-:Y: pr)X::\
Key Exchange [truncated]: 8c13a46393bbf034eb6951be5e70a6dB88Tdd8oBe5d gggg 2; ?i gg ;g z: ::g gg 52 gz ;i gg ;E gi i‘: E; :i qzﬁ ::‘?Ef‘:i:
Key Share Entry: Group: x25519, Key Exchange length: 32 2280 6d a7 cc 2a c1 bd 37 ¢5 c9 34 8a 8c dd c7 a6 ab  M: ok T cfMessens
I Group: x25519 (29) l 9298 7b 13 1f aa a7 9c Ba @Ff 35 cb6 15 e3 el c6 db ec L EEE RN EES. T
e a2 9220 b2 58 b5 1f 48 61 4d 4e 79 c2 dl 8a b3 df c4 bb +X:+HaMN y:«==:::
Key Exchange: 15734a2cbbbbcb3ad41df639b19af1b61ct6298d66963669111a0aeff 220 37 10 a2 ec 79 be 7c 78 79 aa 65 28 ad 37 c9 3e  7---::|x y-e(-7:>

https://www.iana.org/assignments/tls-parameters/tls-parameters.xhtmi
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<IRITHES X25519TDHERHA>

v Extension: key_share (len=38) x25519

Type: key share (51)
Lengt
Key Share extension

Client Key Share Length: 36
Key Share Entry: Group: x25519, Key Exchange length: 32

<Hybrid:X25519Kyber728 T DT>

v Extension: key_share (len=1263) X25519Kyber768Draft@®, x25519

Type: ke hare (51)
Lengthé‘ﬂa
Key Share extension
Client Key Share Length: 1261
Key Share Entry: Group: Reserved (GREASE), Key Exchange length: 1

Key Share Entry: Group: X25519Kyber768Draft®®, Key Exchange length: 1216
Key Share Entry: Group: x25519, Key Exchange length: 32

faR & LT

33=urBEXE ) |

EKERDA>HF -3y NCHIFAIT D ETREZFAEWVWL I ZEICEM !
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« i0S18KDAppletT S/ —{REN R |
« Live CallerID Lookup&ETERERH

CZCTHHENTLD
“Homomorphic Encryption”
(EREIES)
Highlight | October 24,2024 v
Combining Machine Brakerski/Fan-Vercauteren (BFV)
Learning and : e —————
Homomorphic | 0 [ . . .
Encryptionp in the Apple e JM\ Ring Learning With Errors (RLWE) [E@8%&
Ecosystem e o | ‘“fﬁ o ZEMHORILE UlzMEFES (PQC)
B X m .
Using Private Nearset No iahbor Search for Enhanced V e N ISTb\‘iEE b’tuﬂw
~ N —
https://machinelearning.apple.com/research/homomorphic-encryption PQCE&%b\bg/ﬂé,ﬁ\l '
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« PQCOEIREVLWDSEHANSHRAE
e (TENE) KLHAFKEN., EELTREHFENDI7ILTUI A
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Crypto Agility

« 2DLKNDEDSE - - -
o WRIAFTLDSA IAALRICIESFZIVIVALEEHCTESD
IRRETHDZE

« Crypto AqilityZz/&d N9 12bICEDI—DWERCE
« PO TLKBDIFRDESRITICIBA T, WRIATLD

A

GMO CYBERSECURITY N IERAE

Bl

=N

72 {51 I DD HKE

N9 [Crypto Agility]

132 o1E S

 EIFHI : Microsoft CNG (Cryptography:Next Generation)
« NT 4.005E8 A =N/=CryptoAPID&E R (Vistah'5EA)
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« NISTUAMZEPQCOHE
o« #RFEA : {A ANSSI
« ZILTYUXLH

A X M N FH

e 18FN—2X (KEM) : Crystals-Kyber, FrodoKEM
e 8FN—2X (BH) : Crystals-Dilithium, Falcon
e J\wSaNXR—X (L) : XMSS/LMS, SPHINCS+

X ATHRAY (CANSSIFEF YR ERFCif 7))L T X LADHBRZ BT D T=b(CHER )L T I X LI A MO X SREDIFIRMFE UV EITER.
SUMAX B EEEE T IOHHMER R BD TR,

https://cyber.gouv.fr/sites/default/files/document/follow up

position paper on post quantum cryptography.pdf
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